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USE OF PRE-TRAINED NEURAL NETWORKS FOR MODELING
NONLINEAR DYNAMIC OBJECTS

A.A. Orlov
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The paper considers a class of problems of identification of nonlinear dynamic objects
with continuous characteristics using neural networks with time delays. The multiple
use of pre-trained neural networks to identify objects of different nature with similar
laws of functioning is substantiated. The aim of this work is to reduce the training
time of neural network models without significant loss of accuracy by developing a
method for pre-training neural networks with time delays in the tasks of identifying
nonlinear dynamic objects with continuous characteristics. The scientific novelty of
the work is the further development of the method of pre-training neural networks
with time delays in the tasks of identifying nonlinear dynamic objects with continuous
characteristics, which allows reducing the training time of neural network models
without significant loss of accuracy. The method consists in extracting general
patterns from the base dataset at the pre-training stage and using them to solve specific
problems at the stage of retraining models on the target dataset. A formal criterion is
proposed to determine the moment of termination of the neural network pre-training,
the use of which allows avoiding retraining of the base model and ensuring a
significant reduction in the model training time on the target dataset. The practical
significance of the work is to develop an algorithm for the method of pre-training
neural networks with time delays in the tasks of identifying nonlinear dynamic objects
with continuous characteristics, which reduces the training time of neural network
models and the loss of model accuracy. To study the convergence rate of the training
algorithm and modeling accuracy, an experiment was conducted with test nonlinear
dynamic objects. The obtained modeling results demonstrate the effectiveness of the
proposed method. The value of this study is fo determine the area of effective use of
the proposed method, namely, when the general and target datasets do not have
significant differences and the target dataset is of sufficient size to reflect the
properties of the research object.

Keywords: nonlinear dynamic objects, modeling, neural networks with time delays,
pre-training.

Introduction. In the modern world, against the background of rapid technological
development, the issues of effective modeling of modern management objects are
becoming increasingly relevant. Classical methods, although reliable and widely used,
are increasingly proving to be insufficiently effective for representing complex objects of
the world [1, 2]. Complex control objects are characterized by a high degree of
nonlinearity and dynamics, the ability to adapt to various environmental conditions and
operating requirements.

Due to the above requirements, researchers and engineers prefer to consider
complex objects as a "black box" whose internal structure and functioning algorithms are
not accessible to an external observer [1, 3]. Such objects are well described by simulation
models that approximate or mimic the behavior of a real system, which is difficult or
impossible to express analytically. Simulation models are built on the basis of an
input/output experiment, in which an object is analyzed based on its response (output
signals) to external influences (input signals).

Today, neural networks are widely used as simulation models [2]. In the world of
rapidly evolving technologies, neural networks have become an essential tool in the field
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of artificial intelligence, demonstrating impressive capabilities in solving complex tasks
ranging from pattern recognition and natural language synthesis to identifying simulation
models.

Such models can be trained to simulate complex behavior based on the observation
of input and output data, which is why they are often used to model time dependencies
and predict the behavior of complex dynamic systems.

Despite advances in the field of neural networks, the problems of effective learning
with limited data and computational limitations remain unresolved [4]. Therefore, the task
of developing methods to improve the characteristics of neural networks remains relevant.
Analysis of research and publications. Different approaches are used to overcome the
limitations that hinder the development of neural networks in the field of complex object
identification, depending on the application, object properties, availability and amount of
training data. Having systematized the research in the field of improving neural network
training methods, the following key areas can be identified.

Improvement of learning methods aimed at creating models capable of accelerating
learning and quickly adapting to new tasks based on limited data. This area includes
experiments with activation functions [5], learning methods [4], and the structure of
neural networks [6].

The development of learning methods includes adaptive optimization algorithms
such as Adafactor, LAMB, Ranger [7], which can more effectively use gradients for
learning, as well as techniques for thinning layers and parameters in neural networks,
which help reduce the number of calculations and speed up the learning process. This
approach is implemented using the Sparse Training and Magnitude Pruning methods [8].

The choice of network architecture is carried out using automatic machine learning
(AutoML) methods, which significantly speeds up the model development process. Such
methods include Neural Architecture Search (NAS) [6, 9].

The construction of surrogate models makes it possible to reduce the size of neural
network models and speed up computations without significant loss of accuracy, which
is especially relevant given the growing demands on computing resources and the use of
neural networks on mobile devices. This area includes such algorithms as Deep
Compression [10], the construction of linear [3] and integral [11] surrogate models.

Pre-training allows neural networks to extract information from large amounts of
data before the main training phase and can accelerate model convergence during training
on target data, increasing their performance even on datasets of limited size [12].

A variation of pre-training is the transfer learning technique, which allows using the
knowledge gained from solving one problem to improve the solution of another [13]. This
approach is actively used when the available training data for a new task is limited, and
it can significantly speed up learning and improve the generalizability of the model.

Modeling practice is well known for cases when you have to solve similar tasks that
are repeated in different fields of activity due to the fact that objects of different nature
have similar laws of functioning. In the field of software development, such tasks have
long been successfully solved by reusing once-written code in the form of function
libraries, classes, or a framework, depending on the degree of generalization of the task.

In the emerging field of simulation modeling, this approach is just beginning to be
used. In this case, a pre-trained neural network can be used as a reusable solution. In this
case, the construction of the target model consists of extracting general patterns from the
base dataset at the pre-training stage and using them to solve specific problems at the
stage of training models on the target dataset [12].

The described technique has several advantages. First, it allows using large amounts
of data to extract general patterns, which is especially useful in the absence of sufficient
data in the target dataset. Secondly, pre-trained models can be successfully applied to
different tasks, even if they are related to different areas. This saves time and resources,
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as there is no need to train the model from scratch for each new task. Thus, thanks to pre-
training, neural networks are able to demonstrate impressive results even in conditions of
limited resources.

This approach is a fairly common and effective practice for reducing the training
time of convolutional neural networks and building universal models before they are
retrained on a specific task. VGG (Visual Geometry Group) pre-trained convolutional
networks are widely known and have been successfully used for image classification
tasks, GPTs are designed for text generation.

At the same time, there is a lack of work in the field of pre-training neural networks
that model the behavior of nonlinear dynamic objects with continuous characteristics.

This article discusses methods of improving the characteristics of neural networks
based on the idea of pre-training as a promising direction of identification of complex
continuous objects, which is dynamically developing and able to effectively cope with
the requirements of modern modeling tasks.

The aim of this work is to reduce the training time of neural network models
without significant loss of accuracy by developing a method for pre-training neural
networks with time delays in the tasks of identifying nonlinear dynamic objects with
continuous characteristics.

Formulation of the research problem. The formal statement of the problem of pre-
training neural networks can be formulated as follows.

Let S be an initial problem for which there is a large amount of labeled data (dataset
Ds):

Ds={(x?, y*)}, (M
where x5 — is the input data, y;5 — is the corresponding output data (labels) of the dataset
Ds, i=1,...,Ns, Ns—is the size of the dataset Ds.

Let us denote the basic model as a neural network trained on the data of the problem
S with parameters 0s as fos.

Let T be a target task for which there is a limited amount of labeled data (dataset
DT)i

Dr={(", )} @)
where x;” — is the input data, y;” — is the corresponding output data (labels) of the dataset
Dr, j=1,....Nt, Nris the size of the dataset Dr.

At the same time, using the parameters 05 of the base model fys to initialize the
weights of the target model for, it 1s possible to train the target model for on the data of
the dataset D7 to adapt it to the target task.

A model fys is called a pre-trained model if the minimum loss function is ensured
for the target model for trained on the basis of parameters 0s:

0r =arg minor Li(fur(x"), /), 3)
where L7 — is the loss function adopted for the target problem.

At the same time, to assess the quality of the pre-trained model fos (measuring the
success of the base model), we can introduce the concept of performance Pyr of the model
fos on the target dataset Dr as a metric that characterizes the model's ability to solve the
target problem:

Por =Eor /tor, 4)
where Eor — is the difference between the predicted for(x;7) and the true y;” values of the
objective function; tor — is the time spent on training the model with an accuracy of Eor .

In practice, the mean absolute error mae, mean squared error mse, or coefficient of
determination R-squared can be used as Epr. The number of epochs of model training
can be used as #p7. Calculating the model performance allows you to assess how well the
pre-trained model fits a specific target task and data.
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The main part. The basic idea of pre-training is that a neural network is first trained to
extract general features and patterns from data that can be applied to different tasks. This
pre-trained model is then retrained on a narrower sample of data related to a specific task.

However, when implementing this method, the problem arises of finding the
moment when pre-training stops, when the model is already able to extract general
patterns from the underlying dataset and, at the same time, has not adapted to the data of
a particular task, i.e., the neural network has not been retrained. Violation of this balance
causes the following problems.

1. Early termination of pre-training (undertraining): if the pre-trained and target
models differ significantly, the retraining process may take longer and be less effective.

2. Late termination of pre-training (retraining): if the pre-trained model has
adapted to the data of the base dataset, then the problem of Domain Shift arises. This can
lead to a loss of model performance on the target task due to the mismatch between the
characteristics of the base and target datasets.

The developed method of pre-training neural networks should take into account
both limitations by determining the pre-training threshold, which reduces the time of
model training while ensuring a given accuracy.

A time-delay neural network (TDNN) is used as a neural network model of
nonlinear dynamic objects with continuous characteristics. Due to their simplicity and
versatility, TDNNs have become the most widespread. The most commonly used TDNN
structure consists of three layers: input, hidden, and output [14].

In this structure, the input layer of a TDNN includes M neurons — the memory
length of the object model. The number of neurons M choses to best reflect the dynamic
properties of the object. The hidden layer includes K neurons with a nonlinear activation
function. The number of neurons K choses to best reflect the nonlinear properties of the
object. The output layer of TDNN contains 1 neuron with a linear activation function.

The input layer receives data

X(tn ):[x(tn ), x(tn-] ), ooy x(tn-M-[ )], tn :I’IA t, I’l:], 2, ves (5)
The signal y(¢,) at the output layer at time #, depends on the values of the input
signal x(#,) and is determined by the expression [14]:

() =b, +Sﬂiwi S {bf +iwi.jx(tn__j)J (6)

i=1
where bo, b; — are the biases of the neurons of the output and hidden layers, respectively;
So, Si— are the activation functions of the neurons of the output and hidden layers,
respectively; w;, w;; — are the weighting coefficients of the neurons of the output and
hidden layers, respectively.

Taking into account the well-known fact that in multilayer neural networks the first
layer identifies the most general features, and the subsequent layers identify more
specific features, the following method of pre-training neural networks with time delays
is proposed in this paper for identifying nonlinear dynamic objects with continuous
characteristics.

Stage 1. The neural network model fs is trained on the data of the basic dataset
{(xs(tn), ys(tx))}. In this case, the criterion for stopping the training process is the
simultaneous fulfillment of the following conditions: the standard deviation of the
parameters of the input layer of the network at epochs k+/ and k does not exceed a
predetermined value £ and the standard deviation of the parameters of the hidden layer
of the network at epochs £+ and k is not less than a predetermined value E»:
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e

1 i=l j=1 2 (7)
62 :EZ(M}[I{H —Wikﬂ) ZEZ
i=1

Stage 2. The neural network model y7(,) is trained on the data of the target dataset
x7(t,). The parameters of the base model ys(#,) are used as the initial state of the target
model y7(#,). In the process of training the target model, the pre-trained weights of the
neural network are not fixed in order to correct and adjust them to the data of the target
task during further training. This process is called fine-tuning.

The criterion for stopping the learning process is the absolute deviation of the
model output from the target values.

The proposed method of pre-training neural networks with time delays for the

identification of nonlinear dynamic objects is tested on the task ofidentifying a test object
with continuous characteristics.
Experimental setup. The accuracy of TDNNs and the time of their construction using
pre-training of neural network models is studied on the example of a basic dataset. The
dataset is formed from a set of input signals x(¢)=a@®(¢) in the form of step functions with
different amplitudes a and their corresponding output signals y(¢)=f(x(¢)).

In [15], it was established that TDNN models are not invariant to the shape of the
input signal and can adequately reflect the properties of a dynamic object when trained
on a sufficient amount of input and output signals of the same type as in the test data set.
Therefore, the common nonlinear and dynamic links shown in Table 1 are used as a black
box transducer f.

Table 1
Nonlinear and dynamic functions that form the basic dataset
Ne Title Expression
1 | Inertia-free amplifier (£)=Rx(?)
2 | Integrator yO=UT [J  x(®)d(t)
3 | Inertial link Tdy(t)/dt+ y(t) = x(¢)
4 | Oscillating link c dy? y()/de + c; dy(t)/dt + c3 y(£)= x()
5 | The lagging link W(t)=Kx(t-7), t>1

A three-layer neural network with time delays is used as a pre-trained neural
network model. In this structure, the input and hidden layers of the network have
M=K=50 neurons with activation in the form of a linear rectifier [15]. The output layer
of the TDNN includes 1 neuron with a linear activation function. This structure of the
neural network ensures the level of losses set by the experimental conditions (mse < 50)
with an acceptable training time (epochs < 100). The resulting TDNN was used to study
the accuracy of models of dynamic objects with smooth and significant nonlinearities.

The process of preliminary training of the described model on the data of the basic
dataset is demonstrated in Fig. 1: a plot of the loss function versus the number of training
epochs (Fig. /a) and a plot of the model training accuracy metric versus the number of
training epochs (Fig. 1b).
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Fig. 1. TDNN model training process on the base dataset: a — graph of the loss function
versus the number of training epochs; b — graph of the model training accuracy metric
versus the number of training epochs.

Taking into account the stopping conditions (7), the pre-learning process stops after
the end of epoch 7.

We study the accuracy of TDNNs and the time of their construction at the stage of
target training using the example of a target dataset. The dataset is formed from a set of
input signals x(¢£)=a@(f) in the form of step functions with different amplitudes a
(ae (0,1)) and the corresponding output signals [14] in the form of a linear function with

saturation:
s,x(t) >
»(0) ={ > p (8)
gx(1),x(t) < p
where s — is the saturation level, p is the saturation point, and g is the gain.

The process of training a TDNN model with randomly selected weights on the
target dataset is shown in Fig. 2a: a graph of the model training accuracy metric versus
the number of training epochs.

The process of training a TDNN model by retraining a pre-trained model on the
target dataset is demonstrated in Fig. 2b: a plot of the model training accuracy metric
versus the number of training epochs.

a b
Fig. 2. Graph of the model training accuracy metric versus the number of training epochs
on the target dataset: a — models with randomly selected weights; b — by retraining a pre-
trained model.

Fig. 2 shows a 3.7-fold reduction in the time required to train the TDNN model on
the target dataset compared to the full training procedure, while ensuring comparable
accuracy of both models.

To investigate the modeling accuracy, the resulting neural network is verified on a
test nonlinear dynamic object given in [15]. In Fig. 3 shows a comparison of the output
signals y,(f), »\(?) and y(¢), obtained as a result of the action of the step signal x(¢)=a®(¢)
(a=0.65) at the inputs of the TDNN model, the second-order integral-step series [14]
(chosen as a method of deterministic identification for comparison), and the simulation
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model of the test nonlinear dynamic object, respectively. The graph shows a 15%
advantage in accuracy of the proposed TDNN model over the integral -step model.
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Fig. 3. Comparison of the output signals yn(t), yv(t) and y(t), obtained as a result of the
action of the signal x(t)=a®(t) on the inputs of the TDNN model, the integro-power series
and the simulation model of a nonlinear dynamic object, respectively .

Discussion of results. The obtained simulation results show that the use of TDNN
models with pre-training to identify nonlinear dynamic objects with continuous
characteristics can significantly reduce the training time of neural network models
without losing accuracy. However, this method is demanding to meet the following
conditions:

Task Mismatch: if the tasks for which the model has been trained and the target
task differ significantly, the trained model may be less effective. A special case is the
Domain Shift problem, where a pre-trained model is trained on data that is significantly
different in distribution from your target data.

Insufficient Data for Fine-Tuning: if there is a limited amount of labeled data for
the target task, then retraining a trained model may face the problem of overtraining or
undertraining.

Model Size: some pre-trained models can be large and require large computing
resources to run and retrain.

Thus, the area of effective application of the method of pre-training neural
networks with time delays in the tasks of identifying nonlinear dynamic objects with
continuous characteristics is when the general and target datasets do not have significant
differences and the target dataset is of sufficient size to reflect the properties
Conclusions. In this paper, an attempt has been made to further develop the method of
pre-training neural networks with time delays in the tasks of identifying nonlinear
dynamic objects with continuous characteristics in order to reduce the training time of
neural network models without significant loss of accuracy.

The novelty of the proposed method lies in the use of a formal criterion for
determining the moment of termination of pre-training, which allows avoiding retraining
of the base model and providing a significant reduction in the model training time on the
target dataset.

The proposed method of pre-training neural networks with time delays for the
identification of nonlinear dynamic objects is tested, which demonstrated a 3.7-fold
reduction in model training time on the target dataset compared to the full training
procedure while ensuring comparable accuracy of both models.

The advantages of pre-training include the ability to improve model performance
when there is a lack of labeled data for the target task. This is especially useful in
situations where the collection of labeled data requires a lot of effort and the base task
has an excess of data. The area of effective use of the proposed method is highlighted.
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BUKOPHUCTAHHSA NEPEJHABYEHUX HEHPOHHUX MEPEX JIJISI
MOJEJIOBAHHA HEJTHIMHUX TUHAMIYHUX OB'EKTIB

A.A. Opnos

Hamionansauit yaiBepcuteT «Oaecbka MO TEXHIKa
1 leBuenka mnp., Oxeca, 65044, Ykpaina
email: andrey.orlov.od@gmail.com

Posrisinyro kmac 3amau  igeHTH(ikamii  HeNiHIHHMX JIUHaAMIYHHX OO'eKTIiB 13  Oe3nepepBHUMHU
XapaKTEepUCTUKAaMH 3a JIOTIOMOTOI0 HEHpPOHHMX MepeX 13 4acoBUMH 3arpuMkamu. OOrpyHTOBaHO
OaraTopa3zoBe BUKOPUCTaHHS ITOTIEPEIHbO HABYEHUX HEMPOHHUX Mepex sl ineHTudikamii 00'eKTiB pi3HOT
NPUPOJIH, IO MAlOTh CXOXKI 3aKOHM (YHKIIIOHYBaHHS. MeToro poOOTH € CKOpPOYEHHs 4acy HaBYaHHS
HelipoMepexeBuX Mojesiedl 0e3 3Ha4HOI BTpATd TOYHOCTI HUISXOM PO3BUTKY METONY IMONEPEAHbOTO
HaBYaHHS HEHPOHHHMX MEPEX 13 YaCOBUMHU 3aTPUMKAMU B 33/1a4ax iieHTU(IKaIT HeTIHIHHUX AMHAMIYHHX
00'ekTiB 13 Oe3mepepBHUMH XapakTepucTukamu. HaykoBa HOBHM3HA pPOOOTH MOJISTAE Yy MOJATBIIOTO
PO3BUTKY METOA IIONEPeIHHOr0 HABYAHHS HEWPOHHMX MEpeX 13 4acOBHUMH 3aTpPUMKaMH B 3amadax
ineHTH(iKanil HETIHIMHUX AWHAMIYHUX OO'€KTIB 3 O€3NepepBHUMHU XapaKTEPHUCTHKAMH, IO JO3BOJISE
CKOPOTHTH 4ac HaBYaHHS HEHpOMEpekKeBHX Mojeliell 0e3 3HaYyHOI BTpaTd TOYHOCTI. Meroj mossrae y
BUJIyYCHHI 3arajibHUX 3aKOHOMIpHOCTEH i3 0a30BOro JaraceTy Ha erami MONEepPeIHbOr0 HaBYaHHS Ta
BUKOPHUCTaHHI X Ui pO3B'I3aHHS KOHKPETHHWX 33ja4 Ha €Tamli JOHAaBYaHHS MoJeiell Ha IIbOBOMY
naraceri. s BU3HAYEHHS MOMEHTY TIPUIIMHEHHS TMONEPETHHOr0 HaBYaHHS HEWPOHHOI Mepexi
3aIpOIIOHOBAHO (POPMaNBHHUN KPUTEPiil, BAKOPHCTAHHS SKOTO JJa€ 3MOTY YHUKHYTHU ITepeHaBYaHHs 0a30BO1
MOJIeNTi Ta 3a0€3MeUNTH CYTTEBE CKOPOUCHHS Yacy HaBYaHHS MOJIeNi Ha HidboBOMY AartaceTi. [IpakTndne
3Ha4YeHHs POOOTH MOJIATAE B PO3POOII ANTOPUTMY METOAY MOTIEPEAHBOT0 HaBYaHH HEHPOHHUX MEPEX i3
YacOBUMH 3aTpUMKaMH B 3aJadax iJeHTH]iKanii HeTIHIHHUX IUHAMIYHUX OO0'eKTIB 3 Oe3rmepepBHUMH
XapaKTEepUCTUKAMH, IO J03BOJISIE CKOPOTHTH Yac HaBYaHHs HEHpOMEpEKeBHX MOJenel BTpaTh TOYHOCTI
mozeni. JlocmimKeHHs MBUAKOCTI 301KHOCTI aJITOPUTMY HaBYAaHHSI Ta TOYHOCTI MOJICITIOBAHHSI ITPOBEICHO
EKCIIEPUMEHT 3 TECTOBUMH HEJIIHIHHUMU AWHAMIiYHUMH 00’ ekTamMu. OTpuMaHi pe3yinbTaTé MOIETIOBaHHS
CBIT4aTh PO €PEeKTUBHICTH 3alPOIIOHOBAHOTO MeTony. L[iHHICTh MPOBENEHOTO JOCHiPKEHHS TIONIATAE Y
BU3HAa4YeHHI 001acTi eheKTHBHOTO BUKOPUCTAHHS 3allPOIIOHOBAHOTO METOJY, & CaMe KOJIM 3arajibHUi Ta
LIbOBUH JJaTaceTH HE MalOTh CYTTEBUX PO30IKHOCTEW Ta LiJbOBUH JaTaceT Mae NOCTATHIN po3Mip s
BiZI0Opa)XKeHHSI BJIACTUBOCTEH 00’ €KTY JOCIIPKEHHSI.

KnarwuoBi cioBa: HeniHiWHI IuHaMiuHI O00'€KTH, MOJENIOBaHHS, HEHPOHHI Mepexi 3 4YacOBHUMH
3aTpUMKaMH, TepeIHaBYaHHSI.
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THE ALGORITHM FOR ENCRYPTION OF GRAPHIC INFORMATION
BASED ON CHAOTIC MAP AND GALOIS FIELD TRANSFORM
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The current stage of development of information technologies is characterized by a
significant increase in the use of graphic data, i.e., digital video and digital images
combined with the widespread use of resource-constrained platforms, such as IoT and
TIoBT devices, mobile devices, as well as embedded devices. These circumstances
condition the importance of the development of algorithms for encrypting graphic
information, which would ensure high security for the least number of computational
operations. Today, dynamic chaos theory is most often used for the development of
such cryptographic algorithms. However, the optimal structure of the cryptographic
algorithm for image encryption has not yet been found. In this paper, we propose a
combination of the advantages of traditional SP networks and a gamma generator
based on a Hyper-Chaotic Modified Robust Logistic Map to build an effective image
encryption algorithm, capable of providing a high level of security. The proposed
cryptographic algorithm uses high-quality S-boxes based on the Galois field
transform, as well as P-boxes based on permutations generated using the Nyberg
construction, while segmentation and further processing of three-dimensional image
blocks are used, which allows for an increase in the diffusion effect. Numerous tests
of the stochastic quality of cryptograms obtained using the developed cryptographic
algorithm, as well as their comparison with the results obtained for the AES
cryptographic algorithm, made it possible to establish that the developed
cryptographic algorithm provides a sufficient level of information protection while
requiring only two rounds. Therefore, the developed cryptographic algorithm for
encrypting graphic information can be recommended for practical use, in particular,
on resource-constrained platforms.

Keywords: cryptographic algorithm, image encryption, dynamic chaos, Hyper-
Chaotic Modified Robust Logistic Map, Galois transform-based S-box, Nyberg
construction.

Introduction and statement of the problem. Today, the development of information
technologies adheres to increasing the amount of graphic information that is generated
and transmitted. At the same time, the current state of computer technology involves the
use of various devices for working with such information, including resource-constrained
devices, such as mobile devices, IoT and IoBT devices, and embedded devices.

In modern information protection systems, cryptographic means are one of the
most important tools that ensure confidentiality. At the same time, block symmetric
ciphers, such as the AES cryptographic algorithm [1], are used to encrypt large volumes
of information, including multimedia content. Nevertheless, today’s cryptographic
algorithms, which are adapted specifically for the encryption of multimedia information
and allow for a significant reduction in the level of computing costs required for the
encryption of multimedia, are actively developed and increasingly used in practice.

One of the most promising areas of development of such cryptographic algorithms
is chaotic maps. Chaos is the pseudo-random and unpredictable motion exhibited by a
deterministic dynamical system due to its sensitivity to input values and parameters. The
research of chaos theory began with the three-body problem, which was researched by A.
Poincare [3]. Today, many papers [4 — 7] are devoted to the research of the problems of
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applying chaos theory to the encryption of multimedia information, however, the final
optimal structure of cryptographic transformation based on chaotic maps has not been
created yet.

The purpose of this paper is to improve the effectiveness of cryptographic

protection of graphic information by developing a cryptographic algorithm based on
chaotic map and Galois field transform.
Components of the proposed cryptographic algorithm. The proposed cryptographic
algorithm uses a gamma block based on the theory of dynamic chaos, namely on the
Hyper-Chaotic Modified Robust Logistic Map (HC-MRLM) [8]. For the completeness of
the presentation of the material, we will briefly describe the algorithm of operation of this
generator of pseudo-random key sequences.

Step 1. Set values x, € (0,1) and y €[4,31].

Step 2. Calculate the values

O S (oL )

Step 3. Set the values of counters i=1 and j=1.
Step 4. If y <4, calculate

x, =yx,(1-x_), (2)
otherwise, calculate

rx._, (1 —xH)(mOd 1) if X, znix._ <n,
X, = y/4(mod1) v

yx,_,(1-x,_,)(mod1), otherwise.

Step 5. If x; 20.1 and x, <0.6 calculate the temporary value
t=x,-10""(mod1), (4)

otherwise, increase the counter value i =i+1 and go to Step 4.
Step 6. Based on the temporary value, calculate the gamma element

[Lif 205, “
Yi700,if <05

Increase the value of the counter j=j+1.

Step 7. If all necessary gamma eclements are generated, exit the algorithm,
otherwise, increase the value of the counter 7 =i+1 and go to Step 4.

In the paper [8] the high cryptographic quality of such a generator is proved, as
well as the high stochastic quality of the sequences generated by it. At the same time, the
number of protection levels of the specified generator is greater than 2', which is
sufficient for its use in information encryption tasks.

In addition to the generator of pseudorandom key sequences based on the chaotic
map, the proposed cryptographic algorithm uses the S-box based on the Galois field
transform [9] and the P-box, for which it is proposed to use a permutation which is based
on the Nyberg construction over non-binary Galois fields [10].
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Thus, as a nonlinear transformation of the cryptographic algorithm, it is proposed
to use promising constructions of non-binary Galois fields, which were first described in
[9] and are characterized by a high level of cryptographic quality. As part of the
experiments performed in this paper, the S-box was used, which is the third row of the
direct matrix of the Galois field transform, constructed using arithmetic, defined by the

irreducible polynomial f(x)=x*+x"+x’ +x* +1
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(6)

S-box (6) is characterized by a high level of nonlinearity, a small deviation from
compliance with the strict avalanche criterion, uniform minimization of the elements of
the correlation coefficients matrix, which makes it a promising choice for use in the
proposed cryptographic algorithm.

Note that the inverse substitution to substitution (6) has the following form

“
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As a P-box, it is proposed to use a permutation built on the basis of Nyberg
construction [10], in which each element is defined as the multiplicative inversion of the
given element by a double modulus

¥, =x, 'modd(3,y(x)), x. e GF(3°),i =0,1,...,242

where the irreducible over GF(3) polynomial y(x)=x"+2x+1 is chosen.

206

®)



[HOOPMATUKA TA MATEMATHUYHI METO1 B MOAEJIFOBAHHI = 2023 = Tom 13, Ne 3-4

The permutation itself has the following form

P={0,1,2,163,210,240,83,120,150,217,57,60,70,104,200,80,115,142,110,30,33,
40,194,221,50,154,178,235,98,37,19,58,216,20,218,62,183,29,117,114,21,143,
149,140,136,106,88,172,198,103,24,207,229,202,119,74,184,10,31,109,11,108,
35,176,101,167,144,161,134,153,12,179,96,234,55,214,191,196,219,193,15, 241,

212,6,112,188,180,175,46,99,169,186,111,182,170,113,72,118,28,89,105,64,155,

49,13,100,45,165,61,59,18,92,84,95,39,16,192,38,97,54,7,211,162,127,204,233,(9)

129,123,157,126,238,205,208,201,68,195,44,215,189,213,43,220,17,41, 66,203,

228,197,190,42,8,164,242,69,25,102,239,128,232,230,209,67,122,3,151,107,
171,65,224,90,94,166,47,174,173,87,63,199,26,71,86,222,93,36,56,236,91,223,
85,138,148,76,116,79,22,135,77,147,48,177,14,133,53,145,124,131,226,51,132,
160,4,121,82,139,75,137,32,9,34,78,141,23,181,187,168,231,206,237,146,52,
159,225,158,125,73,27,185,227,130,156,5,81,152},

while the inverse permutation for permutation (9) has the following form

P =10,1,2,163,210,240,83,120,150,217,57,60, 70,104, 200,80,115,142,110, 30,
33,40,194,221,50,154,178,235,98,37,19,58,216,20,218,62,183,29,117,114,
21,143,149,140,136,106,88,172,198,103,24,207,229,202,119,74,184,10,31,109,
11,108,35,176,101,167,144,161,134,153,12,179,96,234,55,214,191,196,219,193,
15,241,212,6,112,188,180,175,46,99,169,186,111,182,170,113,72,118,28,89,105, 10
64,155,49,13,100,45,165,61, 59,18,92,84,95,39,16,192,38,97,54,7,211,162,127, (10)
204,233,129,123,157,126,238,205,208,201, 68,195,44,215,189,213,43,220,17,41,
66,203,228,197,190,42,8,164,242,69,25,102,239,128,232,230,209,67,122,3,151,
107,171,65,224,90,94,166,47,174,173,87,63,199,26,71,86,222,93,36,56,236,91,
223,85,138,148,76,116,79,22,135,77,147,48,177,14,133,53,145,124,131,226,51,
132,160,4,121,82,139,75,137,32,9,34,78,141,23,181,187,168,231,206,237,146,
52,159,225,158,125,73,27,185,227,130,156,5,81,152}.

The algorithms for information encryption and decryption. On the basis of mentioned
cryptographic primitives, an effective algorithm for encrypting digital images consisting
of two rounds was proposed.

In addition to the application of chaotic map, effective S-boxes based on Galois
field transform and P-boxes based on permutations generated using the Nyberg
construction, in the proposed information encryption algorithm an approach that involves
working with three-dimensional image blocks is used, which allows a higher level of
diffusion.

Information encryption algorithm:

Input data: a three-dimensional matrix of the input image P of size mxnx3, the
elements of which are integer numbers in the range [0,255], initial data x, and y for the

chaotic map, a specific type of substitution §, a specific type of permutation P .

Output data: a three-dimensional encrypted image matrix C of size mxnx3, the
elements of which are integer numbers in the range [0,255].

Encryption algorithm:

Step 1. Segment the image into three-dimensional blocks of size 9x9x3. If the
size of the image is not a multiple of the size of the block, the side blocks are
supplemented with elements from the blocks lying on the opposite side of the image.

Step 2. The iteration counter of the rounds is setas a =0.

Step 3. Substitution within the block. Sequentially, in each block, the elements of
the blocks are replaced according to the rule defined by substitution §'.

Step 4. Permutation within the block. Each block of size 9x9x3 is represented as
a one-dimensional sequence {u,},i=0,1,...,242 by sequential concatenation of columns

taken sequentially from each matrix in the third dimension. Next, the permutation of
elements is applied to the resulting sequence {u,} according to the rule defined by

permutation P . After permuting the elements of the sequence {,}, the formation of an
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encrypted block is performed by successively filling it by columns, and then by filling
each of the matrices of the third dimension with the elements of the sequence {u,}.

Step 5. Gamming within the image. The image matrix is represented as a sequence
{g;},i=0,L...,m-n-3—1 by successive concatenation of columns that are taken

sequentially from each matrix in the third dimension. The gamming result is determined
in the following way

Dy, ifi=0,
n—={g’ " ()

gDg Dy, ifiz0.

where y, is the next bit of the gamma generated by the generator based on the Hyper-
Chaotic Modified Robust Logistic Map, the notation @ means the bitwise sum modulo
2,and i=0,1,....,m-n-3—1. After gamming, the resulting matrix of the image is formed
from the sequence {r;} by sequentially filling it by columns, and then by filling each of
the matrices of the third dimension, with elements of the sequence {r;}.

Step 6. Increase the counter of therounds o = +1.If a =2 the image encryption
is complete, otherwise go to Step 3.

Information decryption algorithm:

Input data: a three-dimensional matrix of an encrypted image C of size mxnx3
, whose elements are integer numbers in the range [0,255], initial data x, and y for the

chaotic map, a specific type of inverse substitution S~', a specific type of inverse
permutation P,

Output: a three-dimensional matrix of the output image P of size mxnx3, whose
elements are integer numbers in the range [0,255].

Decryption algorithm:

Step 1. Segment the image into three-dimensional blocks of size 9x9x3. If the
size of the image is not a multiple of the size of the blocks, the blocks are supplemented
with elements from the blocks lying on the opposite side of the image.

Step 2. The iteration counter of the rounds is set o =0.

Step 3. Gamming within the image. The image matrix is represented as a sequence
{g,},i=0,l..,m-n-3—1 by successive concatenation of columns that are taken
sequentially from each matrix in the third dimension. After gamming, the resulting matrix
of the image is formed from the sequence {r} by sequentially filling it by columns, and
then by filling each of the matrices of the third dimension, with elements of the sequence
{r}.

Step 4. Reverse permutation within the block. Each block of size 9x9x3 is
represented as a one-dimensional sequence {u,},7=0,1,...,242 by sequential

concatenation of columns taken sequentially from each matrix in the third dimension.
Next, permutation of elements is applied to the resulting sequence {u,} according to the
rule defined by permutation P~'. After permuting the elements of the sequence {u,}, the

decrypted block is formed by successively filling it by columns, and then by filling each
of the matrices of the third dimension with elements of the sequence {u,}.

Step 5. Reverse substitution within the block. Sequentially, in each block, the
elements of the block are replaced according to the rule defined by inverse substitution
S
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Step 6. Increase the counter of therounds o = +1.If o =2 the image decryption
is complete, otherwise go to Step 3.

We show in Fig. 1 a schematic representation of the proposed cryptographic
algorithm for encryption and decryption of digital images.

Encrypted
Image

Original
Image

Original
Segmentation Segmentation Image
9x9x3 Sx9x3 n
1:1:2 1:1:2
A4
Galois Filed Encrypted
Gamma box —
transform S-box Image HC-
¥ Va v MRIM
P-box Inverse P-box
¥ HC- ¥
MRIM Inverse Galois Filed
Gamma box ]
transform S-box

] ]

Fig. 1. Schematic presentation of the proposed cryptographic algorithm

Testing results of the proposed cryptographic algorithm. The proposed cryptographic
algorithm for image encryption due to its optimal structure, which is adapted for the
encryption of graphic information, as well as the high quality of the cryptographic
primitives included into its composition, allows us to achieve sufficient results in the
encryption of graphic information. In Fig. 2 we present an example of the original and

Fig. 2. An example of the original and encrypted image

For a deeper assessment of the quality of cryptograms obtained using the
developed cryptographic algorithm, a NIST stochastic tests suite [11] can be used, which
consists of 15 tests designed to determine the stochastic properties of binary sequences.
A high-quality encryption algorithm should produce output sequences that are
indistinguishable from truly random sequences.

To test the quality of the developed cryptographic algorithm, the following
experiment was performed: 250 images from the NRCS database [12] were encrypted
with the AES cryptographic algorithm (2 rounds), the AES cryptographic algorithm (14
rounds), and the proposed cryptographic algorithm. After encryption, the resulting
cryptograms were truncated to a size of 1 MB and tested with the NIST stochastic test
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suite. A set of tests was considered passed if all tests from the set were passed. The results
of the experiment are presented in the Table 1. In the Table 1, the information shown is
interpreted as the number of cryptograms that did not pass the NIST test suite / the total
number of cryptograms.

Table 1
Results of experimental testing of the developed graphic information encryption
algorithm
The proposed AES(2 rounds) AES(14 rounds)
cryptographic algorithm(2

rounds) Failed / Total number Failed / Total number
Failed / Total number

56/250 61/250 47/250

Analysis of the data presented in the Table 1 allows us to conclude about the
significant effectiveness of the proposed cryptographic algorithm for encrypting graphic
information, which is sufficient for most practical applications. Although more
cryptograms pass the NIST test suite when applying AES with 14 rounds, it should be
noted that 14 rounds involve a large amount of computation, while the proposed
cryptographic algorithm involves only 2 rounds of the SP network.

Conclusions. Let's note the main results of the research performed:

1. Common use of graphic information in modern cyberspace, combined with the
widespread use of resource-constrained devices, in particular IoT devices, [oBT devices,
mobile platforms, leads to the high importance of the issue of developing high-speed
cryptographic algorithms for encrypting graphic information.

2. In this paper we propose an algorithm for encrypting graphic information based
on a Hyper-Chaotic Modified Robust Logistic Map, as well as an SP network, which
includes an S-box based on a Galois field transform, as well as a P-box based on a
permutation, synthesized using the Nyberg construction.

3. Testing of cryptograms obtained using the developed cryptographic algorithm
using a NIST stochastic tests suite shows that it allows to ensure a sufficient level of
information protection while requiring only two rounds.
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AJITOPUTM HIUPPYBAHHSA I'PAGIUYHOI IHOOPMAIIIL HA OCHOBI
XAOTHYHOI'O HEPETBOPEHHS I GF-TIEPETBOPEHHS
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CyuacHuii eTar po3BUTKY iHPOPMAIIHHUX TEXHOJIOTIH XapaKTePU3YETHCS CYTTEBUM 301IbIIICHHSIM O00CSITIB
MyJIbTUMENIHHOT iHpOpMmanii, 30kpema, IH(POBUX 300paKeHb TIPH MOBCIOJHOMY BIIPOBA/DKEHHI
pecypcoodmexkennx miardopm, Takux, sk npuctpoi loT, IoBT, Mo6insHI prcTpoi Ta BOYI0BaHI CHCTEMH.
3a3HaueHe OOYMOBIIIOE aKTYaJbHICTh 3aBJaHHS pPO3POOKH aIrOpUTMIB IIU(pPYBaHHS TrpadidHOi
iHpopMartii, sxi Oynu 0 31aTHI 3a0e3neYnTH BUCOKY e(peKTUBHICTh mIudpyBaHHs iH(pOpMarlii 3a HaiiMeHITy
KUIBKICTh OOYHCITIOBAILHUX orepaltiid. Ha cboroHi aj1st po3poOKH TaKuX KpUITOrpadidHUX ajJroOpUTMIB
HalJacTile 3aCTOCOBYETHCS TEOpisl JMHAMIYHOTO Xaocy. THM HE MEHII OCTarOYHO ONTHMAaIbHOT
CTPYKTYpPHU KpHUNTOrpadiqyHOro anroputMy Juis mudpyBaHHs 300pakeHb Ha CHOTOJIHI IlIe He CTBOPEHO. Y
JIaHii po0OTi 3aIPOMOHOBAHO KOMOIHAITIFO ITepeBar TpamuIliiiaux SP Mepex Ta reHepaTopa raMu Ha OCHOBI
rinepxaoTu4Hoi MoAHM(}IKOBaHOI CTIHKOI JIOTICTUYHOI KapTH Jjisi MOOYJOBH €(PEKTUBHOTO alrOpUTMY
mudpyBaHHs 300paXKeHb, IO 37aTHUH 3a0€3MEYNTH BUCOKUH pIBEHb CTIHKOCTI. Y 3alporOHOBAHOMY
KpHUnTorpadiyHOMy alropuTMi 3aCTOCOBYIOTHCS BUCOKOSIKICHI S-01oku Ha ocHoBi GF-neperBopenHs, a
Takox P-0J0KM Ha OCHOBI NepeCcTaHOBOK, L0 3TEHEPOBaHi i3 3aCTOCYBaHHsAM KOHCTpyKuii Hibepr, npu
[[bOMY 3aCTOCOBYEThCSI CETMEHTAILis 1 oJajbla 00poOka TPUBUMIPHUX OJIOKIB 300paxkeHb, 110 T03BOJISIE
30iIbIUTH  ehekT audysii. [lpoBemeHi B paMkax poOOTH YHCIACHHI TECTH CTOXACTHYHOI SKOCTI
KPHUITOTpaM, OTPUMAaHMX i3 3aCTOCYBaHHSIM PO3POOJICHOr0 KPHUNTOTPadiqHOTO ITOPUTMY, @ TAKOXK iX
MOPIBHSIHHS 13 pe3yibTaTaMH, OTPUMAaHUMH Uil Kpuntorpadiunoro aiaroputmy AES  nosBomwnm
BCTaHOBUTH, 11O PO3pOOJIeHNH KpunrorpadiyHUil aJropuTM J03BOJISSE 3a0€3MEUUTH JIOCTATHIA piBEHBb
3axucTy iH(opMmamii, Ipyu IbOMY BUMAarae BChOTO J[Ba PayHAW OCHOBHOTO KPOKY KPHIITOIICPETBOPEHHSI.
Orxe, po3pobiieHnii Kpuntorpadiuauii anroput™ st mudpyBaHas rpadivaoi iHGopmanii Moxke OyTn
PEKOMEHIOBAaHMH JUTS PAKTHYHOTO 3aCTOCYBAHHS, 30KpeMa, Ha pecypcooOMexeHnX riaTdopmax.
KnawuoBi ciaoBa: xpunrorpadiuHuii aaroput™, ImHQpyBaHHS 300pakeHb, IUHAMIYHMH —Xaoc,
rimepxaoTnyHa MojudikoBaHa crTiiika noricthuHa Kapra, S-Onmox Ha ocHoBi GF-meperBopenHs,
koHcTpykuisg Hibepr.
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NON-CLASSICAL METHOD OF CALCULATING THE INTEGRAL
COMPONENT IN REGULATORS OF MULTIVARIABLE DISCRETE-
TIME CONTROL SYSTEMS
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A new method of designing controllers with an integral term as part of
multivariable optimal control systems in discrete time is proposed. Traditional
methods of designing multivariable controllers have been investigated, and a
prototype of the controller has been chosen as a basis for comparison. Specific
formulas for design of the proposed controller are given. Comparing the transition
processes of the control systems outputs with a unit-step disturbance at the plant
input using the proposed controller and optimal controller obtained by the typical
method, it can be concluded that the proposed controller compensates the
disturbance and gives a faster transition process. The main feature of the proposed
method is that, for multivariable systems with a large number of inputs and
outputs, it significantly simplifies the design of the controller. This is because it
does not require the extension of the plant state matrix by the number of inputs at
the transfer of the matrices to the optimal controller design programs.
Keywords. MIMO optimal controller, integral term, new design method,
computational simplification of design.

Analysis of the problem. It is known that the integral component in regulators
performs an important function in ensuring the accuracy of reference maintenance and
compensation of disturbances in control systems. Let us briefly consider the
implementation options of the integral component in multidimensional optimal
control systems in discrete time.

Let's define a multidimensional control plant in the state space in the form

X, ,=A-x+B-u+B-f
Y, =C-x

We’ll assume that the plant under consideration has the same number of
inputs and outputs.

Let's consider the main options for including integrators in the controllers of
multivariable discrete control systems [1-5] (Fig. 1).

The simplest is option 1. Here, a multivariable discrete integrator is simply
included in parallel with the state controller. Accordingly, it is optimal according to
the integral criterion

1 0
JZEle.T Q-x, +u] -R-u,
i=0

MIMO state controller can be designed with the MATLAB function
Cl=dlgr(Ad,Bd,Q,R). Accordingly, the optimal multivariable state controller is
calculated using the MATLAB program Ad1=[Ad zeros(n,m); C eye(m)]; Bd1=[Bd;
zeros(m)]; [Kd,P]=dlqr(Ad1,Bd1,Q,R); C1=Kd(m:n);C2=Kd(m, n+m);
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Fig 1. Diagrams of the main options of integral action realization in discrete MIMO
control systems

The main options for including integrators in the controllers of multivariable discrete
systems.
In option 2, the parameters of the I-component are determined by the

extended matrix
X, 4 0] x B B
— . + U, + . fl
Qi+1 C ] qi O 0

In option 3, the control is implemented in the velocity or differential form.
The control law has the form (7 is the reference)
u=u_,+C -x.+C,-(y ,—r).
This implementation is less accepted, but it has one advantage, namely there
is the ability to limit the rate of change of state variables and control actions.

Option 4 is quite effective, but structurally more complex.
Let's introduce optimality criterion in the form:

1 0
J:—Zel.T ‘Q-e+Au’ -R-Au,,
295
where Au, =u;, —u, e, =r—y,

Determining , Ax.,, = x,,, — X,, the system can be written in the

form
Ax.,, =A-Ax,+B-Au,
Ay, =C- Ax,
By entering the vector e, =e. —C - Ax,
problem of controller design

.1 » we will get the standard
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K =(K,,K,)=dlqr(Al,BL,OLR),

a1 mles)ol o)
Al = ., Bl= , Ol=
—C-A4 I —C-B 0 0

Thus, the controller can be written as Aui =—K - Ax, . Decomposing the matrix K
into blocks K=/KI K2], the controller can be rewritten in the form
u, =u,,—K, -Ax, — K, - e or, which is also the same,

i
u =—K, -x, - K, -Zej
Jj=0

The program code for the controller matrix calculation has the following form:
Al=[A zeros(n,m); -C*A eye(m)];
B1=[B;-C*B];
QIl=[zeros(m,n+m); zeros(n,m) QJ;
K=dlqr(A1,B1,Q1,R);
KI1=K(m:n); K2=K(m,n+1:m+n);
Thus, the control law for the system can be written as
Au;, =—K - Ax; . Decomposing the matrix K into blocks K=/KI K2], the

controller can be rewritten in the form or, which is also the same,
u,=u_,— K -Ax, - K, -¢
In option 4, the control problem is reduced to finding four unknown matrices

K,L M,N
L-B-R-B"-M-0Q=0;
(L-B-R-B" -N)+K+L-A=0;
~(N-B-R-B" M)+K+A"-M=0;
—~(N-B-R-B" -N)+M+N-A+L+A4"-N=0

To solve the system it is necessary to use optimization algorithms. For
example, the YALMIP library allows to conveniently solve optimization problems
and is focused on control system design. This library works in both MATLAB and
Octave. The software implementation of the optimization problem has the following
form.

A=[-0.313 56.7 0;-0.0139 -0.426 0;0 56.7 0];

B=[0.232;0.0203;0];C=[0 0 1]; D=0;

Q=1diag([1 1 5¢2]); R=1/10; % inv(R)

L=sdpvar(3,3,'full"); K=sdpvar(3,3,'full");

M=sdpvar(3,3,'full"); N=sdpvar(3,3,'full");

eps=0.01;

Constraints = [0<=yl<=eps;0<=y2<=eps,0<=y3<=eps;0<=y4<=eps;];

sol = optimize(Constraints);

N1=double(N);M1=double(M);

KP=inv(R)B'N1; KI=inv(R)B'*M1,

It should be noted that the solution of even a relatively simple problem is not
trivial. The problem is not solved for all possible R and Q. There is a fairly high chance
of obtaining an unstable system due to the presence of an imprecise solution. Since,
as a rule, in order to achieve a significantly different result, the weight matrices
coefficients should be significantlly changed, the greater the difference between the
coefficients, the less accurate the solution. Therefore, it is quite difficult to apply the
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given option as a universal one. Nevertheless, this option has one advantage: the
integral component is found based on the criterion of optimality.

To compare the action of the considered options, we will simulate them. To
do this, let's set the object model in the form with one input and one output (to simplify
the analysis of responces) in the form Ac=[-0.313 56.7 0; -0.0139 -0.426 0; 0 56.7 0];
Bc=[0.232;0.0203;0]; C=[0 0 1]; D=0; dt=1; [A B]=c2d(Ac,Bc,dt); Q=diag([1 1 1]);
R=1. Graphs of responces are shown in Fig. 2.

4

Il

o4

0z

Fig. 2. Comparison of the closed-loop control systems simulation results using
controllers of
options 1 —4

The figure shows that the use of a simple integrator (option 1) significantly reduces
the control quality. Other options in the given example give approximately the same
results. Therefore, for further research, we will choose the typical (simpler) option 2.
Main part. Instead of the typical state space expansion procedure used in the
description of option 2, we offer a modified procedure: synthesize a standard optimal
state controller K, and then find the matrix of the integral component KK according to
the formula

c 0

where W is a positive definite diagonal tuning matrix. The controller is given by the
formula

. A-1 BY'
KK=(K-A-W-B W+K-B—I)-£ j

Upy =t —K1-(x —x) = K2y,
Kl1=KK(m,:n),K2=KK(m,n+1:n+m)
To study the transition processes with the proposed controller, we will choose

a simple plant in discrete time, which in the state space is defined by matrices with
the sample time dt=1.
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0.5 0.2 1
A= B=| _|,C=(3 4)
0.1 0.4 2
In the form of a transfer function, the plant has the form

11-z-3.6
z2—0.9-z+0.18

The plant step response is shown in Fig. 3
y

W(z)=

25

20

15

10 1

Fig. 3. The plant step response

Let's design the proposed controller by choosing

Q=1000%*eye(2), R=1, W=0.14;

K=dlqr(A,B,Q,R);

KK=[K*A-W*B' W+K*B-1]*inv([A-eye(2) B; C 0]);
As a result, we get

KK=(-0.1816 -0.0628 -0.0427), K1=( -0.1816 -0.0628), K2=-0.0427.

The transient processes of output and control in a closed-loop control system
with the proposed controller are shown in Fig. 4.

0.5

0 o] 10 15 20 LS 0 S 10 15 20 L8
Fig. 4. Transient processes of output and control under a step disturbance in a
closed-loop control system with the proposed controller

For comparison, Fig. 5 shows transient processes with the initial optimal
static controller K.
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Fig. 5. The output transient processes in the closed-loop control system with the
optimal static controller

Conclusions. To draw conclusions, we will compare the obtained responses with the
responses in the system that uses a typical controller of option 2. For this, we will use
the program code

AlI=[ A zeros(2,1);C 1]; BI=[B;0];

QI=[1000 0 0; 0 1000 0; 0 0 1]; RI=1;

KI=dlqr(AILBL,QLRI);

KI1=KI(1:2); KI2=KI(3);

We get KI=—(0.1954 0.2513 0.0128), KI1=-(0.1954 0.2513); KI2=-0.0128.

From the comparison of the responses in the control system at the output when using
the proposed (1) and typical (2) controllers, it can be concluded that the proposed
controller qualitatively compensates for the disturbance and provides a faster
response. At the same time, for MIMO systems with a large number of inputs and
outputs, it significantly simplifies the controller design, as it does not require the
expansion of the matrix of plant states by the number of inputs before transferring the
matrices to the design program (for example, dlqr).

y T T T T T T T T T

0 I i I I I I I I I
0 5 10 15 20 25 30 35 40 45 ts
Fig. 6. Comparison of the closed-loop control systems simulation results using the
proposed (1) and typical (2) controllers
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HEKJIACUYHUUN METOJI PO3PAXYHKY IHTEI'PAJIBHOI CKJIAJ1OBOI
B PET'YVJISITOPAX BATATOBUMIPHUX CUCTEM YIIPABJIIHHS B
JTUCKPETHOMY YACI
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3anporoHOBaHO HOBUH METOJA PO3PaXyHKY PETYISATOPIB 3 IHTErpajJbHOK0 CKIIAZOBOIO B CKIIAIi
0araToBUMipHUX ONTHMANBHUX CHCTEM VIIPaBIiHHSA B MJHCKpEeTHOMY 4daci. [IpoaHamizoBaHO
TpaAWIiiHI METOAN PO3paxyHKy OaraTOBHIpHHX PETyIIATOPIB, Ta 0OpaHO BapiaHT peryisTopa sk 0asy
ISl TopiBHAHHA. [IpuBeneHi KOHKpeTHI (GOpPMYIH PO3paxyHKy 3alpONOHOBAHOTO peryisropa. 3
TIOPIBHSIHHSI ITPOLIECIB B CUCTEMI YIIPABIIIHHS 110 BUXO/Y IPH OIMHUYHOMY 30ypeHHI 10 BXoay 00’ ekTa
npu BI/IKOpI/ICTaHHi 3allpOITIOHOBAHOTO Ta CHHTE30BAHOT'O 3a THUIIOBMM METOAOM ONTHUMaJIbHUX
PEryJIsTOpiB MOXKHa 3pOOMTH BHCHOBOK, IO 3alPONOHOBAHUN PEryJsITOp SIKICHO KOMIIGHCYE
30ypeHHs 1 Aae OLIbII IBUAKKN npotiec. OCHOBHOIO 0COOJIMBICTIO 3aITPONIOHOBAHOTO METO/IA € TO, 1110
Juisi 0araTOBUMIPHUX CHUCTEM 3 BEJIMKOI KUIBKICTIO BXOJIB 1 BHXOJIIB BiH CYTTEBO CIIPOILIYE
OOYHMCIICHHST PETyNATOPa, OCKUIbKH HE MOTpeOye PO3IIMPEHHS MaTpHlli CTaHiB 00’€KTa Ha YHCIIO
BXO/IiB TIpH Tlepeiadi MaTpullb B IPOrpaMU CUHTE3Y ONTHMAIbHUX PETYIISTOPIB.

KawuoBi ciaoBa. MIMO ontuManbHuii perynsitTop, IiHTerpajbHa CKJIaJ0Ba, HOBHHA METOJ
PO3paxyHKy, OOYHCIIOBAJIbHE CIPOIIEHHS CHHTE3Y.
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The relevance of the topic is due to the need to make decisions to ensure the
reliability of elements and assemblies of complex technical systems with insufficient
information about their technical condition. The problem being solved is semi-
structured and interdisciplinary. The effectiveness of solving the problem lies in the
use of information technologies and artificial intelligence methods, in particular
expert systems. The advantages of using information technologies to automate the
decision-making process to assess the current technical condition of complex
systems are considered. An intelligent decision support system has been developed
that allows assessing the risk of failure of elements and components of complex
technical systems using elements of artificial intelligence. The proposed decision
support system contains: a database; a knowledge base with methods for calculating
reliability indicators (probabilities and risks of failures) and a set of decision rules
for selecting appropriate decision-making methods; results of determining the
probabilities and risks of failure of elements and assemblies of complex technical
systems with their ranking; intellectualization model for assessing the technical
condition of elements and assemblies. The proposed algorithm for the functioning of
a decision support system implements the task of automating the process of
assessing the technical condition of complex systems. The use of the proposed
decision support system for assessing the technical condition of complex systems
will improve the reliability of technical systems with insufficient information about
their technical condition.

Keywords: information technology, algorithm, complex technical systems, decision
support, intelligent systems, artificial intelligence, expert systems, knowledge base,
database, algorithm, complex technical systems, reliability, risk of failure, ship's
power plant

Introduction. One of the significant problems of ensuring the reliability of complex
technical systems (CTS) with insufficient information about their technical condition
(TC) is the search for ways to increase the reliability and accuracy of assessing the
reliability indicators of elements and components of technical systems. During the
operation of CTS systems go through the following stages of TC changes: defect;
damage; destruction; refusal.

Due to the increasing complexity of technical systems and the growing
requirements for their reliability, the importance of the problem of access to the volumes
of diagnostic information on reliability accumulated at various stages of CTS operation
is increasing [1.2,3,4].

Currently, significant information materials have been accumulated containing
methods for reliability research, as well as methods and models for assessing the
reliability of CTS of various types.

A feature of the field of knowledge devoted to the problem of reliability is that most of
the knowledge is the personal experience of experts in the field of reliability of CTS [4].
However, experts are often forced to make management decisions to ensure the
reliability of CTS in the face of insufficient information about the technical condition of
such systems. When assessing reliability, it is also necessary to take into account the
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fact that CTS are characterized by a large number of diagnosed parameters that differ in
information content and degree of accessibility. Such CTS are characterized by specific
and varied operating conditions.

It is also significant that research and assessment of reliability indicators of such
systems is characterized by decision-making under significant uncertainty, and often
still requires significant material and time costs [5].

The growing complexity of technical systems, the variety of their parameters
and insufficient information description of the state of the systems require improvement
of management decisions to ensure the reliability of elements and components of
systems based on the results of assessing their technical condition.

Thus, during the operation of CTS, the urgent task remains to improve methods
aimed not only at assessing the technical condition of systems and the decisions made
related to them, but at supporting the decisions made.

Objective and objectives of the study. To assess the reliability of CTS, various
methods have been developed and used, often based on the methods of probability
theory and mathematical statistics, which makes it possible to automate the process of
assessing the reliability of elements and components of complex systems. However, the
stages associated with supporting decisions made to ensure reliability based on the
results of its assessment for CTS, in particular ship systems, are often not automated. As
a result, the quality of decisions made to ensure the reliability indicators of such CTS
significantly depends on the qualifications of the personnel operating the system [ 6,7,8].

Evolution in information processing leads to the actualization of the task of not
only automating the process of assessing the reliability of elements and components of
complex systems, but also to the transfer of part of the intellectual sphere of human
activity to the sphere of automation of making and supporting management decisions in
the field of ensuring the reliability of CTS.

The creation of intelligent decision support systems (IDSS), in the context of
progress in the field of information systems and technologies, find significant
application in solving complex, difficult to formalize problems, in particular, diagnosing
the reliability of CTS. Distinctive features of problems that are difficult to formalize are
the incomplete amount of initial data of the problem being solved, inaccuracy,
heterogeneity, and significant computational complexity [9,10].

The purpose of the study is to ensure the reliability of CTS elements and
components during operation based on the use of an intelligent decision support system
for assessing their technical condition.

The objectives of the study are to develop a IDSS with insufficient information
for assessing the technical characteristics of complex systems.

Analysis of the operating principle of the IDSS. Intelligent assessment of TC is a
process that includes monitoring, diagnostics and, as a result, evaluation of the vehicle
while simultaneously working with knowledge and large amounts of information.

This problem can be solved by using an expert decision support system.
Decision support system is a computer system that allows the user to solve professional
problems based on the use of databases, knowledge and models, by providing
conclusions, recommendations, and assessments of possible alternative solutions to the
problem. That is, IDSS helps the user solve a complex problem automatically [11].

In general, IDSS are information expert systems. Expert systems used to assess
the reliability of CTS elements and assemblies are recommended to be built on the basis
of artificial intelligence. This will make it possible to make management decisions in an
automated mode, taking into account the specific tasks of monitoring and diagnosing
the CTS.

The implementation of the IDSS should be based on the use of research results
on the model of a specific operating CTS [5].
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Previously developed mathematical models used to determine and evaluate the
reliability indicators of CTS elements and assemblies, using the example of ship
systems, were developed and presented in [5].

They make it possible to determine the probabilities and risks of failure of CTS
elements and assemblies. Similar models can be used in the development of IDSS to
assess the technical condition of complex systems.

Such systems solve problems: choosing the best solution from many possible
ones - optimization; ordering possible solutions according to preferences - ranking. In
both problems, the first and most fundamental point is the selection of a set of criteria
on the basis of which alternative solutions are evaluated and compared.

Main part. A IDSS is proposed to evaluate the CTS TC. In such a system, in contrast to
classical artificial intelligence systems, the theory of decision making is applied instead
of attempts to “take into account uncertainty” using production rules of the form “IF.

For the practical implementation and operation of IDSS, it is necessary to link
the developed models to an expert system containing calculated, experimental, and also
data acquired by experts during the operation of the CTS. The block diagram of the
developed IDSS (DSS, knowledge base) for assessing the technical condition of the
CTS is shown in Fig. 1.
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Fig.1. Block diagram of knowledge base, DSS for assessing the technical condition of
CTS

When developing a IDSS, a ship's CTS, or more precisely a ship's power plant
(SPP), was chosen as the object for assessing the reliability of the technical condition.
Such a system is one of the main CTS out of almost hundreds of technical systems
installed on the ship. Assessing the reliability of the SPP needs to take into account the
fact that the CTS is characterized by a large number of diagnosed parameters that differ
in information content and degree of accessibility, as well as specific and varied
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operating conditions. In addition, the CTS is characterized by insufficient information
about its technical condition.

The functioning of the developed DSS is based on an assessment of the risk of
failure of elements and components of the CTS. Those. on criteria that reflect taking
into account the specifics of the interaction of various elements and components, the
correlation of changes in the values of their parameters under various emergency
operating conditions of a complex system.

The developed IDSS (Fig. 1) evaluates the reliability of the system using a
unified system of parameters of the elements and components of the control system.

IDSS cores are: database; a knowledge base with methods for calculating
reliability indicators (probabilities and risks of failures) and a set of decision rules for
selecting appropriate decision-making methods; intellectualization model for assessing
the technical condition of CTS elements and components.

The basis for constructing an IDSS is the formulation of the decision-making
problem in general form:

N =f(F,G,A FRSG,P,CPCNS),

where F— many failures of elements and components of the CTS;

G — many set goals (to ensure the reliability of the CTS);

A — many possible alternatives;

FR - multiple failure levels of elements and components of the CTS;

SG,P,C — set of characteristics, preferences, criteria for ensuring the reliability of
elements and components of the CTS;

PC - many principles for coordinating the assessment of alternatives based on
individual criteria; NS— necessary solution to the problem

Preference F'— assessment of the usefulness of the method of achieving the goal.
The assessment is specified without highlighting the characteristics by which it is made
or the characteristics SG. The characteristics include the degree of achievement of the
goal. To make the final choice of how to achieve the goal, it is necessary to formulate
criteria C, the number of which is determined by the number of features. If multiple
criteria are used in the IDSS, then it is necessary to apply the principles of PC
coordination to agree on the assessment of alternatives for each criterion.

To support decision-making on assessments of the risk of CTS failures based on
a priori and a posteriori data, as well as when searching for failed elements and system
components in order to increase the efficiency of their operation, a method based on
dynamic Bayesian trust networks (DBTN) is used [12,13]. The use of DBTN makes it
possible to determine with great accuracy the elements and components of the CTS that
are closest to the critical state and their failure.

The task is solved by using a constant system of polling all elements of the
system at its various levels for a specific period of time. This allows, with the help of
DBTN, to study extreme situations and accurately determine the critical values of the
risk of failure of elements and components of the CTS.

The construction and study of the DBTN probability of loss of performance,
assessment of the risk of failure of elements and components of the CTS was carried out
using the GiNle software product [14]. The decision support strategy used when
searching for failures of elements and components of ship CTS consists of a number of
stages (Fig. 2).

The implementation of the strategy in the IDSS scheme for assessing the
technical condition of the CTS (Fig. 1) is ensured by targeted actions in accordance with
the IDSS algorithm (Fig. 3) when searching for failures of elements and components
based on assessments of the risk of failure of the diagnosed CTS.
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At the initial stage, the numerical values of preliminary assessments of failures
of elements and components of the CTS are determined using a diagnostic model based
on DBTN. The input variables for the Bayesian diagnostic model are test results.

The model of the operating CTS in the intelligent system for assessing the risk
of failure of system components (Fig. 1) in the form of DBTN can be written [5]:

s _LI:S:R=.|': >
where M - is the set of elements. components;

S many interelement, intercomponent connections;

R - many diagnostic assessments of the risk of failure of elements, components,
interelement, intercomponent connections;

L - display of connections between the sets M, S and R, based on the diagnostic
model of the CTS.
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Expert reliability assessments
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Construction of a DSS

h §

Definition of DSS tasks
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Taking into account the recommendations of the DSS

Y

Use of artificial intelligence in DSS

Y

Decision support for assessing the technical condition of CTS

Y

Analysis of the results of assessing the technical condition of the
DSS

Fig. 2. Strategy for decision support when searching for failures in CTS
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Fig. 3. IDSS algorithm when searching for failures of ship CTS

As a result of the functioning of the intelligent IDSS for vehicle assessment (using
the example of a ship's CTS) in accordance with the algorithm shown in Fig. 3, using
the SPP model in an intelligent system (Fig. 1) and DBTN , the dependences of the risk
of failure are determined for different samples of failure probabilities of elements and
components of systems serving the SPP (Fig. 4, Fig. 5)
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Fig. 4. Dependence of the risk of system
failure on the probability of failure of
elements of the SPP oil system

Fig. 5. Dependence of the risk of
system failure on the probability of
failure of elements of the SPP
compressed air system

The problem-oriented knowledge base model is based on the following lists:
* elements. components affecting the trouble-free operation of the CTS;
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* states in which the CTS may be in the process of failure-free operation of
elements and system components;

* factors under the influence of which the current reliability of the CTS may
change, systems transition to a state of failure with disruption of reliable operation;

* problem states into which the CTS can go under the influence of failures of
elements and components.

The knowledge base can be presented in the form of a five-level hierarchical
tree (Fig. 6).

CTS
Level 1 — Problematic elements,
components- C,
Level 2 —» Reliable operation of CTS in the

absence of failures of elements,
components - C,

Level 3 —» Failures of elements,

components CTS - C3

Risks of CTS failures as a result
— of failures of one or more

elemets, components - C 4
The body of knowledge on assessing
. wwpp the risk of failure of elements,

Level 4
components of the CTS, making decisions

" Llevel 5 - /
on eliminating failures

Fig. 6. Multi-level hierarchical structure of the knowledge base tree

Taking into account the hierarchical structure of the knowledge base allows you
to quickly localize the cause of a defect or failure and reduce the time for diagnosing
CTS.

The acquisition and addition of knowledge is carried out automatically during
training and implementation of the expert system. Filling with knowledge is provided
by an expert, as well as by adapting the knowledge base to changes in the subject area
and the conditions of its functioning. This is implemented by replacing rules or
information in the knowledge base of the IDSS.

Conclusions. The proposed decision support system contains: a knowledge base with
methods for calculating reliability indicators (probabilities and risk of failures); results
of determining the probabilities and risk of failures of elements and components of
complex technical systems; intellectualization model for assessing the technical
condition of elements and components. The proposed algorithm for the functioning of a
decision support system implements the task of automating the process of assessing the
technical condition of complex systems. The use of an intelligent decision support
system for assessing the technical condition of complex systems makes it possible to
establish the degree of risk of failure of elements and components of the CTS, which
increases the efficiency of the systems. The use of the proposed decision support system
for assessing the technical condition of complex systems will improve the reliability of
operating systems with insufficient information about their technical condition.
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THTEJIEKTYAJIBHA CUCTEMA HNIITPUMKHN IPUMHATTSA PINEHD 151
OIIHKHU TEXHIYHOI'O CTAHY CKJIAJHUX CUCTEM

O.B. Buuyxanin

HamionansHuii yHiBepcuTeT «Oaecbka MO TEXHIKa
1 leBuenka mp., Oneca, 65044, Ykpaina
e-mail: v.v.vychuzhanin@op.edu.ua

AKTyanbHICTh TeMH OOYMOBJIEHa HEOOXITHICTIO MPUHHSTTS pillleHb MIOAO 3a0e3leueHHs HaJiiHOCTI
€JIEMEHTIB 1 BY3JIB CKJIaJHUX TEXHIYHUX CHCTEM IIPH HENOCTaTHiH iHpopMarii mpo iX TeXHIYHUI CTaH.
[Ipobnema, 10 po3B'I3YETHCS, € HAMIBCTPYKTYPHOIO Ta MIKIMCIMILTIHAPHOW. EQeKTHBHICTh BUpIIIEHHS
npoOJieMH TOJISITaE Yy BHKOPUCTaHHI 1H(OpMAIIHUX TEXHOJOrid Ta METOMAIB HITYYHOTO IHTEJIEKTY,
30KpeMa EeKCIIEPTHHX CHCTeM. PO3IIsIHyTO nepeBard BHUKOPHCTaHHS iH(GOPMAIIHHUX TEXHOJOTIH Ui
aBTOMAaTH3allil MpPOLECY NPUHHATTS pilleHb IOJO OLIHKM MOTOYHOTO TEXHIYHOTO CTaHy CKJIQJHHUX
cucteM. Po3po0iieHo iHTENeKTyalbHy CUCTEMY MIATPUMKH IIPUHHSTTS pillleHb, SKa JJO3BOJISIE OLIHIOBATH
PHU3HMK BiIMOBM €JIEMEHTIB i KOMIOHEHTIB CKJIQJHUX TEXHIYHHX CHCTEM 3 BHKOPHCTaHHSM €JIEMEHTIB
mTYy4HOTO iHTeNeKTy. [IponoHoBaHa cucrema MiATPUMKHN NMPUHHATTS pilleHb MICTUTH: 0a3y jaHuX; O6aza
3HaHb 3 METOJaMHU PO3pPaxyHKy NOKa3HHUKIB HaJilfHOCTI (HMOBIPHOCTI Ta PU3UKIB BiAMOB) i HaOIp IpaBHII
MIPUAHATTS pillleHb Ui BHOOPY BIANOBITHUX METOAIB TNPUHHATTS pIlIeHb; pe3ylbTaTH BHU3HAUCHHS
HMOBIPHOCTEH 1 PU3UKIB BiIMOB €JIEMEHTIB 1 BY3JiB CKJIQJHUX TEXHIYHUX CHCTEM 3 iX paH)KyBaHHSIM;
MOJIeITh IHTENeKTyai3alii Uit OLIHKY TEXHIYHOTO CTaHy €JIEMEHTIB 1 BY3JIiB. 3alIpOIIOHOBAHUI alTOPUTM
(YHKI[IOHYBaHHS CHCTEMH IATPUMKH NPUHHATTS pIlICHb peajli3ye 3aBJaHHS aBTOMaTH3allil Ipolecy
OLIHKM TEXHIYHOTO CTaHy CKJI3JIHUX CHUCTEM. BHKOpHCTaHHS 3allpOIIOHOBAHOI CHCTEMH MHiATPUMKH
TIPUAHSTTS PIillIeHb I OLIHKM TEXHIYHOTO CTaHy CKJIQJHUX CHCTEM JIO3BOJINTH IMiJBHUIIUTH HaJIHHICTH
TEXHIYHMX CUCTEM 3 HEJIOCTaTHHOIO iH(OpMaLli€ro PO iX TEXHIYHMHN CTaH.

KuarouoBi cioBa: iHpopMamiiHi TEXHOJOTIi, aJrOPUTM, CKIQJHI TEXHIYHI CHUCTEMH, MiATPUMKA
TIPUAHSTTS PIllIeHb, IHTENEKTyaJ bHI CUCTEMH, IITYYHUH 1HTENEKT, eKCIEePTHI cHCcTeMH, Oaza 3HaHb, 0a3a
JaHUX, AJITOPUTM, CKJIaIHI TEXHI4YHI CHUCTEeMHM, HaIilHICTh, PU3UK BiJMOBH, CyJIOBa CHEpreTHYHa
yCTaHOBKa
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RESEARCH OF PROGRESSIVE TOOLS OF PARALLEL COMPUTATIONS
WITH THE USE OF SIMD ARCHITECTURE
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The current stage of development of processes and technologies requires continuous
improvement of computer hardware performance, efficient use of its resources,
processing of large amounts of data and support of the growing requirements of
modern information systems. When processing large amounts of data, it is often
necessary to use additional effective solutions to speed up information processing in
addition to parallel computing. One such approach is to use the SIMD mechanism.
The concept of SIMD instructions is a progressive solution for speeding up
computations in tasks with large amounts of data, due to the ability to perform one
operation on several data simultaneously. The purpose of the study is to evaluate the
effectiveness of using SIMD instructions to improve the performance of software
code execution when processing large data sets compared to traditional software
tools. The paper solves the following tasks: develop an algorithm for implementing
the classical task of multiplying ultra-large (up to 36x10° bytes) square data matrices
using the built-in Microsoft Visual Studio ISO/IEC C++20 <immintrin.h> library
with SIMD technology to parallelise the program at the data level; study the
performance of the developed algorithm when processing a significant amount of
data compared to the traditional approach. By implementing a modified matrix
multiplication algorithm using SIMD technology, it was possible to speed up the
computation on a PC with an Intel Core 17-12700H processor by 4.8 times with a
data volume of ~9x10° bytes. The obtained results will be taken into account in the
development of application software, including for efficient computer models of
technological processes and systems.

Keywords: SIMD, vector register, data-level parallelism, intrinsic function,
computing acceleration, big data, computer modelling.

Introduction. A significant role in modern programming, especially in computer
modeling, is the problem of computational efficiency and speed, which becomes notably
prominent during large data processing. There is a need to apply, in addition to parallel
computations, additional effective solutions to accelerate information processing. One
such approach is the use of the SIMD mechanism (Single Instruction, Multiple Data).
The SIMD concept has long been present in the architecture of modern PCs and
is used in processor technologies. It provides data-level parallelism, allowing one
operation to be performed on multiple data simultaneously, significantly increasing
program performance. Despite being an old concept, modern processors typically apply
SIMD extensions to enhance parallel computation performance.
Literature review. The SIMD instruction is an element of classification according to M.
Flynn’s taxonomy for parallel processors, proposed in 1966 and later expanded in 1972
[1]. Modern PCs use this architecture in the form of integrating special instruction sets
or command extensions to accelerate specific types of computations.
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SIMD extensions are considered one of the significant features of modern
general-purpose processors (GPPs), aimed at improving software performance with
minimal hardware modifications [2].

Different processor manufacturers, such as Intel, AMD, etc., have their own
Instruction Set Architecture (ISA) and SIMD microarchitectures. However, Intel has
significantly expanded SIMD technologies from both hardware and software
perspectives. In the context of microprocessor development, there is an increase in
register bit-width from 64 to 512 bits and an increase in the number of vector registers
from 8 to 32, providing more parallelism paths and reducing excessive data movement to
cache memory [2].

SIMD vector extensions have become an integral part of high-performance
processors. Various architectures, such as x86, ARM, MIPS, and PowerPC, have
specific instruction sets and microarchitectures for SIMD vector extensions. Applying
SIMD vectorization can significantly improve algorithm performance with minimal
overhead on equipment. This is especially important for optimizing computational
performance [3].

The «single instruction — multiple data» type of parallel processing (Fig. 1)
represents a parallel computing technology where one instruction is executed over
multiple data simultaneously [1-4].

Fig. 1. SIMD architecture diagram

The Data pool is responsible for storing all processed data. The Instruction pool
is responsible for storing executed instructions. The Vector unit is a key component of
the SIMD architecture. It consists of several processing units (PU), each of which can
process data in parallel. When a program runs on the SIMD architecture, the same
instruction is sent from the instruction set to each processing device in the vector block.
Each processing device then executes this instruction on different data from the set
simultaneously. This allows SIMD to efficiently process large volumes of data,
especially when one operation needs to be performed on each data element [1-4].
Accordingly, this technology finds its place in industries dominated by uniform
operations, especially if they are applied to large volumes of data: graphics, signal
processing, computer vision, computer modeling, etc.

A processor register used to store multiple data elements simultaneously in the
form of a vector is called a vector register. Typically, vector elements represent a
separate data value or component. Vector registers are part of SIMD hardware support,
allowing the execution of a uniform operation over all vector elements simultaneously.
They have a fixed width [5]. For example, a 128-bit vector register can store four float
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data type values. Thus, the size of the vector register determines the number of data
elements that can be stored in each register. Depending on the specific processor
architecture, support for different data types, including integers, floating-point numbers,
etc., is possible, and the number of elements can reach 4, 8, 16, or more. Examples of
vector registers from Intel include SSE (Streaming SIMD Extensions) and AVX
(Advanced Vector Extensions) [2-4]. There are also NEON registers in some ARM
processors [6].

SIMD technology is effective only in tasks where one operation can be applied to
a large amount of data simultaneously. In other cases, its efficiency is either reduced or
completely absent or negative. Among the disadvantages of SIMD, there is also a
dependence on the architecture, as SIMD instructions may vary depending on the
processor architecture, so a potential algorithm will work differently on different
hardware systems [2, 7].

Recent studies have proposed significant improvements to multimedia
applications aimed at increasing the performance, versatility, and programmability of
computing cores. This involves the implementation of a massively parallel matrix SIMD
core (CAMX) based on Content Addressable Memory, designed to work as an
accelerator for processor cores. Notably, the study confirms the efficiency of CAMX
with a detailed analysis of its operation during AES encryption [8].

Research in the field of graph computations using matrices also highlights the use
of SIMD extensions on multi-core processors for efficient execution of graph
algorithms. In particular, the graph algorithm compiler is adapted for the use of SIMD
extensions on processors, leading to a significant acceleration of the naive multi-
threaded implementation [9, 10].

To address the problem of sorting arrays containing a large amount of data, a
parallel sorting implementation for MIPS processors is possible, based on concrete
sorting networks and SIMD instructions [11].

Research Objective. The aim of this study is to evaluate the efficiency of using SIMD
instructions to enhance the performance of programs during the processing of large data
arrays compared to traditional software tools.

To achieve the set goal, the following tasks were formulated: Development of an
algorithm for implementing the classic problem of multiplying ultra-large square data
matrices using SIMD technology; Investigation of the performance of the developed
algorithm with a significant amount of processed data compared to the traditional
approach; Analysis of the obtained results and the development of a concept for the
effective use of modern computing systems and tools to increase the productivity of
computer applications.

Main Part. This work examines the evaluation of the efficiency of using SIMD
instructions to accelerate computations in tasks of processing ultra-large data arrays. The
research involves the development of a modified algorithm for solving the classic
problem of processing large data arrays using SIMD instructions and analyzing the
efficiency of applying this method compared to the traditional data processing approach.

One of the modern programming languages that provides and supports SIMD
instructions is C++. Here, this technology is used thanks to compiler specifications and
extensions, as well as through the use of specialized libraries.

For example, to use various sets of SIMD instructions from Intel, such as SSE,
AVX, AVX2, AVX-512, etc., in C++, one can use special data types:  ml128, m256,
~m512, etc. They represent vectors with 4, 8, or 16 elements of the corresponding type
[7].

At the same time, the Intel Intrinsics library provides special functions for generating
and using SIMD instructions [7]:
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— The mm add ps function is an intrinsic function (a special low-level function
that provides access to processor instructions) for performing addition operations on
several floating-point values in a vector register with a specified precision;

—The mm mul pd function is also intrinsic, designed to perform multiplication
operations on several double-precision floating-point values in a vector register.

In addition to the mentioned functions, there are many others, including
subtraction, division, comparison, data loading and saving, bitwise arithmetic, element
permutations, etc. Most of them can also define floating-point precision: single or
double.

To use the listed instructions, the built-in library <immintrin.h> is used. It
includes all Intel SIMD intrinsics, providing access to them. Also, for various SIMD
extensions, different libraries are used. For example, for SSE, you should connect the
header file <xmmintrin.h>, MMX is provided after connecting <mmintrin.h>, etc. But
connecting one of the header files that provide access to the use of various extensions
automatically connects all previous ones.

Thus, the variety of functions allows for the effective use of SIMD technology
for various tasks and operations, leading to a significant increase in the productivity of
computational tasks that support parallel data processing [7].

To maximize the power of processors with minimal development costs, it is
advisable to use the NSIMD library, which abstracts SIMD programming and provides
the following main paradigms [12]:

— Imperative programming provided by the NSIMD core and supports numerous
CPU/SIMD extensions;

— Expression templates provided by a separate module that supports all
architectures from the NSIMD core.

To achieve maximum performance, NSIMD uses optimized built-in compiler
functions. Therefore, using any basic compiler can provide a SIMD abstraction library
without significant costs. NSIMD supports work in all modern C++ programming
language standards [12].

Another example of SIMD extension in C++ is the OpenMP standard for parallel
programming, which supports the simd directive, which can be used to vectorize loops
thanks to the #pragma omp simd construct. In this case, the compiler can ignore vector
dependencies, considering the intention to execute several iterations simultaneously
[13].

The mentioned ways of using SIMD technology allow for accelerating
calculations by performing one operation on several data simultaneously.

For research purposes, an algorithm was developed to implement the classic
problem of multiplying ultra-large square data matrices using the built-in Microsoft
Visual Studio ISO/IEC C++20 <immintrin.h> library with SIMD technology for data-
level program parallelization; an analysis of the performance of the developed algorithm
was carried out with a significant amount of processed data compared to the traditional
data processing approach.

For the experiments, the following PC infrastructure was used: Intel Core i7-
12700H (14 cores, 2.3 GHz / 4.7 GHz); Goodram DDR4 (16 GB) x 2 = 32 GB;
Microsoft Windows 10.

Program testing was conducted for matrices of size 100—-3000, filled with random
float type values (4 bytes) using a 128-bit register. Using wider registers may not be
supported by some processors and requires more program resources. The obtained
results are presented in Table 1.
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Table 1
Computational Experiment Results
Matrix Data Size, .E.xecutlon Time, s Acceleration
Dimension bytes Tra(.htlonal S1MD a=sl/s2
Algorithm (s1) | Algorithm (s2)
100 4x10% 3,27x10* 1,3x10* 2,53
500 106 7,2x107 1,7x1072 4,24
1000 4x10° 0,854 0,195 4,38
1500 9x10° 2,89 0,604 4,78
2000 16x10° 10,18 2,88 3,53
2250 20,25%10° 19,09 6,14 3,11
2500 25x10° 30,96 8,97 3,45
2750 30,25x10° 48 14,55 3,30
3000 36x10° 79,64 24,53 3,25

With the increase in matrix size, and therefore the volume of processed data,
there 1s a natural increase in their processing time, regardless of the applied calculation
algorithm. The use of SIMD technology has significantly accelerated the execution of
calculations in all test cases and, especially, with a matrix dimension of 1500x1500
elements (data size 9x10° bytes).

Figure 2 shows that with an increase in matrix size in the range of 100—3000 float
type elements, the computational data processing time increases significantly — from 33
ms to 80 s with the traditional (STD) algorithm and from 13 ms to 24.5 s with the SIMD
algorithm.

90 |
——STD 2
75 +—
—=—SIMD /
60 /
g 45
5
30
15
/
0 m - 1-—==I—/ : .

0 500 1000 1500 2000 2500 3000

Matrix sive

Fig. 2. Dependence of the implementation time of the compared algorithms on the
dimensionality of the data matrices.

The acceleration of calculations when using SIMD technology compared to
traditional data processing (Fig. 3) is between 2.53-4.78 and does not depend on the
volume of processed data. The highest acceleration (~4.8), as already mentioned, is
demonstrated by the modified algorithm with a matrix dimensionality of 1500 elements
(~9x10° bytes), which should be taken into account during the development of
application software.
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Fig. 3. Dependence of calculation acceleration due to the application of SIMD
technology on the dimensionality of the data matrices.

Thus, the research has proven the effectiveness of using SIMD technology for
solving tasks related to the processing of large volumes of data. The obtained data
correspond with the results of known studies [3, 5] on the issue of enhancing the
productivity of computer calculations using SIMD technology.

The use of the findings in conjunction with other alternative software tools to

enhance computational productivity [14, 15] will contribute to the development of
efficient computer models of technological processes and systems [16].
Conclusions. An algorithm has been developed to implement the classic problem of
multiplying ultra-large square data matrices using SIMD technology. The performance
of the developed algorithm was investigated with a significant amount of processed data
(up to 36x10° bytes) compared to the traditional approach. The effectiveness of using
advanced computing systems and SIMD-type tools to increase the productivity of
application computer programs during the processing of large data volumes has been
proven.

It has been established that the acceleration of calculations on a PC with an Intel
Core 17-12700H processor, due to the application of SIMD technology compared to
traditional data processing, is between 2.53—4.78 and does not depend on the volume of
processed data. The highest acceleration (~4.8) is achieved with a matrix dimensionality
of 1500 elements (~9x10° bytes), which should be taken into account during the
development of application software, including for efficient computer models of
technological processes and systems.
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JOCJIIKEHHS MTPOI'PECUBHUX 3ACOBIB ITAPAJIEJIBHUX
OBYUMCJIEHD I3 BACTOCYBAHHSAM SIMD APXITEKTYPHU
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Cy4acHuii eTanm po3BUTKY IPOILECIB Ta TEXHOJOTIH MOTpedye MOCTIHHOTO MiJBHUIIEHHS NPOAYKTHBHOCTI
KOMII'IOTEPHOT TEXHIKH, e()eKTHBHOTO BHKOPUCTAHHSA ii pecypciB, 0OpoOKM BEIMKHX OOCATIB JaHUX Ta
MATPUMKH 3pOCTAIOYMX BUMOT cydacHHX iH(opmanidHux cucrem. Ilix yac oOpoOKHM BEMMKUX 00CSATIB
JaHUX 4YacTO BHHUKA€ HEOOXiJHICTh 3aCTOCYBaHHS, OKpIM MapalelibHUX OOYHCIICHb, MOJATKOBUX
e(eKTUBHMX pIllIeHb JIsl IPUCKOPEHHs 00poOKku iH(popmaril. OAHUM 3 TaKUX MIAXOMIB € BUKOPHCTAHHS
Mexanizmy SIMD. Konnenmiss SIMD-iHCTpyKIi#i € HpOrpecCMBHUM DIlIEHHSM JUIsS TPHIIBUAIICHHS
O0YHCIIeHD Y 3a[a4aX 3 BEJIMKUM O0CSATOM JaHHX, 3aBASKH MOMKJIMBOCTI BUKOHYBAaTH OJHY ONEPALI0 Haj
JICKIIbKOMa JIAaHUMHU OJIHOYacHO. METOr0 JIOCHI/DKEHHSI € OIliHKAa eeKTUBHOCTI BukopuctanHs SIMD-
IHCTPYKIIIH JUTS TiIBUILEHHS MPOAYKTUBHOCTI BUKOHAHHS MPOIPAMHOTO KOJYy MiJ 4ac 00pOOKH BEITMKHX
MAaCHBIB JIaHUX Yy TOPIBHSHHI 3 TPaAUIIHHAMH TporpaMHHUMH 3acobamu. B po0OoTi BHpilleHI HACTYIHI
3a1a4i: po3po0JIeHo AITOPUTM peallizallii KIacHYHOI 3a1a4i IepeMHOKEHHS HaBeIUKuX (1o 36x10° Gaiir)
KBaJ[paTHUX MATPHIlb JaHHUX 13 BUKOPHCTaHHIM BOymoBaHOi 0i0mioTeku Microsoft Visual Studio ISO/TEC
C++20 <immintrin.h> 3 Texnomnorietro SIMD s posmapanentoBaHHS NpPOrpaMyd Ha pPIiBHI JIaHUX;
JOCTIDKEHO TPOMYKTUBHICTP BHKOHAHHSA PO3POOJIEHOTO ajlropuTMy TpPH 3HAYHIN  KUIBKOCTI
00poOIOBaHNX JaHWX Y MOPIBHSAHHI 3 TPaAWLiHHUM MiAXOIOM. PO3POOJIEHO alrOpuTM peajizarii
KIIACHMYHO{ 3a/1a4l MepeMHOKEHHSI HaJIBEIMKNX KBAaJPATHUX MaTPHIb JaHUX 13 BHKOPUCTAHHSAM; BUKOHAHO
aHai3 TPOMYKTHBHOCTI PO3POOJICHOTO alNTrOPUTMY IPH 3HAYHINA KIMBKOCTI OOpOOIIOBAHMX HaHUX Yy
TOPIBHAHHI 3 TPAAWIIHHUM TMiIX0AOM 10 00poOkm maHmx TecTyBaHHS MPOTpaMHOTO 3a0e3medeHHS
MIPOBOAMIIOCH LTS MaTpuIlh po3MipHicTio 100—3000, 3ar10BHEHNX BUITAKOBIMHY 3HaUeHHAME TUTy float (4
Oaiiti) 13 BuKopucTaHHAM 128-6itHOoro perictpy SIMD-apxiTekTypu. 3a paxyHOK BIIPOBaIKECHHS
MOJM(iKOBAaHOTO ANTOPUTMY MEPEMHOKEHHS MAaTpULb 3 BHKOPHCTaHHAM TexHoiorii SIMD Bnmanocs
MIPAMIBHNINTH BUKOHaHHA obOuncieHb Ha PC 3 mpomecopom Intel Core i7-12700H y 4,8 pasu mpm
obcsirax 06poOmoBaHuX JaHux ~9x10° Gaiit. OTpumani pesynbrard OyAyTh BPaxOBYBATHCA IIiJ 4ac
PO3pOOIICHHST TIPUKJIATHOTO MPOrPaMHOro 3a0e3MeUYeHHs], Y TOMY YUCIi T e(peKTUBHUX KOMIT IOTEPHUX
MoJieJIel TEXHOJIOTTYHHX MPOLIECIB Ta CUCTEM.

Karwuosi cioBa: SIMD, BekTOpHUil pericTp, mapajeni3M Ha piBHI JaHUX, IHTPUH3WYHA (YHKILis,
NPUILBUAIICHHS 004MCIIeHb, BEJIHKI AaH1, KOMIT FOTEpPHE MOJICIFOBAHHS

235


mailto:olalzh@ukr.net

B.B. binozepcekuii, O.10. Jle6enesa, H.I1. Bonkosa, B.O. Hazapos

DOI10.15276/imms.v13.n03-4.236 Informatics and Mathematical Methods in Simulation
YI[K 004.056:351.861 Vol.13 (2023), No. 3-4, pp. 236-242
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Po3pobneHo MeTomuKy po3B’si3aHHs 3ajad i3 3axucty iHpopmarii. KibepOesneka €
OJIHI€I0 3 HAMBAXJIMBIMINX NMPOOJIEM CydacHOTO CBITYy. 3pocTaroue BHKOPHUCTAHHS
IUQpPOBHUX TEXHOJOTIH y BCiX cdepax >XKUTTA poOUTH KideprpocTip Bce OiibII
MpUBaOIMBUM Ul KiOep3NMOYMHIIB. 3aXHCT 1HQOPMAIIMHUX CHCTEM — OJHE 3
HallBOXIMBIIIUX 3aBAaHb OYIb-AKOi CIyxOum Oe3mekn Oymb-sKOi opradizamii Ta
Oynb-skoro minnpueMctsa. 11106 mpoTucrosiTy 1iit 3arpo3i, HEOOXiTHO PO3POOIITH
edekTuBHI MeTou 3axucty iHdopmanii. B poOoTi po3risHyTI Taki iHCTpyMEHTH SIK
BIIKPUTHH  CTaHIApT JUI1 OIIHKM  CEpPHO3HOCTI  Bpa3JIMBOCTEH  Oe3IeKu
komn’totepHoi cuctemMu CVSS Ta 0a3a naHWX 3arajbHOBIIOMHX Bpa3MBOCTEH
inpopmariiitnoi 0e3nekun CVE. € 1ouigbHUM BUKOPUCTAHHS [UX 1HCTPYMEHTIB IS
CTBOPEHHSI CIHUCKY e(EeKTHMBHUX CyYacHHUX arak. KpiM I1pOTO 1€ HEeoOXiIHO
BU3HAYUTHCS 3 HAABHUMHU IHCTPYMEHTAMH 3aXHUCTy KOMII'IOTEPHHX CHCTEM
opranizarii. KibepOesmeka cripaeThCsi Ha pi3HI MaTeMaTHYHI amapatd, OOHAM i3
Takux € Teopis irop. Teopis irop € ogHUM i3 iHCTPYMEHTIB, SIKIi MOXYTb OyTH
BHUKOPHCTaHI UIA IiIBUIICHHS piBHA KibepOesnmeku. B poOOTI BUKOPHCTOBYIOTHCS
MaTpUYHI iTpH ABOX TpaBLiB. B SKOCTI TpaBLiB BHUCTYNAIOTh 3JIOBMHUCHHK, SKUI
aTaKye KOMII FOTEpPHY CHUCTEMY SKOICh OpraHi3amii Ta MpeJCTaBHUK OpraHi3arii, 1o
BimmoBimae 3a 3abe3meueHHst 3axucTy iHQOpmamii. Teopis irop mo3Boisie
MIPEICTAaBUTH 3aBIAHHS 3aXUCTy KOMIT'IOTEPHOI CHCTEMH B MaTeMaTHYHOMY BHTJISI,
IO  JO3BOJISIE  CKOPUCTATHCS  BCTAQHOBJICHMMH  KPHUTEPIsIMH  3HAXOJDKEHHS
ONITUMAIIEHAX CTpPAaTETiil 3aXWCTy, NDOTPUMYIOUHCH SKUX aaMiHICTpaTop 3OaTHUI
yCyHyTH, a00 MpHHAWMHI 3BECTH A0 MiHIMyMy 30MTKH iH(OpMaii, o 3aBIaeThes
3JI0BMHUCHUKOM. 3HaxO/PKEHHS ONTHUMAJIBHUX UWCTUX CTpaTerii MOB’A3aHO 3
MOIIYKOM CLIoBOi TOukM. He KOXXKHa MaTpH4Ha Ipa Ma€ ONTHMAJIbHY YHCTY
cTpaTerito. SIKIIo MaTpu4YHa Tpa Ma€ CiIUIOBY TOYKY, TO TPpa Ma€ PillIeHHs B YUCTHX
CTpaTeTisfiX 1 JOCHIIPKCHHS TPH 3aKiHUYEThCS 3HAXO/KEHHSAM IIi€i TOYKH Ta
BIJNOBIAHOI TIMApu YHCTHX CTpaTerii TpaBUiB. B NpoTHIEKHOMY BHIIAAKY
3aCTOCOBYIOTH 3MilllaHi cTparerii. J{Jisl momyky 3MilIaHUX CTpareriii MpOMOHY€EThCs
BUKOpHCTOBYBaTH MeTo] bpayna-PobiHcoH.

KuarouoBi cinoBa: 3axuct iH(OpMalLiifHUX CUCTEM, TEOpis irop, MaTpuyHa rpa,
Mmeton bpayHa-Po6iHCcoH.

Beryn. KoMmm'toTepHi cucreMu B Hall 4ac CTalOTh HAWIMOMIMPEHIIIUM PECypcoM, Ha
SIKOMY 30epiraeTbcs Halpi3HOMaHiTHImA iHpopmaris. [TigkIFoYeHHsS IUX CHCTEM 0
Mepexki I[HTepHeT npu3BOIUTH 10O TOro, 1Mo iHGoOpMaris, 1o 30epiraeTbcs, CTa€
00'eKTOM Hamaay HaWpPI3HOMAHITHINIMX 3JIOBMHCHHKIB, BiJ] OKpPEMHUX XaKepiB, IO
ropsiTh Oa)KaHHSIM «IIPOOUTHU» 3aXUCT PECYPCY, 1O OPraHi30BaHUX 3JIOYMHHUX CIIJIBHOT,
a TaKOXX PO3BIYyBAJIBHUX 1 BINCHKOBUX CITYKO PI3HUX JI€pPIKaB.

AKTyaJlbHICTh TEMHU JOCIHII)KEHHS OOYyMOBJICHA MOCTIHHUM 3POCTaHHSM 3arpo3
kibepOesmeri. Komm'toTepHi cucteMu 6araThOX MiMPUEMCTB YAaCTO CTAIOTh 00'€KTaMH,
KyAH CHOpSIMOBaHI TIOMHCIM 3JIOBMUCHUKIB. Yepe3 HECAHKI[IOHOBAHUN JOCTYI
3MI0OBMHCHHK MOK€ BHUKPACTH iHPOpMAIIifo, a 32 JOMOMOTOK KOMI'FOTEPHOI aTaku abo
3HUIIUTH 11, a00 TUMYacoBO OOMEKHUTH JAocTyn 10 Hei. Y Oyab-skoMy pasi
MIJIPUEMCTBA 3a3HAIOTHh K (PIHAHCOBUX BTPAT, TaK 1 MOpAJIbHHUX, SK, HANPUKIAJ,
MaJIiHHS PIBHSA JOBIpH 10 OAHKIB, SIKIIIO BOHU CTaJIM )KEPTBAMH aTaKU XaKepiB.
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3axuct iHOOPMAIIHHUX CHCTEM — OJIHE 3 HAWBAXJMBIIIMX 3aBAaHb OYIb-KOI
ciyx6u 0e3nexu Oyab-aKoi opraHizauii Ta OyAb-IKOro MmiJIpueMCTBA.

KiGep3iounHui po3pobisoTh Bce OUIbII  CKJIAJHI METOAM aTak, a
Ki0ep3aXMCHUKHM MOBHHHI IMOCTIMHO BJOCKOHAJIOBAaTH CBOi METOIM 3axucTy. Teopis
IrOp MOXKE€ CTaTH IIIHHUM IHCTPYMEHTOM JIJISl BUPIIIICHHS IIET TPOOIEMH.

Meta Ta 3aga4di po6oTH. MeToro poOOTH € PO3pOoOKa METOMUKH PIIICHHS 3aaad i3
3axuCTy iH(OopMaIlii MUITXOM BUKOPHUCTAHHS TEOPIi irop.

J171st TOCSITHEHHS! ITOCTABJICHOI METH HEOOX1THO BUPIIIUTH HACTYITHI 3a/1a4i:

- aHaJi3 ICHyIOUMX aTaK 3JJOBMHUCHHUKIB Ta 3aC001B 3aXUCTY;

- po3poOka METOMKH pillIeHH 3a]1a4 13 3aXUCTy 1HPOopMaIlii;

—  po3pobka mporpamMHoOro A0JaTKy L0 peaizy€e po3po0IeHy METOAUKY.
OcHoBHa yactuna. Bussinenns CVSS (Common Vulnerability Scoring System) — 11e
BIIKPUTHH CTaHAApPT [JI OLIHKU CEpHO3HOCTI BPA3IMBOCTEN O€3MEKH KOMIT IOTEPHOT
cucreMu. BiH OyB po3poOJieHuH CHUIBHO I'PYNOI0 E€KCHEpTIB y raiay3i Oe3lneku Ta
BripoBa keHu y 2005 poui [1]. CVSS BUKOpPUCTOBYETHCS Il OLIHKK Bpa3JIMBOCTEH 3a
JIBOMa OCHOBHUMHU KPHUTEPISIMHU:

- BILUINB — BUSBJICHHS IMOTEHIIIMHOTO BILTUBY, SIKH MOXE MaTH BPa3JIHBICTh

Ha CUCTEMY;
- eKCIUTyaTallisi — OLliIHKa TOr'0, HACKUIBKH JIETKO MOXKe OyTH eKCILIyaTOBaHa
Bpa3JIUBICTh.

CVSS oninroe BpazmuBocTi 3a mkanor Big 0 mo 10, ne 10 — Haiicepiio3Himia
BpazimuBicTh. Owinku CVSS BHUKOPHCTOBYIOTHCS MAJISi PO3MIIIEHHS MPIOPUTETIB Ha
BI/IMOBI/II HA BPA3JIMBOCTI Ta BUSHAYCHHSI TOT'0, K1 BPA3JIMBOCTI € HAMHEOC3MEUHIIIIMH.

CVSS BUKOpPUCTOBYETHCSI OararbMa OprasisalisiMM, B TOMY YHCIl Ypsau,
MIJIPUEMCTBA Ta HEKOMEpLiiHI opraHizauii. BiH TakoX BUKOPUCTOBYEThCS OararbMa
OPOIYKTAMHM Ta TIOCIyramMu Oe3neku i ouiHkd BpasnuBocteil. CVSS mocTiiiHo
OHOBJIFOETHCSI, MO0 BpaXOBYBAaTH HOBI 3arpo3u Ta MoxiuBocTi. OcranHs Bepcis, CVSS
3.1, 6yna onybaikoBana B 2020 porri.

CVE (Common Vulnerabilities and Exposures) — 1me ©06a3a maHux
3arajJbHOBIZIOMHUX BpasznuBOCTeH iHGopMamiitHoi Oesmeku [2]. KoxkHiil ypa3auBocCTi
MIPUCBOKOETHCS YHIKATBHUN 17eHTU(DIKATOp, SKUH CKIAZAE€ThCS 3 POKY BHUSBICHHS
Bpa3iaMBOCTI Ta mnociigoBHoro HoMmepy. CVE-nomepu mnpucsororoTbest LleHTpom 3
ouinku Ta po3podku Oesmeku (CERT) mpu HamioHaspHOMY IHCTHTYTI CTaHAApTIB i
texHosnorii (NIST). Hanpuknan, ypasnusicts, BusiBieHa B 2023 powmi, Oyzne Matu
ineaTudikatop CVE-2023-0001.

CVE-HOMEpH BHUKOPHUCTOBYIOTHCS IS 1IeHTH(IKAIT Bpa3IMBOCTeH O€3MeKu B
pI3HUX MPOAYKTax 1 CHCTeMax, B TOMY YHCII MporpamMHe 3a0e3nedeHHs], anapaTHe
3a0e3rmeueHHs Ta Mepexi. BOHHM BHKOPHCTOBYIOTHCS PO3POOHHMKAMHU IPOTPAMHOTO
3a0e3medeHHs, BUPOOHWKAMH OOJaJAHAHHS Ta OpraHi3amissMu 3 O€3MeKu i
CIIUIKYBaHHS IIPpO BPa3IMBOCTI Ta po3poOku MeToxaiB ycyHeHHd. CVE-Homepu €
BOKJIMBUM IHCTPYMEHTOM I 3a0e3medeHHs Oe3neku iHdopMaImiiHuX cucreM. BoHu
JIOTIOMArarTh OpraHi3yBaTH BPa3jMBOCTI, 3pOOHMTH 1X 3pO3yMUIMMH Ta CHPUATH iX
YCYHEHHS.

National Vulnerability Database (NVD) nagae ouinku CVSS s Beix
omyOsikoBanux 3anucis y CVE.

Hamnpuknaz, SKI1o B SKOCTI KOMIT FOTEPHOI CUCTEMU B3ATH OMNEPAIliiiHy CUCTEMY
Windows 11, 1o 3rizHo 3 CVE MoxHa Ha JaHWil 4Yac BU3HAYMUTH TaKi Kareropii
BpAa3JIMBOCTEN:

- BHKOHaHHS J0BUIbHOTO Koy (Execute code);

- eckanamis npusineiB (Privilege Escalation, Gain Privilege);

- BiaIMOBa B o0ciyroByBanHi (Denial of Service);

- BUTIK iH(opmaii (Information Leak).

237



B.B. binozepcekuii, O.10. Jle6enesa, H.I1. Bonkosa, B.O. Hazapos

Kokna kareropist Ma€ neBHY KiJIbKiCTh BPa3IMBOCTEH.

Hanpuknan, BpasmuBicte CVE-2023-21554 (Windows Message Queuing
Remote Code Execution Vulnerability, abo BignaneHe BUKOHAHHS KOy 4epe3 4epry
nosiomieHb Windows) BHHMKae yepe3 MOMMJIKY B OOpoOIll 3amMTiB Ha CTBOPEHHS
yepr. Bpasnmusicts knacudikyetses sk kputruna, CVSS oninioerses B 9,8 6anis. Bona
MOXKe OyTH CKOMIIPOMETOBaHa BiJJaJICHO, TOOTO 3JOBMHUCHHKY HE IMOTPIOHO MaTh
Gbi3UYHUIN TOCTYN 10 KOMIT I0Tepa.

Hampuxnan, spasmuBicte CVE-2023-36028 (Microsoft Protected Extensible
Authentication Protocol (PEAP) Remote Code Execution Vulnerability a6o
ypa3JMBICTh BiIJaJI€HOT0 BUKOHAHHS KOAY B 3aXHIICHOMY PO3IIMPIOBAHOMY MPOTOKOITI
aBreHTH(Dikamii Big Microsoft) — e KpuTHYHA Bpa3NUBICTh BIJJAJICHOI'0 BUKOHAHHS
Koay, sika icHye B PEAP. Bpa3nuBicTe BUHHKaA€e yepe3 MOMUIKY B 00poOLll 3alUTIB Ha
ayteHTH (DiKkarito. Bpa3nmuBicTs knacupikyeTbes sk KputnuHa, T00T0 CVSS orniHroeTses
B 9,8. Mosxe OyTH CKOMIIPOMETOBAHA BiaJICHO.

Hanpuknan, BpazmuBicte CVE-2023-21823 (Microsoft Graphics Component
Denial of Service Vulnerability ab6o BimmoBa B 00cimyroByBaHHi B TrpadiuHOMY
KOMIIOHEHTI Microsoft) BuHHMKae uepe3 MOMHUIKY B 00poOIll MOBIZOMJIEHH PO
NOMMJIKU. BpasnuBicth knacugikyerbes sik KputuuHa, CVSS oniHo€eThCS Takox B 9.8.
Bona moxe OyTH TakoX CKOMIIPOMETOBaHa BIJAAJEHO, 3JIOBMHUCHUKY HE MOTPIOHO
MaTH (Pi3UYHMIA JOCTYI 10 KOMIT IOTEpA.

B sxocti aTak, MU TPOMOHYEMO PO3TJIIHYTH BCl BPa3IUBOCTI 3 BKa3aHHUX
KaTeropiii, ski MaroTh BUCOKY ouiHKy CVSS. AHami3 mokazaB 110 BOHH € HAHOLIbII
MOLIMPEHUMHU Ta € MAaKCUMaJIbHO 3aCTOCOBYBaHUMH. Jleski 3 HUX € MoaudikauisMu
Bpa3NMBOCTEH TomepenHix pokiB. Takok € BenMka WMOBIPHICTH TOrO IMIO ACSKI HOBI
Bpa3iIMBOCTI OyayTh MOAU(IKOBaHI y MailOyTHbOMY, TaK SIK HOBI BPa3JUBOCTI € JIyXKe
rapHO 043010 IS I[OTO.

Tpamuniiiauii 3axuCHU MeXaHi3M BKIIIOYae OpaHIMayepH, CHCTEMY BUSBIICHHS
BroprHeHHs (IDS) Tta anTUBipycHi mporpamu. Jleski 3 [HUX CTpaTeriii 3axucry
PO3pO0IIeHI JTUIIIe AT TIEBHUX 3arpo3.

B pesynbTati, mpua0aHHS Ta BCTAHOBJICHHSA PI3HOMAHITHUX 3acO0iB 3aXHUCTY
THpOPMAIITHOTO0 KOMI'FOTEPHOTO PECypCy, MOXKE IMPU3BECTH J0 MaTepiaJbHUX BUTPAT,
norpedye HasBHOCTI IHCTPYKIIH 010 epeKTHBHOro iX BUKOpucTaHHA. HeoOXimHO
pPO3pOOUTH JJIs1 CUCTEMHOI'O aJMIHICTpaTOpa, CiIy>)kOu Oe3leKu KOMIT'FOTEpHOI Mepexi
OIITUMAaJIbHY CTpaTerito 3a0e3neueHHs 3aXUCTy 1H(dopMallii, 1110 30epiraeTbes.

st BuOopy 3aco0y epeKTHMBHOTO 3aXHCTy BiJi PI3HOMaHITHHX KOMIT'IOTEPHHUX
aTak MO)XHa BUKOPHUCTOBYBAaTH METOAM Teopii irop. MeTor Teopii irop € BUPOOICHHS
NPUPOJHUX YSIBJIEHB MPO ONTUMAJNILHICTh CUTYAIlill 1 cTpaTerii rpaBIliB, mependadeHHs
iX ICHYBaHHs y I'pl Ta 3a3Ha4€HHS crioco0y 1X 3HaXOKEHHS Ta nepepaxyBaHHs [3].

OpHMM 3 BaXXJIMBHUX KJIACIB AaHTArOHICTUYHUX IFOpP € MAaTPUUHI IrpH, K1 MOXKYTb
OyTH BUKOPHCTaHI JUJI1 MOZAEIIOBAHHS Ta aHaI3y KOH(IIIKTHUX cuTyauid [3]. MaTpuus
I'pU — 11€ IHCTPYMEHT, SKHH MpeACcTaBJisie BUOIp IpaBIliB Ta 1XHI MOXJIMBI BapiaHTH i
(ctparerii). KoxkeH rpaBellb Ma€e CBOI BJIACHI CTpaTerii, i pe3ysibTaT Ipv 3aJIeKUTh BiJl
KOMOiHaIiii BHOOPY KOXXHOr'O 3 y4acHHUKIB. Taka KOHIICIIISl JO3BOJISIE aHai3yBaTH
PI3HOMaHITHI CleHapii Ta IPOrHO3yBaTH ONTHUMAaJbHI CTPATErii Ji KOKHOIO IpaBIIs.

OCHOBHUMU efeMeHTaMH MaTpUYHHUX IrOp € MpaBujia I'pH, IpaBli, CTpaTerii,
BUrpamni Ta BTpaTH. ['paBli mNpuiiMaloTh pillleHHS, OOWpaiouud CBOI cTparerii, i
OTPUMYIOTh BHUTrpaml abo BTpaTy B 3aJIeKHOCTI BiJ BHOOpPY IHIIMX yYacHHUKIB. 3aj1ada
Teopii irop — po3poOWTH MOjENi Ta aHali3yBaTH CHUTYyallii, A€ palliOHalbHI TpaBIli
BHOWPAIOTH CTpATEril Al MaKCUMi3allii CBOro BUTpaIly.

3amikaBieHi CTOPOHM B Tpi HA3MBAIOTHCSA TpaBISIMH. [ paBleM NPHIAHSITO
BBa)XaTW OJTHOTO y4acHHKa abo IrpyIy y4acHUKIB I'pH, SKI MAIOTh OJIHI CHIJIbHI I HUX
1HTEpeCH, 10 He 30iratoThCs 3 IHTEpecaMu THITUX TPYII.
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B po6oTi BUKOpHCTOBYBAJIMCh MAaTPHYHI irpy JABOX rpaBiiB. B skocTi rpaBIiiB
MU BUKOPUCTOBYBQJIM 3JIOBMHCHHUKA, SKHH aTakye KOMII'IOTEPHY CHUCTEMY SIKOiCh
oprasizamii Ta mpeacTaBHUKA OpraHizaiii, 110 BiAMOBiTa€ 3a 3a0€3MEUCHHS 3aXUCTY
iHpopMaii (aaMiHicTpaTOp OE3MEeKH).

[IpaBuna 4u yMOBM TpU BH3HAYAIOTh MOKJIHMBI IOBEIIHKH, BHUOIp Ta XOIH
rpaBliB Ha OyIb-IKOMY €Tami pO3BUTKY TI'puU. 3poOUTH BUOIp TpaBleBi, Ile O3HAYaE
3YNUHUTHCS Ha OJHIN 13 oro MmoximBocteil moBeainku. [ToTim rpaBens 3xaiiicHIOE 1€l
BUOIp 32 JOTTIOMOT00 XO/IIB.

KoxxeH rpaBserp Ha MEBHOMY €Tami I'pd poOUTH Xija 3TiIHO 3po0JeHoro BUOOpY.
[HmMit rpaBenp, 3HaIOUM YU HE 3HAIOYH PO BUOIp MEPILOro rpaslis, TAKOXK POOUTH XiJ.
KoxeH 13 rpaBIiB HaMaraerbcsi BpaxyBaTu 1H(OpMaIi0 PO MUHYJIUNA PO3BUTOK IpH,
SKIIO TaKa MOXKJIMBICTH JO3BOJIAETHCS IPABHIAMHU T'PU.

bynp-sika moxnuBa mis rpaBus Jis (B paMKax 3aJlaHUX TMPaBUI  TpHU)
HA3WBAEThCS MOro cTpateriero. Y paszi KOH(QIIIKTY KOXEH TpaBellb BUOUPAE CBOIO
CTpaTerito, y pe3yJbTaTi CKJIaJaeTbcs HaOip cTpaTteriii, 3BaHuid curyanieto. CtpaTeris B
Teopii irop 03Hauvae MEBHUHM 3aKiHUEGHUH TUIAH JIiH TPaBIs, [0 MOKA3Ye, K Tpeda TisTh
oMy y BCIX MOXKJIMBUX BUIIaJIKaX PO3BUTKY I'pU. B siKoCTI cTpaTeriii 3710BMUCHHKA, a00
rpaBusi A, BUKOPUCTOBYEMO aTakd Ha KOMII'IOTEpHY CUCTEMY Oprasisauii, B SKOCTI
CTpaTerii CTOpOHM 3aXUCTy, abo rpaBls B, icHyroul 3aco0u 3aXuCTy B opraHizarii.

3aIlikaBJIeHICTh TPABIIB y CHUTYyaIlii BilOOpaKa€Tbcs B TOMY, IO KOXHOMY
IpaBLIO B KOXKHIN CHUTyaIlll IPUIHCYETHCS YHCIIO, IO BUPaXXa€ CTYMiHb 3aJ0BOJICHHS
Horo iHTepeciB y Iid cuTyallii Ta Ha3WBAETbCSI MOro BHrpamieM y Hii. Sk crtparerii
3JIOBMHUCHHMKA OyleMO pO3YMITH PsIKM MaTpULll T'pH, a K CTpaTerii aaMmiHicTpaTopa
6e3neku — 1i croBnui. Ha meperuHi psiika 1 CTOBNLS B MaTpPULl CTaBUTHCS BUIpAIll
3JI0BMUCHHUKA (TpaBUs A).

BBakaTuMemo, 110 3JOBMUCHHMK 3aXOIJICHWH OakaHHSAM 3aBJaTH sSKOMOra
OUTBIIOT MIKOJM KOMITHOTEpHIH CHCTeMi, M0 aTtakyeThcs. [Ipum TakoMy mOpuIymieHHi
BHUTpaIll 3JJOBMHCHUKA OPIBHIOBATUME IMPOrpally ajJMiHicTpaTopa Oe3meku i B Mii
CHUTYaIlil BUKOPUCTOBY€ETbCS MaTPUIIS TPU JJI T'PU ABOX 0CI0 3 HYJIFOBOIO CYMOIO.

Burpaii 3710BMHCHUKa MOYKHA OI[IHUTH 3aI0J[iTHOI0 MaTepiaJIbHOK MIKOJOK Ta
WMOBIpHICTIO peasi3alii aTak 3JI0BMHCHHMKa 3a o00paHoi ctparterii. IMOBipHICTB
peainizanii atak Mo)ke OyTH BH3HA4€Ha 3a pe3yJibTaTaMH CTATUCTHUYHUX JIOCIIIKEHb.
S0 IMOBIPHOCTI aTak HEBIJOMI1, MOJKHA IIPUITYCTUTH, 1110 BOHU PIBHOWMOBIpPHI.

VY teopii irop ciyioBa TOYKa I'pU — L€ CUTyalis, B AKIM I'paBelb HE MOXe
TOJIITIIIIUTH CBi Pe3yJIbTaT, 3MIHUBIIKA CBOKO CTPATETIiIO, SKINO IHIIUK IpaBellb TaKOXK
JOTPUMYETHCSI CBOET cTpaTerii. [HIIMMU cioBamu, CiJIoBa TOYKa I'pU — L€ CUTYallis, B
SKiIi KOXKEH rpaBellb J0cArae HaKpamoro MOXJIMBOIO pe3yjbTaTy, Oepydyu 10 yBaru
CTPATETiI0 1HIIIOTO T'PABIISL.

Ciu10B1 TOUYKH MalOTh Ba)KJIMBE 3HAYEHHS B TE€OPIi Irop, OCKIJIBKA BOHU MOXYTh
JIOTIOMOI'TH I'PaBIIsIM 3HAMTH ONTHMAaJIbHI CTpaTerii.

OnTuManpHOK HA3WMBAETHCS CTPATEris, sKa MpU 0araropa3oBO MOBTOPIOBAHIN
I'pi rapaHTy€e T'PaBIEBI MAKCUMAJILHO MOXKJIMBUH cepeliHii BUTpail (a00 eKBiBaJICHTHO
MIHIMQJIBHO MOXJIMBUH cepeaHid mporpamr). Bubip ontumaibHOi crparterii 6a3yeTbes
Ha MPUHINIMI, SIKUH rependayvae, 110 o0uaABa IpaBlil pO3yMHI B OJHAKOBOMY CTYIEHI Ta
MOBEIHKAa KOXXHOTO 3 HUX CIIPSMOBAaHa Ha MPOTHII0 MPOTUBHUKY B JIOCATHEHHI HOTO
METH.

Teopist irop 103BOJISIE€ MIPEACTABUTH 3aBJIaHHS 3aXUCTYy KOMI'IOTEPHOI CUCTEMH B
MaTeMaTHYHOMY BHIJISII, IO JO3BOJSE CKOPUCTATUCS PO3POOIEHUMH KPUTEPIIMU
3HAXO/PKCHHS OMTHUMAIILHUX CTPATEridl 3aXHCTy, NOTPUMYIOUHCH SIKUX aIMIHICTPATOp
3MaTHUI yCyHYTH, a00 MNpHHAMMHI 3BECTH 10 MIHIMyMy 30MTKM iH(popmarii, oo
3aBJIAETHCS 3JIOBMHCHUKAM.
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JlocmipKeHHsT MAaTPUYHOT TPH MMOYMHAETHCS 3 3HAXOJDKEHHS ii CIJJIOBOT TOYKH Y
quCTHX cTparterisix. [IoTeHIiitHO 3HaXOMKEHHS CiIJIOBOI TOYKH MOXKE OYyTH KOPHCHO
11 Ki0epOe3neku 3 KiJIbKOX PUYHUH.

—  MOXYTb BKa3yBaTu Ha IOTEHIIIIHI Bpa3nuBocTi B cucreMi Oe3nexku. Hanpukian,
SKIIO CiJJIOBA TOYKA 3HAXOAWUTHCA B TOYIll, /1€ ATAKYKOUH MOXE OTPHUMATH
JOCTYI 10 KOH(IICHIIIMHUX JaHUX, II€ MOXKE BKa3yBaTH Ha Te, [0 CHUCTEMa
Oe3MeKu HEeBIAMOBITHO 3aXHIIICHA.

— MOXYTh OYyTH BHKOPUCTAaHI Ui pPO3pOOKH HOBHX CTpaTerii Oe3meKwu.
Hampuknaz, sSIKIIO CijioBa TOYKAa 3HAXOMUTHCSA B TOYI, 1€ aTaKylOUUd MOXKe
OTpUMATU AOCTYI JO CUCTEMH, aje HE MOXKE ii MOBHICTIO KOHTPOJIIOBATH, 1€
MOK€ BKa3yBaTH Ha Te, IO aTaka MOoXe OyTu BimOuTa, KOO OyAyTh
BUKOpPHCTaH1 MPaBUIIbHI 3aXOH.

— MOXYTb OyTM BHMKOPUCTaH1 JUIsl OLIHKM €(QEKTUBHOCTI ICHYIOUMX CTpaTerii
6e3nexu. Hampukian, KMo ciijioBa TOUYKa 3HAXOAUTHCS B TOYUII, 1€ aTaAKYIOUUN
MOJKE€ JIETKO OTpHUMAaTH JOCTYINl 10 CHCTEMH, L€ MOXKE BKa3yBaTH Ha Te, 110
ICHYIOU1 3aX0/11 O€3MeKU HEOCTAaTHbO €(EKTUBHI.

He xoxHa MaTpuyHa rpa Mae ONTHMAaJIbHY YUCTY CTpaTerito. SIKiio MaTpuyHa rpa Mae
piICHHS B YHUCTUX CTpaTerisax, TOOTO /g JaHOI T'pH ICHYE CIiJyIOBa TOYKa, TO
JOCIIDKEHHS TPU 3aKIHYYEThCS 3HAXOKCHHSIM JTAHO1 CIIJTIOBOT TOYKM Ta BiJTOBIIHHX
YUCTUX CTpaTerii rpaBuiB. SIKIIO K I'pa MOBTOPIOETHCS Oarato pasiB, TO KOXEH 3
I'paBliB, 3 OAHOr0 00Ky, OTpUMYE 1HPOPMALIiIO IIPO MOMEPEIH] XOU CYNPOTUBHUKA, a 3
iHIIOro 60Ky, Xo4e MPUXOBATH Bl CYNPOTHBHUKA CBOI Hamipu B MalHOyTHIX Xojax.
KoxeHn rpaBenr MOKe 3MIHFOBaTH HWMOBIPHICTh 3aCTOCYBaHHS CBOIX YHCTHX CTpaTerii
TaKMM YMHOM, I[00 MaKCHUMaJIbHO 30LIBIIMTH CBIM CepeaHiil BUrpalll i Ha [bOMY IUIAXY
OTPUMYBATH OINTHMaJIbHI cTparerii. Taka imes mnpu3Bena g0 IOHATTS 3MilIaHOL
cTpaTerii.

3MIIIAaHOIO CTpaTeri€l0 TpaBls HAa3MBAEThCS MOBHHM Halip IHMoOBipHOCTEMH
3aCTOCYBaHHSI HMOro 4YHCTHX cTpaTerid. Jlnsg momyky 3MillaHUX —CTpaTerii
MIPOMIOHYETHCSI BUKOPUCTOBYBATH MeTo]] bpayHa-PobiHCOH.

Anroputm Mmerony bpayHa-PoOiHCOH ans rpu 3 ABOMa IpaBLSIMM BUIJISAJA€
HACTYITHUM YHHOM:

—  TpaBIli OOMPAIOTH JOBLIBHI 3MillIaHI CTPATETii;

— TpaBLl IparoTh OAHY I'Py 3 0OpaHUMU CTPATETISIMHU;

—  KOXEH TpaBellb pO3paxoOBYe€ CBil OYIKYBaHHI BUTpaIl y Iid TP,

—  KOXEH IpaBellb KOPUTYE CBOIO CTPATETII0 TAKUM YHHOM, 11100 301JILIIUTH CBil
OYiKYBaHUU BUTpAIILL.

—  TIOBTOPIOIOTHCA JAPYTUi Ta OCTaHHIM KPOKH J0 JOCSATHEHHS 0a)KaHOT TOYHOCTI.

B poOoti 3ampomoHOBaHa MeETOAMKA /I BUPILIEHHA 3adad 13 3aXUCTy
iH(dopMalIlii, IKa CKJIaIa€ThCs 3 HACTYITHUX KPOKIB:

Kpox 1. BusHaueHHs cTparteriii 3710BMHCHUKA, a caMe€ aHali3 MOIIMPEHUX
BPA3/IMBOCTEH Ta PU3UKIB.

Kpoxk 2. Busnauenns 3aco6iB 3axucry. Lleil kpok siBisie co00r0 BiIMOBIAbL Ha
[IpoaHaJli30BaHi 3arpo3u, K1 MOXKYTb CIIPUYUHUTH 30UTKU.

Kpok 3. CtBopeHnHs Tabauii Kopemsuii crpaterii. s Ko)KHOro Takoro aHamizy
IMOBMHHA OyTH CTBOPEHA TAOJIHMIIS, IO MOKA3Y€E KOPEIISALII0 MK CTPATErisIMU 3aXHCTy Ta
aTaKy.

Kpox 4. Tlomyk BenmumHm 30uTKiB. lleii Kpok BiAmoBiiae 3a poO3paxyHOK
BI/IMOBITHUX 30U TKIB, SIKWW TTOBUHEH MPOBOJIUTH aIMIHICTPATOP.

Kpox 5. BusHaueHHs CIJIOBOi TOUKHM, Ta MpH 1i HASIBHOCTI ONTHMAaJbHUX
crpaterid. IllnsgxoM 3HaXomKeHHS CIAJIOBOI TOYKM, MpPHU HAsABHUX pe3yJbTaTax
MOXIJIUBUX aTaK, MOXXHa BHM3HAYUTH ONTHMAJbHI CTpaTerii, sSKi BIUIMHYTH Ha BHOIp
3aXMILAKY0l CTOPOHH.
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Kpok 6. fkmio ciamoBa Touka He 3HaWeHa, BU3HAYCHHS 3MILIAHUX CTPATETiH.
Busnauennsi 3MmimaHuWX CTpaTerii BUKOHYETHCS 3a JOMOMOro Meronay bpayHna-
Po6incon.

Byno po3pobGneHo mnporpaMHUN TPOAYKT, SIKUW peani3ye 3amporOHOBaHY

METOJIMKY ISl BUPIIICHHS 3a/1ay4 i3 3axucty iHdopmarii (puc. 1).
4 Main = a X

Attacker Strategies Guard Strategies Compliance Matrix Solution

Strategy Cost 0 Add new

Check Strategies Cost
v (Information Leak)WordPad vulnerability 70
v (Information Leak)Heap Overflow in Windows Kernel 100
v (Denial of Service)HTTP/2 Rapid Reset DoS 80
v (Denial of Service)Windows CryptoAPI Denial of Service Vulnerability 75
v (Privilege Escalation)Windows Error Reporting Service Privilege Escalation 60
v (Privilege Escalation)Windows Common Log File System Driver Privilege Escalation 90
v (Privilege Escalation)Windows Desktop Window Manager (DWM) Elevation of Privilege Vulnerability 100
v (Execute code)Windows Message Queuing Remote Code Execution Vulnerability 80
v (Execute code)Microsoft Protected Extensible Authentication Protocol (PEAP) Remote Code Exec... 85
v (Execute code)Microsoft Graphics Component Denial of Service Vulnerability 85

Puc. 1. 3araipHuii BUTIIsAA FOJIOBHOIO BIKHA IIPOrPaMHOI0 3aCTOCYHKY

B oxpemux excel-daiinax 3HaXOAATbCS CIUCKM CTpATErid 3JIOBMHCHUKA Ta
aamiHicTpaTopa Oe3rneku. [Ipu 3arpys3iii mporpamu Ii COUCKH JOAAIOTHCS y MPOrpamy y
BiAMOBIHI TaOauIll Ha BKIagkax «Attacker Strategies» Ta «Guard Strategiesy». Bxmaaka
«Compliance» BigoOpakae BIIMOBIIHICTb MIX CTPAaTErisIMU aTaKylO4yoi Ta 3aXUINA0Y0i
cropoHd. Hymi B miil Tabmuii O3Ha4yaroTh MO BIANOBIAHICTH CTpaTerii aTakyrouoi
CTOPOHM Ta 3aXUIIAI0Y0] HE Ja€ HISKOro edekty octaHHiM. | HaBmaku, sIKIIO B TaOIHII
€ OJWHWIS 3HAYUTh JIaHIH CTpaTerii aTaKy4oro € MPOTHIiIoYa CTpaTeris
3aXMIIAI0Y0ro.

Bxrnagka Matrix nemMoHcTpye moOynoBaHy MaTpULIIO TpH, 3TAHO SKOI ine
po3paxyHok Tpu. Ha Bkmanii «Solution» 3HaXOAWTHCS pillieHHs B 3aJaHiil rpi, a came
ONITUMAJIbHI YUCTI CTpaTerii, SKI0 BOHU € Ta 3MilllaHi CTpaTerii, K10 BOHHU MOTPiOHI

(puc. 2).

4 Main = O X
Altacker Strategies Guard Strategi Comp e Matrix Solution
Optimal Strategies Brown-Robinson Strategies

No optimal strategies
The probability of the first player strategies:

1 th strategy (A1): 0.203471
2 th strategy (A2): 0.000015
3 th strategy (A3): 0.197567
4 th strategy (A4): 0.000000
5 th strategy (A5): 0.203516
6 th strategy (A6): 0.000000
7 th strategy (A7): 0.000000
8 th strategy (A8): 0.203367
9 th strategy (A9): 0.192065
10 th strategy (A10): 0.000000

The probability of the second player strategies:

1 th strategy (B1): 0.000000
2 th strategy (B2): 0.000015
3 th strategy (B3): 0.000000
4 th strategy (B4): 0.000030
5 th strategy (B5): 0.000000
6 th strategy (B6): 0.175334
7 th strategy (B7): 0.226685
8 th strategy (B8): 0.114689
9 th strategy (B9): 0.234344
10 th strateav (B10): 0.248903

Puc. 2. [lpukiaxg pimieHHS
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Takum unrHOM, B pOOOTI 3aIIPONOHOBAaHA METOAMKA PIIIEHHS 3a7ad 13 3aXHCTy
iHpopMarlii. Meroanka BUKOPUCTOBYE TEOPIIO Irop, a caMe MaTpU4HYy I'py 1BOX I'PaBIIiB
3 HYJIbOBOIO CyMOI0. [IJ1s MOIIYKY ONTUMAaJIbHUX YHMCTHX CTPATEriil BUKOPHUCTOBYETHCS
MOIIYK CiyIoBOT TO4YkH. [ BU3HAYEHHsS 3MINIAHUX CTPATEriii BUKOPHUCTOBYETHCS
Meron bpayna-Po6GiHcoHa.
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METHODS OF SOLVING PROBLEMS OF INFORMATION PROTECTION
V. Bilozerskyi, O. Lebedieva, N. Volkova, V. Nazarov

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine;
e-mails: o.y.lebedieva@op.edu.ua, volkova.n.p@op.edu.ua, tasknavigator@gmail.com

The work developed a methodology for solving information protection problems. Cyber security is one of
the most important problems of the modern world. The growing use of digital technologies in all areas of
life makes cyberspace increasingly attractive to cybercriminals. Protection of information systems is one
of the most important tasks of any security service of any organization and any enterprise. To counter this
threat, it is necessary to develop effective information protection methods. The work considers such tools
as an open standard for assessing the severity of computer system security vulnerabilities CVSS and a
database of well-known information security vulnerabilities CVE. It makes sense to use these tools to
create a list of effective modern attacks. In addition, it is still necessary to decide on the available tools for
protecting the organization's computer systems. Cybersecurity relies on various mathematical tools, one
of which is game theory. Game theory is one of the tools that can be used to improve cyber security. The
work uses two-player matrix games. The players are an attacker who attacks the computer system of some
organization and a representative of the organization responsible for ensuring information protection.
Game theory allows you to present the task of computer system protection in a mathematical form, which
allows you to use the established criteria for finding optimal protection strategies, following which the
administrator is able to eliminate, or at least minimize, information damage caused by an attacker.
Finding optimal pure strategies involves finding a saddle point. Not every matrix game has an optimal
pure strategy. If the matrix game has a saddle point, then the game has a solution in pure strategies and
the study of the game ends by finding this point and the corresponding pair of pure strategies of the
players. Otherwise, mixed strategies are used. To search for mixed strategies, it is suggested to use the
Brown-Robinson method.

Key words: protection of information systems, game theory, matrix game, Brown-Robinson method.
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METO/IAUKA TIPOTHO3YBAHHS PE3YJIBTATIB IHOOPMAIIMHO-
IICUXOJIOI'TYHOT O BIIVIUBY

Bb.B. I'aBpumiok, B.B. I'ynuu, B.B. 3opino

Hamionansauit yaiBepcuter «Omechka Mo TEXHIKa»
1 lleBuenka mp., Oxeca, 65044, Ykpaina
email: vikazorilo@gmail.com

BuBuenHs  iH(opMaIiiHO-ICUXOJOTIYHOI O€3NeKH CTaBUTh HU3KY IHTaHb,
MOB’sI3aHUX 13 3a0e3MeUeHHsIM Oe3NeKu JIOJMHU Ta 30epekeHHsIM ii 370poB’s Y
3B’SI3Ky 3 pI3HMMHU Buaamu iH(GOPMAIIITHUX 3arpo3: YMHEHHs I[JIECHPSIMOBAaHOIO
iHpopMalliiiHOro BIUIMBY Ha HaceleHHs uepe3 3acobu MmacoBoi iH(popmallii,
InTepHeT, sike MOXKE MPUBECTH 10 HETATUBHHMX COLAbHO-IIOJIITHYHUX HACIIJIKIB;
HEMOBHA peaji3allis MpaB IpoMajsiH y cdepl oTpUMaHHs Ta OOMiIHY JOCTOBIPHOI
iHpopMarlil;  NPOBOKYBaHHS  COLIAIBbHOI,  MIDKHALIOHAIBHOI,  peNiriiHOi
HaIpYXEHOCTI dYepe3 JisulbHICTh oOKkpeMux 3MI; MaHInmy/mOBaHHS MAacOBOIO
CBIZIOMICTIO 3 BHKOPHUCTAaHHSM 1H(OPMAIlifHO-TICUXOJIOTIYHOTO BIUIMBY TOIIO.
[poruo3yBaHHsl pe3ynbTariB iHGOPMALHHO-TICUXOJIOTIYHOTO BIUIMBY — BaXKIHMBA 1
aKTyaJbHa mnpoOieMa He TUIBKM B MacmTabaXx OKpeMoro IiHAWMBiA, a W uis
HalllOHaJTBbHOT Oe3rexu JepkaBu. Mera gaHOi poOOTH — MiBUILEHHS e()eKTUBHOCTI
MIPOTHO3YBaHHS 1H(POPMALIHHO-TICHXOJIOTIYHOTO BIUIMBY NLIAXOM Mozmpikamii
Mozen iH(pOpPMAaIiifHO-IICHXOJIOTiYHOTO BIUIMBY, 3aCHOBAHOI Ha aHami3i (akTopiB
BIUIUBY. Y poOOTI MPOBEAEHO OINSA HAasBHHX MoJeledl Uil NpOTHO3YBaHHS
pe3yibTaTiB BIUIMBY, 3 SKUX Oyl10 o0OpaHO Monenb uis Moaudikarii, o0
MOKPAIIUTHA Pe3yJbTaTH MPOTHO3YBaHHsS. Pe3ynbTatoM poOOTH € METOAMKa, IO
BpaxoBye KaHalM 1H(OpMaliifHO-IICHXOJOTIYHOTO BIUIMBY, €MOIHHY CKJIQJIOBY
MEMIB Ta METOJH MPOTH/Ii, sIKi MOXKe BUKOPUCTOBYBATH MPOTHOOpYA CTOPOHA, IO
JIO3BOJIAJIO CTBOPUTH TEOPETUYHY OCHOBY JIJIsl IPOBENICHHS MOAATBINNX MPAKTHYHUX
Jociimkens. OTpUMaHi pe3yJabTaTd MOXXKHA BUKOPHUCTOBYBATH [UISl IIPOTHO3YBaHHS
iH(pOPMAIlII{HO-TICUXOJIOTIYHOTO BIUIMBY Ha COLiyM Ta/abo oOHpatd MeToau
NpOTUIT [bOMY BIUIUBY JUIS 3MEHIIIEHHS IOTO HACIi IKIB.

KiriouoBi csioBa: iH(pOpMAaIiifHO-TICHXOJIOTIYHUN BIUIUB, NMPOTHO3YBaHHS BILIUBY,
eMOIliifHa cKJIa[0Ba MeMa, iHPpopMalliHHO-TICUXOJIOTIYHA OTepallis.

Beryn. CyuacHe CycnuIbCTBO MEPEXHBAE HAA3BUYAMHO I1HTEHCUBHUN Ieploj
iHpopMaLiiiHUX TpaHc(popMalliid, [0 BUKJIMKAE 3HA4YHI 3MIHM B CIPUHHATTI,
OCMHCJICHHI Ta peakiisix Ha iHdopMmaiiro 3 00Ky TrpoMajchbKocTi. BrimB macoBoi
iHdopmarlii, iHTepHET-TIIaTGHOPM, COIIATBHIUX MEPEeXK, a TAKOXK PI3HOMAHITHUX KaHAJIIB
KOMYHIKalii cTae KIOYoBUM (haKTOpoM, 10 (popMmye He JHIle MEepeKOHaHHs, ale i
MOBEJIIHKY CYyCHUIbCTBA B IIoMy. OCTaHHI JECATUIITTS MOKa3aiH, 110 iHdopmaiiiiHa
cdepa crana He auunie 3aco00M nepenadi JaHUX, a i HOTY)KHUM 1HCTPYMEHTOM BIUIUBY
Ha cycnuibeTBO. IIBUIKMI pO3BUTOK TEXHOJIOTH 3p0OMB 1H()OPMALIIIO JOCTYIHOO s
IIMPOKOT0 KOJNa JIOJAEH, aje OJHOYACHO BHUKJIHMKAB NpobOiieMy, sKa IOB’si3aHa 3
PO3MOBCIOJDKEHHSIM HEJIOCTOBIPHOI a00 CITIOTBOPEHOI iHpopMallii.

[Mopymienns iH(hOpMaIIHHO-TICUXOJIOTIYHOT O pOCTOPY 3acobamu
1H(hOpMAaLIITHO-IICUXOJIOTYHOIO BILIUBY MOXE€ COPUYMHUTH CEPlO3H1 HACIIIIKH, TaKi SIK
colliajbHI HalpY)KEHHsS, BTpPYyYaHHS y MOJITHYHI MPOLECH, PO3MATIOBAHHS KOH(QUIIKTIB
Ta 3arpo3a HaIlloHaJIbHIN Oe3merti.

[apopmamiitno-nicuxonorivauii BB (II1B) — 11e BB Ha CBiIOMICTh 0COOH
Ta/ab0 HACENeHHs 3 METOI BHECEHHsI 3MiH Y MOBEAIHKY a0o cBiTorisig. KoHTpons Haj
CBIJIOMICTIO OCOOM YH COLIiyMY JO3BOJISIE BIUIUBATH 4Yepe3 HUX HA TEXHIYHI CHCTEMH,
HACJIJKK 4YOr0 MOXKYTh OyTH (aTalbHUMHU.
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B ymoBax mpotubopcTBa CTOpOHA, fKa MEpIIa 3MOXKE «IepernporpamMmyBaTH»
COLlaJIbHY YaCTUHY COLI0-TEXHIYHOI CHCTEMH /I CBO€I BUIOJH, 37400y]€ IEepeMOry.
Tomy Oarato BUeHHMX 3aiiMarOTbCcsa BHUBYEHHsSM I1poro nuTaHHs (O.3. AHiciMOBHY-
[eBuyk, A.B. lynateeB, O.I1. BoiitoBuy, L.I. JlinaTos, I'.A. Ipobaxa, K.}O. I'ynOis,
I.B. Bopo6iioBa, SI.B. Mamneropa, L.I. ITpuxoasko, O.B. Timuenko, M.I. ToBma, B.I.
[Taciynuk, C.JI. JlinaToBa Ta iHII), @ MPOTHOOPYI CTOPOHU BUTPAYAIOTH BEIUYC3HY
KUTBKICTh pecypciB st mpoBeaeHHs ycrinmHoro IT1B abo x 3axucty BiJ HBOTO.

Leit HampsAMOK JOCTIIKEHHS HA/I3BUYAHO BXKIUBUM y 3B’ A3KY 31 3pOCTaHHSIM
iHpopMaIiitHUX KOH(IIKTIB, MOMMpPEHHAM (elkiB Ta ae3iHdopmaiii uepe3 Mmenia Ta
onnaiH-athpopmu. Po3poOka edeKTHBHUX Ta TOYHUX METOAIB TependadeHHs
MOXJIUBUX HACIIIKIB 1H()OPMAILIITHO-TICUXOJIOTTYHOTO BIIJIMBY € BaXKJIMBUM 3aBJIaHHIM
JUis 3a0e3reueHHs CTaOUIbHOCTI Ta O€3MeKH CYCHUIbCTBA, a TAaKOX HalllOHAIbHOL
Oesmexu.

Memorw pobomu € MiABUILIEHHS e€PEKTUBHOCTI MPOrHO3yBaHHS 1HPOPMAIIHHO-
TICUXOJIOTIYHOT O BIUIMBY IIIAXOM MoAM(iKallii Mojeni iHGOopMaiifHO -IICHX0JI0TTYHOTO
BILTMBY, 3aCHOBAHOT Ha aHai31 (DakTOpiB BILIMBY.

106 mocsarty MeTH, NOTP1IOHO BUPIIIMTH HACTYIIHI 3a/a4l.

1. Hocmigutu (akTopy BIUIMBY, SIKI BHUKOPHCTOBYIOTHCS IIPU IPOBEIEHHI

1H(pOpMaLIITHO-IICUXOJIOTTYHOI' O BIIJIUBY.
2. JocmiauTth cy4acHi METOAMKH Ta MOJENi NPOTHO3YBaHHS pe3yJbTaTiB
iH(QOPMAIITHO-TICHXOJIOTIYHOTrO  BIUIMBY HAa MpPEIMET HEBPaXOBaHHUX
(hakTopiB.

3. OO6patu monenb iH(OPMAIIHHO-TICUXOJIOTIYHOTO BIUTUBY A1 Moaudikamii
IIISXOM BHECEHHSI HEBPaXOBaHUX (aKTOpiB

4. TlpoBecTtu TeopeTHUYHI BUIPOOYBaHHS MOAM (IKOBaHOI MOAEIII.

OcHoBHa yacTuHA. [HpOPMAIITHO-TICHXONOTIYHHIHA BIIMB € (DEHOMEHOM, IO OMHCYE
BIUTUB iH(OpMAIlil Ha TICUXOJOTIYHUN CTaH Ta MOBEAIHKY JIIOJEH Yy CycCHniibCTBi. Bin
BHU3HAYAEThCS CYKYIHICTIO METOMIB, TEXHOJIOTIH Ta CTpaTerid, COpsAMOBaHUX Ha
(bopMyBaHHS EBHUX JAYMOK, IEPEKOHAHb, Y1 BUNHKIB Y MacoBii ayAUTOpIii.

Ile MOHATTS OXOIUIIOE MIMPOKHW CIEKTP BILIMBIB, SIKi 3/IHCHIOIOTHCS depes3
iHbopMaIiiiHi KaHaldM, Taki SK COLIalbHI Mepexi, MeaianaaThopMu, peKIaMHi
KaMIlaHii, momiTHyHi 1poMoBH Tomo. (OCHOBHOK METOK  iH(OpPMAIIIHO-
MICUXOJIOTIYHOTO BIUIMBY € (pOpMYyBaHHS MMEPEKOHAHb, MAHIMYIIOBAHHS YSIBICHHIMH Ta
3MiHa TIOBEIIHKOBMX IIA0JIOHIB y CyCHUIbCTBL. B sKocTi (hakTopiB BIUIMBY CIiJ
pO3TIIAATH KaHaJIW BIUIMBY, €MOLIWHY CKIaaoBy iHdopmariii (Mema), Ta MOXJIMBI
METOAM MPOTUIIT 3 TPOTHOOPUOT CTOPOHH.

Baxx1BoI0 XapaKTepUCTUKOIO TOTO UM 1HIIOTO KaHajy BIUIMBY € MMOBIPHICTh
MOTpPAIUITHHA TiA Horo mniro. JlaHWW MOKa3HUK PO3PAaXOBYETHCS 1HIMBIAYadbHO B
3aJI©KHOCTI B XapaKTEPUCTHK COLIyMYy Ta YMOB cepeloBUINA mepeOyBaHHS Ta
¢ynakuionyBanas couiymy. Hanmpuknan, [Jocnmiymkenns HamionaneHoi —akamemii
HamionanpHoi rBapaii Ykpainu Oyno npoenaeHe B 2015 pori Ha comiymi y ckiafi
BilicbkoBUX [1]. B 1bOoMy IOCHIIKEHHI ONMCaHI KaHAJIM BIUIMBY, XapaKTEPHUCTHKA
iHdopmarlii, MO BIUIMBAa€E, Ta METOAM NPOTHIIl BIUIMBY. Hukye HaBEIEHO YaCTUHY
MPOBENEHOr0 JIOCHIPKEHHS KaHaiB BIUIMBY, 3BIIKM MOXHA BU3HAUHTH, 3 SKOIO
BIPOTIIHICTIO MEBHUM KaHal MO)XXE BIUIMHYTM Ha BIHCHKOBOro. Y JApyrid KOJIOHII
Tabnuii 1 3a3HaYeHO CyMapHY IMOBIPHICTh

Tabauua 1
BB mxepen iHdopMallii Ha CBiIOMiCTh 0cobu
Kanan BrumBy VMoBipHicTh BIUIMBY y %
Ponuna 58,46
Hpy3i 58,46
Tenebauenus 53,84
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NpoaoB:KeHHA Tadauui 1

[Tepiognunuii Apyk 32,31

CrinkyBaHHS MK 0cOOaMH 61,54

Takox B LbOMY JOCHIDKEHHI OyJI0 MPOBEAEHO EKCIEPUMEHT JJIsi BU3HAYEHHS
3HAYYIIOCTI (eMoIliitHa ckiiagoBa) iHpopMalii (Mema), sika OyJie BILIMBATH Ha 0co0Y.

Mem — me choemianbHa MiArOTOBJIEHA OAWMHUIA iH(opMalii, iHCTPYMEHT
smiicienHs IT1B. EmoriitHa ckiamoBa MemMa — XapakTEepUCTHKA CIPUUHSTTS (I01aTHE
3HaueHHs BiA 0 1o 1) abo HecnipuiHATTS (Big’ eMHe 3HaueHHs BiA -1 g0 0) mema. Lleit
MOKa3HUK BIIMBAE Ha eeKTUBHICTh mposeneHHs [11B.

PesynbpTatn nocmimpkenHs [1] BkasyroTh, 110 KOe(]ILIEHT eMOLINHOI CKIIag0BOi
U1t AeMOTHBYI0UOI iH(opmarii csarae 0.41, B Toif yac K 111 MPOBOKYIOUOI iH(popMartii
—0.29, nna nuckpenutyrouoi — 0.3.

Moxemo OauyuTH, IO AEMOTHUBYIOYa iHdopMallis Mae HaWOUIBIIMI piBEHb
eMOIIIIfHOT CKJIaoBOi, OCKUIbKM HAIlJICHa Ha TOTpeOM Ta IIHHOCTI 0co0H, IO
HOTpaIUIsie M BIUIMB. BakJIMBO 3ayBa’kuTH, 110 BIANOBIIb HA JAEMOTHUBAIIIIO 3a3BUYAM
BHU3HAYA€ETHCSI TOHOM Ta CIIocoOOoM nozavi iH(opMallii, 110 MOXe Cy TTEBO BIUIMHYTH Ha
MOMJIMBOCTI ocobucrocTi. lled miaxig MoKe NpPU3BECTH A0 3HAYHOIO 3HMKEHHS
BHYTPIIIHBOi MOTHUBAIII] Ta OCMUCIIEHHS, IO 31 CBOr0 OOKY MOXKE CIIPUYMHUTH BTpATy
npodeciitHoro iHTepecy Ta pos3uapyBaHHsa. HeratuBHa iHdopmarliis, cnpsMoBaHa Ha
MPOBOKAIIiI0, YACTIillIe BUKIMKAE PEAKIIiI0 Y BUTIISAII 000POHHOT MO3HIII1, BUKIMKAE THIB
Ta Oa)XKaHHS BIAMOBICTH BiAMOBIIHMM YMHOM. MeTa Takol MPOBOKAIlil MMOJISATaE B TOMY,
11100 Bpa3uTH a00 BTATHYTH HAaMEHIII CTiHK1 0COOMCTOCTI y KOH(IIIKT YU CUTYaI1l0, 110
CIpUYMHUTH KOHQUIIKT. [HoOpMaris, ska copsiMOBaHa Ha JUCKPEIUTALil0 TIAHOCTI Ta
4yecTl COIlyMy 4YM OKpeMHUXx ocid, MO)Ke eKCIUlyaTyBaTh OOOpPOHHI MeEXaHI3MU
CaMOCB1IOMOCTI OCOOUCTOCTI.

Po3rmsiHyTi MeToM MpOTHAIT B IOMY JTOCHTIKEHHI MOXKYTh HAaJIaTH 3MOT'Y IS
BJIAJIOTO TPHUAYIICHHS 1H(GOPMAIIHHO-TICUXOJIOTIYHOTO BIUIMBY Ta PO3POOISTH TEBHI
pexkomeHnpalii mo 60opoTs0i 3 BIIMBOM. Y poboTi [2] Oyi0 mpoBEAEHO aHali3 MicCIs
3aco0iB MacoBoi iH(opmalii, K IHCTpyMEeHTa JAJid BeAeHHs iHQopMauiiHOi BiiHU. Y
po6oti [3] pO3rASHYTO MaTeMaTH4HI MOJeNi pO3MOBCIOPKEHHS iH(OpMaIiiHo1
3arpo3d, a TaKOXX MOJeNi, IO OMUCYIOTh Mpolec iHPOPMAIIHOIO MPOTHCTOSHHS.
PoGora [4] ananizye mporiec IpoxopKeHHs iH(popMallii uepe3 yMOBHI mapH: mosisa abo
K CTBOpEHHs TEpBUHHOI iH(popmanii, ii mnpeacTaBmeHHs B Melia Ta 3acodax
iHbopmyBaHHA 1 (OpMyBaHHS BIAMOBIMHUX KOMeHTapiB. Po3poOka kmacudikarii
METO/IB MAaHIMyJISITUBHOTO BIUIMBY, a TaKOXK PO3pOOKa CTPYKTypHUX Ta aHAIITHUHUX
MoJIeJIel MaHIMyJISTUBHOTO BILJIMBY, 11O OPIEHTOBAaHWUU Ha 3acoOu MacoBoi iH(opmarrii
HaBOAUTHCSA y poboTi [S]. B poboTi [6] HaBoguThcs THnoBa monens IIIB B cormiymi,
TOOTO KOJIM JIFOJM B3a€EMOJIIIOTh 3 HEBEJIIMKUMHU IrpynaMu 1HIIUX Jojeil. Takox y poboTi
[7] ommcaHo, SIK MOXHa HPEACTaBUTH 1H(MOPMALIMHO-NICUXOIOrIYHUNA BIJIMB 34
JIOTIOMOT'OI0 KOPTeXY, SIKUi Oyne (hopMyBaTH IiJIbOBY MOJEINb, 1[0 BU3HAYATUMETHCS
NEBHUMHU O3HAaKaMH 1H(OPMAIIHHO-TICUXOJIOTIYHO BIUIUBY: € 3MiHHA, fKa BHU3HAuae
MPOCTip, HAa KUK CIPSIMOBAHO BILIMB, 3a OIIIHKOIO aBTOPY HpocTip iHdOpmariiiiHo-
MICUXOJIOTTYHOT O BIUIMBY MOXKE OyTH O€3KiHEUHUM, caMe TOMY BiH pO30HMBAEThCS Ha
JiesIK1 TapaMeTpH, a caMe 4ac BIUIMBY, TOOTO TPUBAIICTh 3aCTOCYBaHHSI IEBHUX METO/IIB
BIUIMBY Ha OKPEMHH IIPOCTip, METy BIUIMBY — JIOKAJbHAa YW 4YacTKOBa MeTa, SKa
3a3BUYail TpH JOCSATHEHHI 1i€i MeTH arpecis NpUNHHIAETCA. Buxomsuum 3
BMINIEBUKIJIAJICHOT'0, aBTOP 3pOOMB BHCHOBOK, IO 3aBJSKH Ili€i IUJILOBOI MOJEII
BinOyBaeThes mporiec BusiBieHHs I[1B, a 3aBmsku (yHKIIOHANBHIN — imeHTH]ikaris
WOro BUIY.

Ane xomHa 3 IHUX POOIT HE BHUKOPUCTOBYE CHUCTEMHI MiIXOAM AJisi MOOYIAOBU
3aranpHOi  Mojeli  iH(GOpMaIiiHO-TICHXOJIOTIYHOTO BIUIMBY, $ka O BpaxoByBaja
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MOYaTKOBHM CTaH 00’€KTIiB, AKi B MOJANbIIOMY OyIyTh 3a3HAaBaTU AECTPYKTUBHHX
BILIMBIB.

VY poborti [8] aBTOpH OMHMCYIOTH peajizaiiio 1HPOPMAIIIHO-TICHXOJIOTTYHOTO
BIUIUBY Yepe3 JeKUIbKa KaHaliB iHQopMalii, 110 po3rsfaloThes SK 30BHIMIHIA Ta
BHYTpilHii kaHamu. OnHa 3 mpefcTaBieHux y [8] monenell onucye KiabKiCTh 3MiH y
CcoIliaJbHIM YaCTHHI COI[IOTEXHIYHOI CHCTEMHU HACTYMHOIO (POPMYIIOIO:

N = Ny + No(1 = (1 = kypu) (1 — k3p3)) (1)
ne N,, — KUIbKICTb areHTiB;
Ny — KUTIBKICTb €IEMEHTIB COLliyMYy, Ha SIKUX CIIPSIMOBAHO BIUINB;
ki, k> — xoediiieHTH eMoMiitHOI CK1a0BOi 1HPOpMaIIil BIAMIOBIIHO 1JI 30BHIIIHLOIO Ta
BHYTpIIIHBOI'O KaHAJIB;
Dz, Ps — UMOBIPHICTb MOTPAIUIHHA M1l BIUIUB 30BHIIIHBOTO Ta BHYTPIIIHBOIO KaHAILY
B1/ITOB1/THO.

Jana mozxens Oyna obpana mns nmoaanbinoi Mmoaudikarii. bazoa momens (1)
3aJI0BOJIbHSIE  3arajibHl NOTpeOM TMpH IJIaHyBaHHI IMporpamMu  iHopMmariiiHo-
MICUXOJIOT1YHOT'0 BIUIMBY, aje AJis TOBHOT'O YSBJIEHHS BapTO BPaXOBYBAaTH (PakTOpH, 110
OynyTh 3MEHIIYBaTH €()EeKTHBHICTh MPOBEICHHs BIUIMBY, TOOTO METOAM MPOTHIIi 31
CTOpPOHH, Ha SIKy OyJe CHpsSMOBaHO BIUIMB. TakoX JaHa MOJAENb BUKOPHCTOBYE IBa
KaHaly BIUIMBY, 30BHIIIHIA Ta BHYTpilHiA. Toal BUHMKaEe NUTAaHHS, SK TOYHO
pO3paxyBaTd MOXKJIMBOCTI MOTPAIJITHHS IMiJ BIJMB IMX KaHamiB. Hampuknaza, kanan
30BHIHbOrO BBy Kan = {Zmid,Tv, Int,Rm,Sp,Sz,Ld} B [8] posrmsmaBcs sk
€IMHE IIiJIe, ajie 1€ He 3aBXKIM BiANOBimae JilicHOCTI. B peampbHOCTI BIUIMB MOXKE
3A1MCHIOBATHCH 3 OJHOrO, MOEKIJIBKOX, abo K BCIX MOXIJIMBUX KaHamiB. Toxi
Moau(iKOBaHA MOJIEIh MATHME BUTJIAL;

N = N, + No(l — (1= kype) (1 = kypg) oo (1 — kyppp) (1 — koo ) (1 —

k2p31) (1 - k2p3n))a

€ Pp152,.. sn — AMOBIPHOCTI MMOTPAIJIAHHSA MiJl BIUIMB BHYTPILIHIX KaHAJiB BIUIUBY;
Ps132,..3n — BIATOBIAHO HMOBIPHOCTI HOTPAIUISIHHA il BIUIMB 3OBHIIIHIX KaHaJiB
BILTUBY, 1HIII TapaMeTpH 3aTUINAI0THCS HE3MIHHUMU.

Arne, Sk 3a3HayajoCh BMILE, JaHA MOJE]Ib HE BPaXOBYE METOAU MPOTUAIl 31
CTOpPOHH, siKa TepedyBae miJl iHGOPMaIHHO-TICUXOJIOTTYHIM BIJTUBOM. OYEBUIHO, 110
NpoTHais 1H()OPMaLIHHO-TICUXOJOTIYHOMY BIUIUBY Oy/e MPOBOIUTHCS B TaKUX XK€
KaHaJax, B IKOMY MTPOBOJUTHLCS CaM BIUIMB, TOJI HMOBIPHICTh MOTPAITUTH ITiJ POTHIIIO
Oyzae NOpIBHIOBATH MOXJIMBOCTI MOTPAIJIAHHSA i KaHal BILUUBY. [IpoTtuais BmBy —
e TakoXx 1H(popmalisa, sika Oylne XapakTepusyBaTHCS Koe(ilieHTOM eMOLiNHHOT
ckiaznoBoi. Tomy mpotuzis Oyne HmpsMO BIUIMBAaTH, a caM€ 3MEHLIYBaTH KOEQILIEHT
eMoLiliHOi CKJIafoBoi iH(oOpMallii, ika BUKOPUCTOBY€EThCS 1Sl BILTUBY. OTKe MOjelnb
MaTHM€ BUTJISIL:

N = N, + N0(1 — (1= (ky = Y)D31) - (1 = (k1 —Y)Pen) (1— (ke —
Ys)psl) (1 - (kz - Y3)p3n)) (3)

ne N,, — KUIbKICTh areHTiB;
Ny — KUIBKICTb €JIEMEHTIB COLIIyMY, Ha SIKMX CIIPSIMOBAHO BILJIMB;

(2)

Y,,Y, — emoriiiHa ckiamoBa MPOTUAIl AJIS 30BHIIMIHBOTO Ta BHYTPILIHHOTO
KaHaJIiB BIUIMBY BiAMOBIIHO;
ki, k> — xoedimieHTH eMmomiiHOI CKIagoBoi iHQOpMaIi BIAMOBIIHO IS

30BHIIIHBOTO Ta BHYTPIIIHBOT O KaHANIIB BILUIUBY;
Pg1,52,..5n — UIMOBIPHICTb IIOTPAIITHHSA ITiJl BIUIMB BHYTPIIIHIX KaHAJIIB BILUIMBY;
Ps1,32,..3n — AIMOBIPHICTb IOTPAIJIAHHS M1 BILIMB 30BHIIIHIX KAHAIIB BILIMBY;
Bapro 3a3naunTy, o napameTpu Y, Ta Y; MOXKYyTh BpaXOBYBaTU HE OJUH METOJ
MPOTHALT, & IX CYKYNHICTb, TOOTO:
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YB = ?=1 YBi (4)
Y, =YY, ()

e Yy, 1a Y, — BCl MOXKJIMBI METOAH MPOTHIII, IO BUKOPUCTOBYIOTHCA.

Jns orpumanoi mogneni (3) Ans MpOrHO3yBaHHS pe3ynbTaTiB iH(OpMAIliiHO-
MICUXOJIOTIYHOrO BIUIMBY Ta 0a3oBoi moxeni (1) Oymno po3pobieHo moAaToOK auis
HiApaXyHKy 3MiH Yy COIiadbHiil 4YacTHHI COIIOTEeXHIYHOI cucrteMu. IIpoBeneHo
eKCIEPUMEHT 3 OJIHAKOBUMH BXIJHUMHU JaHUMH (KUIBKICTh areHTiB Ta oci0, Mo
MiIIAI0TECS  BIUIMBY, KAaHAIM BIUIMBY Ta KOE(IIEHTH eMOINHOI CKJIaJ0BOi
iHpopMariii), ane 3 ypaxyBaHHAM npoTuaii. OTpuMaHi pe3yJbTaTH JAEMOHCTPYIOTH,
HACKUIbKM HAsBHICTh MPOTUAIl 3MEHIIye 4YacTKy 3MiH Y COIialbHI dYacTuHi
COIiOTeXHIYHOI cucTeMu. Ha puc. 1 moka3aHo MOpiBHAJBHI JiarpaMH JUIsl OPUTIHAIBHOT
(;miBopy4) Ta MonudikoBaHoi (mpaBopy4) moxeneit I11B.

@ % ocib, Wwo He 3MiHuAN @ % ocib, Wo He 3MiHuAN
AyMKy RYMKY
® % ocib, Wo 3MiHWAM AYMKY @ % ocib, Wo 3MiHWAN AYMKY
9
68.8% 68.8%

Puc. 1. [IporaozyBanHs pe3ynbTatiB iH()OPMAIITHO-TICHXOJIOTTYHOTO BIIJIUBY

Ha puc. 2 HaBemeHi JiarpaMu OpUTiHAJIBHOI MOJENl Ta MOAM(IKOBAHOI 3
posmupeHuMu (To6TO 00paHo OifbIle OJHOTO B KOXKHOMY KaHajl) JKepelaMH BIUIUBY
(m7st BHYTPINIHBOTO KaHANy — KOJIGKTUB Ta HaouHi (OpMH, IS 30BHIMIHBOTO —
peniriiiHi opraHizaiii, nepioguuHuil ApyK, TenedaueHHs). s KoKHOT MOZIeTTi OTHAKOBI
BXIJHI JIaHi: KUTbKICTh areHTiB — 480, uncio ocid, Ha AKi cnpsMoBaHo BIUTHB — 21500,
KoedilieHTH eMmouiiHol ckiagoBoi iHpopmamii — 0,29 Ta 0,3 qis BHYTpIIIHIX Ta
30BHIIIHIX KaHAJIB BIAMOBIIHO.

@ % ocif, Wwo He 3MiHKAK @ % ocif, wo He 3MiHKuAK
Aymky AywmKy
@ % ocif, Wo FMiHKUAKM OYMKY @ % ocib, Wo 3MiHuAKM gymry

Puc. 2. [IporHozyBaHHs pe3ysbTaTiB iH()OPMAILIIHO-TICKXOJIOTTYHOTO BILJIUBY

TakuM YMHOM, OCKUIBKH METOIM MPOTHIl 000B’SI3KOBO MalOTh OyTH BpaxoBaHi,
MU MOXKE€MO OayuTH MO OTPUMAHUM pE3yJbTaTaM MOJENIOBaHHS, 110 MOJU(iKOBaHa
MOJIEITb JiHCHO 1€ BioOpaxkae.

Omuinka eMomLiiHOi CK/Iag0BOI MeMa — CKJIAJHHUN Mpolec yepe3 cyd’ eKTUBHICTD
cipuiHATTS 1H(opMalii SK OKpeMow 0cobo, Tak 1 comiyMoM. 3 BpaxyBaHHSIM
CTPIMKOCTI PO3BHTKY TEXHOJOTIH Ta, SK HACTiIOK, 3acobiB i meroni II1B, BaxximmBo
MaTH MOXJIMBICTh THYYKO OIIIHIOBATH 1€ MOKa3HMK Mema. SIk Oyio 3a3HadeHo,
coliaJibHI Mepexi — OOuH 13 mnomyiapHuUX [HTepHeT-cepBiciB Il CTBOPEHHS
BIpTyaJdbHUX CIUIBHOT, SKUMU Kopuctyerbca 90% KopucTyBadiB yKpaiHCHKOTO
Iarepuery [9]. Ix BuxopucToByIOTH ams KOMYyHiKamii, a TakoX 5K 3aco0u
iHpopMariitHOi 60pOTHOHU (TTONITHYHOT, BINCHKOBOI, PEiriiHOl 1 T.11.).
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B Vkpaini mmpokoro mommpeHHss HaOyB meceHmkep Telegram, skmid, sk i
COIIMEpPEeXi, TaKOX JIO3BOJIIE CTBOPIOBATH KaHAJIM JJII MAacOBOI'O MOIIMPEHHS
iHpopMarii.

[Ticas mouaTtky mnoBHOMAacHITAOHOrO BTOPTrHEHHS pociiickkoi (enepauii 24
motoro 2022 poky B Ykpaini Telegram 11t 6arateox Jro/ieil cTaB OCHOBHUM JKEPEIOM
oTpuMaHHs 1HopMalii, a Takoxk ae3iHdopmamii. 3a pe3ynpTaTaMH JOCHIIKEHHS,
npoBefeHoro KuiBcbkuM Mi>KHapOIHUM 1HCTUTYTOM cortionorii y rpyani 2022 poky Ha
3aMOBJICHHSI YKpaiHCHKOTO IHCTUTYTY Mefia Ta koMyHikauii (puc. 3), 63,3% ykpaiHiis
MoYyajad YUTATU TeJerpaM-KaHalu JJig OTpUMaHHS HOBUH came micis 24 mrotoro 2022
POKY, TOAI SIK 10 TOBHOMACHITAOHOT'0 BTOPTrHEHHS Takux OyJo jumre 35,9% [10].

Konu Bu noyanu yuraTtu Tenerpam-KaHanu
AN OTPUMaAHHSA aKTyanbHUX HOBUH?

[lo pociiicbKoro nosHomacwraé-
HOIO BTOPrHeHHA 24 noToro

Micna pociiicbkoro nosHoMact-
TabHOro BTOPrHeHHA 24 nToro

Puc. 3. I'padik pe3yapTaTiB OMUTYBaHHS CEPEl PECIIOHICHTIB

[Mommpenns indopmanii B Telegram  BinOyBaeTbCs B OCHOBHOMY 4Yepe3
TesierpaM-KaHaiau. Tenerpam-kaHaliu — 1€ IHCTPYMEHT, KU J03BOJISIE KOPHCTyBayam
CTBODIOBATH Ta YIPABJISATH KaHallaMH, HAa $AKI MOXYTh MIJNUCYBaTUCS 1HII
KopHcTyBadi. X04 B KaHallaX JHIIE aAMIHICTPATOp MOXKe MyOIiKyBaTH MOBiIOMIICHHS,
ane ¢ynkuii CM mependauaroTh 3BOPOTHIN 3B’S30K y BUTIISAI pEAKIliid, KOMEHTapiB
TOLLO.

Jns  nocmimxeHHs OynyTh oOpaHi TenerpaMm-KaHaid, B SIKUX BIJACOTOK
MiJMUCHUKIB, K1 YnTaloTh mocTu 3a octaHHi 30 nHiB (ERRy), ctanoBuTh Oinbiie 10%
BiJl 3arajbHOl KUIBKOCTI MIANHCHUKIB. lle pimeHHs NOpUHHATO, CHHUpalOYUCh Ha
JOCHIJKEHHS BUEHUX 3 amepukaHcbkoro Ilomitexniunoro iHcTUTYTY Penccenepa.

JlocaikeHHsT BUSBUIIO, 1100 OTPUMATH MEXaHI3M YIPaBIIHHS AYMKOIO IEBHOL
coliajbHOI Ipynu, HeoOXigHo 3aBepOyBatu juiue 10% Bix wiei rpynu. Tomy mnpu
smiicHenHi ITIB memamm dyepe3 TenerpaM-kaHaiau HEOOXiTHO BIUIMBATH MIHIMyM Ha
10% Bin yciel ayauTopii Tenerpam KaHaiy.

JUIi KOHKPETMKM pO3IJSTHEMO TejerpaM-kaHan «JladeH mnuiuey, sKuil Mae
HACTYIIHI XapaKTepUCTUKHU (Tabi1.2)

Tabnauns 2
XapaKTepUCTUKH KaHALY
Kinbxkicts [TomiTnuna Moga Temartuka ERRn
MIMTACHUKIB MO3UIlIA KaHATy | KOHTEHTY KaHay
1320 355 IIPOYKPAIHCBKUI | YKpaiHCbKa [ToniTuka 46,2%

KoedillieHT eMOIiffHOro CKJIaJg0BOi MeMy I03HAuMMO S. MOro TakoX MOXKHa
BU3HAUYUTU SK WMOBIPHMH BIJICOTOK TOro, IO 1H(OPMAIIHHO-NCUXOJOTTYHUHA BILIUB
BHUKJIMYE HEOOXIHY €MOIIII0 COIiaibHOI YacTHHU corio-TexHiuHoi cuctemu (CTC), Ha
Ky 3IIHCHIOETbCA BIUMB. T0OTO, SKIIO TEpBUHA EMOIlifHA CKIIaoBa MEMy — I
HEraTMBHA €MOIlis, TO 1 BHKJIMKATA BiH TMOBWUHEH HeraTWBHI emomii. SKmo mpu
3aiiicHeni II1B BUKIIMKA€THCSA MPOTUIIEKHA €MOILIis BiJl IEPBUHHOI, TO MOYXHA BBAXKATH,
10 BIUIUB OyJie HE YCHIUIHUM, a KOS(IIIEHT S — BiJ] EMHHUM.
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B Tenerpam € MOXJIMBICTH HE MPOCTO CTAaBUTH JIAHKW/AMU3NIANKU, a pearyBaTu 3a
JIONIOMOTI'OK0 TIEBHOT'O €MOJI31, AKHHM € MIAXOJALIMM JUIsl BUPAXXEHHS IIMPIIOro CHeKTpa
emouii micns B3aemonii 3 MemoM. OCHOBHUM MapaMeTpoM OL[IHKU Oyje eHepris Mema,
sika Moxke OyTu no3utuBHO (E+) Ta Heratusnoto (E-).

KoxHuii emon3i, TOCTaBJICHHUH MiJg MEMOM, OyJe pO3INIAIaTHUCA SK OJUHMIISA
eHeprii.

3a OAMHMIIO TO3UTUBHOI eHeprii Oyae BBaXKATUCS €MOI3i, SKH BUpaxkae
€MOLlil0, IO CIIIBMAJa€ 3 MEpPBUHHOI EMOIIIfHOI0 CKJIaJJOBOIO MeMa, uepe3 SKy
3MIUCHIOETHCS 1H(OPMAIIHHO-TICHXOJOTIYHUN BIUMB. [Hakme emoa3i OyaeMo BBaXkaTu
OJIMHUIICIO HETaTUBHOI €Heprii.

3a yac BILIMBY MeMy (4Yac >KUTTA MeMy) Oyzne oOpaHMH OonTHMalbHIN nepion,
KOJIN OCHOBHA OUIBIIICTh ayAUTOPIi Horo neperisHe, a came t = 24 roxa. Yac aii BimBy
MoXxe OyTH 301UIbIIEHHH, AKIIO HAa MeM OyJ]ie TOBTOPHO 3BEPHEHO YBAary JI0JaTKOBOIO
iH(dopMarriero a0 pernocToM B IHIIMKA TeIerpaM KaHal 3 BKa3aHUM TEPIIOIKEPETIOM.

[Ticast Toro, sIK 4ac >KUTTS MeMy CIJIMHE, MiApaxyemo eHeprito memy. Jlms
JIEMOHCTpAIlii PO3TJIAHEMO MEM 3 HaHO1IBLIOK KiJbKICTIO HETaTUBHOI €HEpril (puc. 4).

JlaueH nuLe

1 3enencbkuii 2HOHCYBaB HOBWIA KOMIMIEKCHWIA NaH Woa0
mMobinizauii B YkpaiHi

3a cnoBamMu NpesnieHTa, BiH Xxo4e, Wob ykpalHLi po3yminm NoBHWIA
nnaH aiA.
99 169K @3149 @ 1746 € 1302 ¢ 323 & 224

Puc. 4. Mem 3 HalOLIBIIIO KiJIBKICTIO HEraTHBHOI €HEprii

Ilepen movaTkoM BH3HAYEHHS €MOJ31 3 HEraTUBHONO/TIO3UTHBHOIO EHEPTIEr0
TpeOa MPOBECTH aHAI3 MeMa:

¢ (opma noganus memy (Fpd): BisyanbHa, oMHOpIAHA Y BUTIISAL TUTBKH TEKCTY;

o inpopmariitauit kouTeHT (Inf): omHOpPiTHUH, B MEMI € TIIBKH TEKCT;

® CKJIAIHICTh CTPYKTYpU: TOJOBHA eMOIliiiHO-3a0apBiieHa iHpoOpMAIlis,
BUJIJICHA BEJMKHM YEPBOHMM 3HAKOM OKJIMKY, JOMOBHIOETHCS KOMEHTApeM, SKHIA
BUKOHY€ (DYHKIIIIO «3TTIAJKyBaHHS BYTJIiBY;

e Meta [IIB mMemy: 3MeHIIIEHHS] HEraTUBHUX €MOILIIl Ta IPUBEPHEHHS yBaru J10
momii.

Cnuparounch Ha TOINEpeAHid aHai3, Kiacudikaimis eMOolid IS I[bOro MeMy
Oy/ie HaCTyITHA:

e Emoz3i 3 ounMa — XapakTepHu3ye, Te 110 oAU OyIyTh CIIOCTEpIraTu Hajaul
3a po3BuUTKOM noaid. Ockinbku onHa 3 uined IIIB — mpuBepHeHHs yBaru, TO JaHy
peaxiiiro OyJaeMo BiTHOCUTH /10 TTIO3UTUBHHUX.

e Emoza31 3 4YepBOHHMM CMalJIOM — XapakTepusye THIB, JallKy B JaHOMY
BHUIMAJKY, OCKIJIbKH 1€l eMof31 He BiamoBinae meti [[1B, HeratuBHa enepris;

e EMom3i 3 Iulauy4um cMaiioM — 03Hayae KalicTb a00 CMYTOK, HE B/IIOBI A€
Merti ITIB, HeraTuBHA eHepris;

e Emom3i cepis — o3Hauae 3romxy abo Bmoio0aHHs, MO3UTUBHA €HEPris;

e EmMoz31 BOTHIO — XapakKTepu3ye MIATPUMKY, KPYTICThb, 3a/J0BOJIbHAE METI
1H(OpMaIiITHO-IICUXOJIOT1YHOT O BILJIUBY, ITO3UTHUBHA €HEPTis;

e EMomist yCMiXHEHOTO CMailily — 3a3BH4ail BHUpakae pagicTb abo cMixX, MOXe
CHMBOJII3yBaTH CapKa3M, B JAaHOMY BUIIAJKY BiIHECEMO /10 MO3UTUBHOT €HEPTii.
Po3ibpaBumicy 3 kiacugikaiiero eMon3l BIAMOBITHO A0 NMEPBUHHOIO 3MICTY MEMY i
metu II1B, Mo’kHa BU3HAYUTH KiNbKICTh NMEBHOI eHeprii oTpumaHoi MmemoM. Ha ocHOBI
OTPUMaHMX JaHUX MOXKHA CIPOTHO3YBAaTH MOXIIMBE 3HAYCHHS KOeQilieHTa .
Po3paxyemo #oro sk BiZHOIIEHHS HEraTHBHOI €HEprii MeMy 0 3arajbHOi KiJbKOCTI
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peakiiii. TakuM YMHOM MOXHA BHU3HAUUTU PIBEHb CTIMKOCTI CHUCTEMH Jisi TEBHOTO

MeMY 3 MOro IEpBUHHUM 3MICTOM 1 IOCHIIUTH, SIK CUCTEMa pearye Ha neBHuit mem [11]:

CHCTEMa BBaXKA€ThCs CTiHKor0, Ko 0 < s < 0,4, yMOBHO cTiiiko10, ko 0,4 < s < 0,6,

HECTINKOIO, Ko 0,6 <s<1.

B Bunanky, skuii OyB posriasiHyTud, kKoedirieHT s = 0,2. Ile cBiguuTh, 10
iH(dopMmarliiiHa cucTeMa, Ky IpEACTaBIISIE TelerpamM-kaHan «JladeH muiey, CTiika s
JAHOTO MeMa.

Januit croci®6 BH3HAUYeHHA Koe]illieHTa eMOILifHOI CKJIaJ0BOi MeMa MOXHa
BUKOPHUCTOBYBATH K OJMH 3 MapaMeTpiB B Mozedi (3).

BucnoBku. B poGoti Oyno JOCHiPKEHO 1 OMMCAaHO TEXHOJIOrii 1 Crocodu, o

BUKOPUCTOBYIOTBCS IS TPOBENEHHS 1H()OPMAIifHO-ICHXOJIOTIYHOTO BIUIMBY Ha

cycrmisibetBO.  MoaudikoBaHo Moxenb  iH()OPMAMiHHO-TICHXOJIOTIYHOTO  BIUIUBY.

OTtprmMaHa MOZENb BPaxOBY€e METOAM MPOTHIT iIH(POPMALIHHO -TICHXOIOT1YHOMY BILJIUBY

Ta J03BOJISI€E TIPOTHO3YBATH 1H(MOPMAIIHHO-TICUXOJOTIYHNNA BIUIMB Ha COLIYM Ta

o0upaTH METOIU MPOTUIIT I[bOMY BIUIMBY IS 3MEHILIEHHS HOro HACHiIKIB.

3anpornoHOBaHO METOJA BH3HA4YeHHS Koe(dillieHTa eMOIIMHOI  CKJIaIo0BOl

KOHKPETHOTO MeMa, IO JO03BOJII€ BCTAHOBUTU CTYIIHb CTIHKOCTI COLIIO-T€XHIUYHOI

CHCTEMU Ha MPHUKJIaAl KOHKPETHUX TeJIerpaMm-KaHaliB.

3anporioHoBaHa  Moju(ikaiis  Mojedl Ta  METOAMKA  IPOTHO3YBaHHS
1HOPMAIITHO-TICHX0JIOTIYHOTO  BILUIUBY  (OPMYIOTH TEOPETHYHY OCHOBY  JUIA
MOJAJIBIION0  JOCHIKEHHST 1H()OPMAIIHHO-TICHXOJIOTIYHUX oOmnepalid B peaJbHUX
YMOBAX, IO € TMPEAMETOM MOJANbIIUX JOCIIIKEHb.
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METHODOLOGY FOR PREDICTING THE RESULTS OF INFORMATION
AND PSYCHOLOGICAL INFLUENCE

B.V. Havryliuk, V.V. Hulych, V.V. Zorilo

National Odesa Polytechnic University
1 Shevchenko Ave., Odesa, 65044, Ukraine
email: vikazorilo@gmail.com

The study of information and psychological security raises a number of issues related to ensuring human
security and preserving human health in connection with various types of information threats: targeted
information influence on the population through the media, the Internet, which can lead to negative socio-
political consequences; incomplete realisation of citizens' rights to receive and exchange reliable
information; provoking social, ethnic, religious tensions through the activities of certain media;
manipulation of Predicting the results of information and psychological influence is an important and
urgent problem not only on the scale of an individual, but also for the national security of the state. The
purpose of this paper is to increase the efficiency of forecasting information and psychological influence
by modifying the model of information and psychological influence based on the analysis of influence
factors. The paper reviews existing models for predicting the results of influence, from which a model
was selected for modification to improve the forecasting results. The result of the work is a methodology
that takes into account the channels of information and psychological influence, the emotional component
of memes and the methods of counteraction that can be used by the opposing side, which allowed to
create a theoretical basis for further practical research. The results obtained can be used to predict the
information and psychological impact on society and/or to choose methods of counteracting this impact to
reduce its consequences.

Keywords: information and psychological influence, forecasting of influence, emotional component of
meme, information and psychological operation.
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3AXUCT JOKAJBbHOI MEPEXI BIJIl DDOS-ATAK HA OCHOBI JIAHUX
MEPEXEBOI'O TPA®IKY

M.IO. [dymeiiko, I.I. Bo6ok

Hanionansauii yHiBepcuter «Oiecbka MOTiTeXHIKa»
1 lleBuenka mp., Oxeca, 65044, Ykpaina
email: menl ster69@gmail.com

JocmimKeHHs BUCBITIIIOE BaXKJIMBICTh Ta akTyalbHICTh aTak S YN-flood B cygacHOMy
IU(pPOBOMY CEPENOBHII, 3 OCOOJIMBIM aKIIEHTOM Ha MapHIPYTH3aTOPH K IEpILy
naHky oboponu. DDoS-arakm, oo BHKOPHCTOBYIOTH Merogonorito  SYN,
MIPOJIOBXKYIOTh MPEACTABIATH CEPHO3HY 3arpo3y Uil CTadIIbHOCTI Ta Oe3eKu
MEpPeXEBUX 1HPpacTpyKTyp. AHami3yroun cydacHuid Janmmadr kibep3arpos,
BHUCBITIIOE€TECS MacIITabHicTh Ta yacTora DDoS-arak SYN-flood, 110 cTaBiasTs mif
3arpo3y poOOTy MapHIpyTH3aTOPiB. 3a3HAYAETHCSL, IO EBOJIIOLIS TAKHX aTaK BKIFOYae
B ceOe BUKOpUCTaHHS OOTHETIB, PO3MOMAIJICHI MEPEXEBI PECYpCH Ta IHTENEKTyaIbHi
TEXHIKH, YCKJIAJHIOIOYM BHSBIEHHS Ta CTpuMyBaHHS. OCHOBHHH (QoOKyc
JIOCITI/PKEHHS! CIIPSIMOBAHHHN Ha POJIb MapUIPyTH3aTOPIB SIK MEpIIoi JJAHKH 0OOpPOHH.
3'coByethes, sk SYN-flood BrumBaroTh Ha Tpane3faTHICTh  MEpPEKEBOTO
oOyiasHaHHS, 30KpeMa, Ha MapIIpyTHU3aTOpH, Ta aHali3ylOThCS BUMOTH IMIOJO
e(pEKTHBHOTO 3aXHCTY Ha IbOMY piBHi. JlOCIiKeHHS PO3MIIAIae CydacHi TEXHOJOTIT
Ta CTpaTerii 3axucTy, 30KpeMa B KOHTEKCTI MapIIpyTH3aTOPiB, SIKi MOXKYTb BUSBUTH
ta MiHimizyBatn BIumB SYN-flood. 3arfikaBieHiCTh y BHUKOPHCTaHHI HOBITHIX
meroniB, Takux sk TCP SYN Cookies Ta iHOI TeXHONOTIi, sIKi €(EeKTHBHO
KOHTPOIIOIOTH aHOMAIBHHHN Tpadik, € KIFOIOBOIO TEMOIO TOCTiKeHH. Pe3ynpratn
JOCIIKEHHS CIYT'YIOTh SIK IMiJICTaBa JJIs PO3POOKH Ta BIPOBAKCHHS e(PEKTHBHUX
CTpaTeriii 3aXxWcTy Ha pPIBHI MapIIpyTH3aTOpiB, CIPSMOBAHWX Ha 3a0€3MEUCHHS
CTaOUTBHOCTI Ta OE3MEeKN MEpeKeBHX 1HPPACTPYKTyp y 30HI mocTiitamx DDoS-
Hamazis SYN-flood.

Kurouosi cioBa: mepexa, 3axuct Big DDoS, TCP SYN araka

Beryn. ¥V cydacHomy mudpoBomy smaHnmadTi, 1€ HaAIMHICTh Ta 0e3lmeKa MepeKeBUX
1HQPAaCTPYKTYyp € BHU3HAYAJIbHUMU (akTOpamu [Uisl (PYHKIIOHYBaHHS NMPAKTUYHO BCIX
acleKTIB cycnuibcTBa Ta O13Hecy, DDoS-ataku, 30kpemMa Ti, 110 BHUKOPUCTOBYIOTH
Metozgomorito SYN, 3ainuIiaoTbcs akTyallbHUM Ta HapocTarouuM Bukimkom. SYN-flood,
K1 BAKOPHCTOBYIOTh HEJ[OJIIKH B PYKOCTUCKaHHI poTokoiay TCP, BU3Haual0ThCs CBOEIO
e(EeKTUBHICTIO Ta 3/JaTHICTIO MEPEeBAHTAXKYBATH MEPEKEBE OONaTHAHHS, CTABIIAYH Tif
3arpo3y HopMaJibHe (DyHKIIIOHYBaHHS MEpPEX Ta CEpBEpIB.

CyuacHl 3J0BMHUCHUKM BCE 4YacTillle BAAIOTbCA [JO BJOCKOHAJEHHS Ta
iHTeHcudikanii DDoS-atak SYN-flood, BukopucTOByrOUM pO3MOALIEH] MEpEKEBI
pecypcu, TexXHIKy OOTHETIB Ta IHTENeKTyaldbHl amroputMu. lle mnpusBoguTh 10
30UTBIIIEHHS MAacIITa0lB Ta YaCTOTH aTaK, BHACIIOK YOro BUHUKAE 3arpo3a JijIs CTIHKOCTI
1 JIOCTYITHOCTI 1HTEPHET-CIy>K0, Oi3HEC-poIeciB Ta 3arajbHOi Oe3NeKH MEpEeKEeBOro
OTOYEHHS.

BpaxoByroun BakJIMBICTh MEPEKEBHUX TEXHOJOTM y Bcix cdepax KUTT,
BUpilIeHHs1 npoOieM, moB'a3anux 3 DDoS-atakamum SYN-flood, crtae kputuyHoro
3aja4yero. AHaji3 Ta BIPOBA/KEHHs 3aXMCHUX CTPATEriil Ha piBHI MapIIpyTU3aTOPIB, SIK
KITFOYOBOI JJAaHKK 000POHH, BU3HAYAIOTHCSI HEOOX1/THICTIO 3a0€3MeueHHs CTIHKOCTI MEepek
Ta 30epeKeHHS HOPMaJbHOrO (YHKIIIOHYBaHHS B YMOBaxX HajJMipHOTo Tpadiky Ta
Kibep3arpos.
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Jnst BupimieHHs Ii€i mpoOJieMH, BaXKIIMBO BJIOCKOHAIOBATH TEXHOJIOTIT Ta
MEXaHI3MH 3aXUCTy Ha piBHI Mapuipytu3zaropiB. HoBi crparerii, Taki ik BUKOPUCTaHHS
TCP SYN Cookies, siki JUHAMIYHO F€HEPYIOTh 11€HTU(IKATOPU 1JI1 HOBUX MIIKIIIOYEHbD,
abo 1HII IHTEJEKTyaJdbHI MeToAu QuibTpamii Tpadiky, CTalOThb BaXXJIUBUMH IS
3abe3nedeHHs epekTuBHOro mpotucTosHusa atakaM SY N-flood.

OnHak icHye iHIIA acCHEeKT aKTyaJIbHOCTI, IMOB'I3aHMM 13 37aTHICTIO aTak SYN-
flood eBomoLiOHyBaTH Ta aJanTyBaTUCS A0 Cy4aCHUX 3aXOJIIB 3aXUCTY. 3MTOBMHUCHUKH
BHKOPHCTOBYIOTh TEXHOJIOTIl MITYYHOrO IHTENIEKTY Ta MAIIUHHOIO HaBYaHHS IS
BJIOCKOHAJICHHSI CBOIX CTpaTerii Ta 0o0xix 3axomiB Oe3neku. e cTaBUTh BUKJIHMK TIEpeN
pO3pOOHUKAMH Ta aaMIHICTpATOpaMHU MEPEKEBUX CHCTEM Y TONIyKaxX HaWOUIbII
IHHOBALIMHUX Ta €()EKTUBHUX 3aXO1B 3aXUCTY.

OTtxe, 3a0e3nedeHHsl CTIMKOCTI Mepex 1 e(heKTHBHOCTI MapuIpyTH3aTOpiB B
yMOBax MocTiifHo 3pocrarounx DDoS-arak SYN-flood € mpo6aemoro mepmuioueproBoro
3HAauYeHHS, BUMAraiouu MOCTIHHOrO BIOCKOHAJIEHHS TEXHIK 3aXMCTy Ta BIPOBAIKEHHS
IHHOBALlIMHMX TMIIXOMIB I 3a0e3medyeHHs HaIIHHOCTI 1 O€3MeKH MepeKeBHUX
iHDpacTpyKTyp.

Meta crarri Ta 3aBJaHHs Joc/igxeHHsi. Meroro 1i€i cTarTi € po3poOka OLIbLI
epekTuBHOrO anroputMmy s OnokyBaHHss DDoS arak, mo BuxopuctoByroTh SYN
MaKeTH, Ha MapIIPyTU3ATOPI.

JI71st TOCSTHEHHS METH CTaTT1 HEOOX1THO BUPIIIUTH TaKi 3aBJaHHS:

1. PoziOpaTucsa xKyau ayTh pecypcd MapuIpyTH3aTopa i 4ac BUKOPHCTaHHS
texrounorii TCP SYN COOKIES

2. Po3pobutu O1s1b11 epeKTUBHUN aJTOpUTM OJIOKYBAaHHS KOPUCTYBayiB
OcHoBHa yactuna. TCP SYN Cookies npencTaBisitoTb co0010 epeKTUBHUN MEXaHi3M
3axucty Bia atak SYN-flood B koHTeKCTI pykocTuckaHHs npotokosy TCP. Bouu Oynu
po3po0IIeHi It TOro, mo0 3a0e3neYnTH HalIHHUKN Ta eHEKTHBHUN CIIOCIO BUSBICHHS Ta
3axucty Big DDoS-arak, 30kpeMa THX, $Ki BHUKOPHCTOBYIOTH BpPa3JIMBOCTI Yy
MOYaTKOBOMY eTarti BcTaHoBieHHs TCP-3'enHaHb.

OcHOBHa i1ed MOJsrae B TOMY, 1100 YHHUKHYTH BHJIIJICHHS pECypciB JUis
30epiraHHs CTaHy HEIMiITBEP/DKCHUX 3'€JHAHb HA CEepBEpi 0 TOrO MOMEHTY, MIOKU HE
Oylne OTpUMaHO MIATBEP/KEHHS BiJl KJII€HTA. 3aMicTh 30epekeHHs MOBHOTO CTaHY
MIJKIIOYEHHS, CEpBEP I'EHEPYE YHIKAIbHUI 1EHTU]IKATOP A1 KO)KHOTO HOBOro SYN -
3aIUTYy, 10 HA/ICUIIAETHCS KITiEHTOM.

Komu xiienT nosepraerhes 3 niarsepaxeHHaM (ACK), cepBep Moxe BIJHOBUTH
MOBHUW CTaH MIiAKIIOYEHHS 3a JOMOMOI'OK 30€peKEHOro ijeHTH(ikaTopa Ta IHIIUX
BIJIOMOCTEH, HEOOXiTHUX ISl MpaBWIbHOI 00poOku. Skmo SYN-miaTBep/HKeHHS HE
OTPUMAHO MPOTATOM IEBHOI'O YACOBOI'0 1HTEpBaly abo0 SKIIO BiOYyBa€eThCs siKa-HEOY b
aHoMaJis, 1AEHTU(IKATOp BHUAAISAETHCSA, 3BUIBHIOIOUM pECypcd, 1 THUM CaMUM
YCKJIaJHIOIOUH 3JaTHICTh aTaKyBaTH BEJIUKY KUIbKICTh HENIATBEPIKEHUX 3'€ THAHD.

[lepeBaru TCP SYN Cookies Bko4aroTh B cede eheKTUBHE BUKOPHUCTAHHS
OOMEKEHUX PECypCiB cepBepa, YHUKHCHHS IepernoBHEHHs OydepiB Ta 3a0e3neueHHs
HajiliHoro BusBieHHs atak SYN-flood. OgHak, cimiji BpaXOByBaTH, 1[0 BUKOPHCTAHHS
TCP SYN Cookies moxe MaTu eBHEe 00YMCITIOBAIbHE HABAHTAXKCHHS IPU TeHepallii Ta
00poO11i YHIKaJIbHUX 1J€eHTU(IKATOPIB ISl KOXKHOTO HOBOTO IMiIKJIFOYECHHS.
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Puc. 1. Anroput™ 00poOKHM aKeTiB MapIIpyTH3aTOPOM [6]

Onnum 3 HenonikiB TCP SYN Cookies, moB's3anux 3 00poOkoro makeTiB SYN Ha
Mapuipytusatopi nig yac DDoS-ataku, € moBHE MPOXOKEHHS MaKeTy 4epe3 yci eranu
00poOku (puc. 1), BK/IIOYaOUM BHYTPIIIHI MEXaHI3MH, Takl sK po30ip 3aroyioBKiB Ta
nepeBipka mpaBui QinbTpanii. Iledl mpomec BuMarae BeTWKOi KiJIBKOCTI pecypciB
MapHIpyTH3aTOPa 1 MOXKE MPU3BECTU O CYTTEBOI'O HABAHTAKEHHS 111 YaC MACIITAOHUX
aTak.

ITig yac SYN-flood, 3MOBMUCHHMKHM IITy4YHO T€HEPYIOTh BENHKUN MOTIK SYN-
3aMHTiB, HAMArarYKCh MEPEMOBHUTH pecypcH cepepa. Komm KokeH 3 HHUX 3aluTiB
TTOBMHEH MOBHICTIO TTPOWTH BCI €Tany 00poOKH Ha MapIIPyTH3ATOPI, I1€ CTBOPIOE 3HAYHE
HaBaHTAXKEHHS Ha MPOIECOp Ta maM'sITh 00JaHaHHSL.

Takuil miaxig copusie BEMMKIM KiUTBKOCTI BUTPAYEHUX pecypciB Ha 0OpoOKy
¢anpmBux abo HempaBoMmipHUX SYN-3amuTIB, BUTpayarOyH MPOMYCKHY 3AaTHICTh Ta
O0YHCITIOBANIFHI pecypcH Ha Te, 00 BU3HAYUTH, YU IIi TTAKETH € JICTITHMHUMH.

VY 3B'I3Ky 3 IIUM, PO3TISAAAETHCS MPOOJIeMa aCHMETPUYHOT0 HaBAaHTA)KCHHS Ha
MepexkeBe oOnamHanHsa mig yac DDoS-atakwm, xomm Benmukuit oocsar SYN-3anuTiB
NpU3BOIUTH 0  HAAMIPHOTO  BUKOPHCTAaHHA  OOYHCIIOBAJIBHUX  pecypciB
Mapuipytusatopa. Lle mMoxe mpu3BecTH 10 3HIKEHHS MPOAYKTHBHOCTI MEpexi, a B
NEeSIKAX BUIMAIKAX 1 10 BIAMOBHU 00JIagHAHHS M1 BIUIMBOM aTaKH.

[Ipu BUBYEHHI €)eKTUBHOCTI METOAIB 3aXUCTY B1Jl IIK1AIMBOro Tpadiky, BAHUKAE
KIIFOUOBMW AaCMEKT IWIOJ0 B3a€EMO3B'A3KY MIK 3aXHCTOM MEpEeki Ta O0O0pOoOKOIo
neriTuMHoro tpadiky. BinkmrodeHnns iHTepdeicy 1 0;10KyBaHHS MK JIMBOTO Tpadiky,
X04 1 € e()eKTUBHUM 3aXO0J0M, BOJAHOYAC CTBOPIOE BEIHKI TPYTHOII JUIsi HOPMAJIbHOT
00pOOKHM JICTITUMHUX 3'€THAHb.

VY pa3i BiakiaroueHHs iHTepdelicy ayis OJOKyBaHHS aTakd, Becb Tpadik,
BKJIFOYAIOUH JICTITUMHHM, TAKOX MiJAMA€ThCSA MPU3yNMHHEHHIO. [[e MoXe mpHu3BecTH 10
cepiio3HUX MpoOieM 3 HaAIMHICTIO Ta JOCTYIHICTIO MEpEXi, OCKIJIbKH JEriTUMHI
KOPHUCTYBa4i YU CIYKOM HE MOXKYTh B3aEMOJIISATH 3 MEPEXKEIO MPOTATOM I[LOTO Yacy.

3 iHmoro 600Ky, 00poOka mKigmuBoro Tpadiky Ha piBHI 3arojoBkiB IP-makeris
HaJla€ MOXKJIMBICTb PAaHHBOI'O BHUSBJICHHS Ta (QUIbTpaIil MOTCHIIHHO HEOE3MEUHHUX
MAKeTiB, He MNPU3YNUHAIOYM JeriTuMHUKA Tpadik. lle 3ale3meuye HopmasbHE
(YHKII1OHYBaHHS JIETITUMHHX 3'€IHAHD
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[Tpu rimbokoMy aHai3i anrroputMy oOpoOku makeriB Ha piBHI IPv4 ta IPv6 B
MEpEXEBUX CTEKaxX MAapUIPyTU3aTOPIB, BUSABJIAETHCS, 1110 OJIOKYBaHHS 3'€JHAHb Ha €Talll
prerouting Tta B yaHIOKKYy RAW PREROUTING Mmoxe Oyt edeKkTUBHIILIUM Ta
ONTUMAJILHUM 3 TOUKH 30py 3a0e3neueHHs 0e3MeKH Ta NPOAYyKTUBHOCTI MEPEXKI.

ROUTING

' IPSEC
: PREROUTING "_ DECRYPTION e

ROUTING
FORWARD
DECISION INPUT
=

v

POSTROUTING

QUTPUT

IPSEC H. ROUTING
ENCRYPTION DECISION

Puc. 2. Anropurm 06po0ku 11t IPv4 ta IPv6 nakeris [6]

Ha erami prerouting (puc. 2) maket# oOpoOISIOTECS 0 TOTO, SK BOHU HAaBITh
JiIyTh 10 OCHOBHOI 00po0OKH Ta OymyTh Aemdposani. Le panHe BTpydaHHs B 00poOKy
MAaKETiB JI03BOJIAE BXKUTH 3aXOJ[iB OE3MEKH 10 BUKOHAHHS BCIX 1HIIUX OmNepalliid, TaKux
SIK MapIIpyTH3aIlis.

brokyBaHHS Ha IIBOMY €Tali MOXK€ 3HAYHO 3MEHINUTH HABAHTAXXKCHHS HA 1HIII
YaCTHHU MEPEXKEBOr0 CTEKY, TaK SK MAKETH, sIKi HE BIJANOBIJAIOTH MpaBUIaM Oe3IeKH,
MOXYTh OyTH BIAXWIJIEHI 1€ 10 MOJAJbIINX €TaIiB 00POOKH.

Jlanurookok RAW PREROUTING (puc. 3) € yactuHow (iabTpalii NakeTiB Ha
paHHbOMY e€Tami, A€ BOHM € He B3sUIM y4yacTb B po3dopi TCP abo iHmmx
BHCOKOPIBHEBUX ITPOTOKOJIIB.

brokyBaHHS Ha IbOMY €Talli 03BOJIsI€ 3a0€3MeYUTH MaKCUMaNIbHY €(eKTUBHICTb,
OCKiJIbKM HE€ BHUHHKA€E HEOOXIHOCTI BUTpayaTH PECypCcH Ha TMOBHUH po30ip MaKeTiB,
SIKIIO BXK€ B1JIOMO, 1110 BOHH MAIOTh OyTH BIAXHUJICHI.

Bumesaznaueni eranu € NepCeKTUBHUMH JIJISl 3aCTOCYBAHHS 3aXOMIB O€3IMeKH,
OCK1JIbKH BOHH JI03BOJISIIOTH MAKCHMAJIbHO PAHHE BUSBJICHHS Ta BIAXUJICHHS IIKIJIMBOTO
Tpadiky, 3a0e3medyyrour THUM CaMHM 30€peXEHHS MPOMYCKHOI 3JaTHOCTI Ta
epexTUBHICT, Mepexi. bllokyBaHHA Ha ertami prerouting Ta JAHIIOKKY RAW
PREROUTING € k11090BUMHU KOMIIOHEHTaMHU KOMILIEKCHOT CTpaTerii Oe3meKu Mepexi.
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Puc. 3. Jlaniroxxku noetamHoi o6pooku IPv4 ta IPv6 makeris

[licast BU3HAUEHHS OCHOBHMX AacCHEKTIB CTpaTerii OJIOKyBaHHS ILIKIJJIMBOTO
TpadiKy, HAaCTYIIHUM BaXJIMBUM KpPOKOM € BH3HAuUEHHS KpUTEpIIO, 3a SKUM Oyne
BinOyBaTHCsl  OJIOKyBaHHs. Y  BallOMy BHIIQJIKy, SK TECTOBUH  KpHUTEpil
BUKOPHCTOBY€THCSI KUIBKICTh  BIJIpaBJ€HUX KopucTyBaueM SYN-makeriB s
BCTAHOBJIEHHS CecCiil.

Kinpkicte BinmpaBieHux SYN-MakeTiB MOXE CIY)KMTH BaXKJIUBUM KPHUTEPIEM,
ockinbkn SYN-flood wyacto XapakTepu3ylOTbCS BEIMKOI KUIBKICTIO IITY4HO
sreHepoBaHuX SYN-3amuTiB, CIPIMOBAHUX HAa aTAKOBAHY CUCTEMY.

Kputepiii Bkitouae B ceGe MOpOroBe 3HAYEHHS, SIKE BU3HAYa€ MAKCHMAJIbHO
MPUITYCTUMY KinbKicTh SYN-MakeTiB MPOTArOM NEBHOro dacy. SIKmjo e mopir
MEePEeBUIICHUI, MOXXE BBIMKHYTHCS OJIOKYBaHHS JUIsI IMOJANBIIOTO OOMEXKEHHS ado
BiIXUJIEHHS TpadiKy BiJ JKepesa aTak.

[Ipn mOCSATHEHHI MOPOTOBOrO 3HAYEHHS MOXYTh 3aCTOCOBYBATHCS 3aXOIU
Oe3mnekw, Taki sk 070KyBaHHs [P-aapecu abo BiAXUIICHHS MTAKETIB B/l IHOTO JKEpEa.

BuxopucTtanHs KpuTepito KUIBKOCTI BiampasieHuX SYN-MakeTiB € PO3yMHUM 1
BpaxoBye crenudiky atak SYN-flood flood. Anantyroun #oro 10 KOHKpETHHX YMOB Ta
0COOJIMBOCTEN MeEpeXki, MOXHA CTBOPUTU €(PEKTUBHUH MeEXaHI3M OJIOKYBAaHHs, SKUN
CIPUATHME 3aXUCTY BiJI MOTEHIIHHUX aTaK Ta 3a0€3MeUnuTh CTabiIbHY pOOOTY MEPEKi.

Mig Y&C OTPHIMBHHA HOEOTD MAKETY BIA SADEMHCHHKY
) 3 - NG PLUPYTHIATOP 0ARESY BinfipOCHT LS Nexet Ges ofipofiki, Ta 3
TpH CTPHIMEH] MEKETIE MBPLIPYTHIATOD AYBAKDE IX y Nporpanty AiHIMBNLHHMH SATPEUEHHLH PECYRCEMH

Mwimmnmpo&m.
nepesIpky Ha IWKANMBICTL

MaplpyTHIATOP OTPHMAE NAKET M OTPHUM3HHI HOBOID NAKETY Bif, TMOEMHCHHKA

FAKILO NEKET WKIKAH snﬁvro NPOTPEME EHARAAE 3 MEPLDYTHIATODY
ECi cecil NoE'A3aHH 3 aANi BAPECO BiANPAEHHKE, T8 BADKYE SANi
BAPECY ¥ ABHLKKY raw prerouting

Puc. 4. Anroputm 00poOKH MaKkeTiB MapuIpyTH3aTOPOM 3 OJIOKYBAHHSIM IIKiJIMBOTO
Tpadiky

Ha ocHOBI BChOro BuIIlE 3raJaHOr0 MOXKHa PO3POOMTH HACTYNHUHN aITrOpUTM
6opotsbu 3 atakoro SYN-flood flood BukopucroByrounm e(eKTHBHUN NiAXiA AJIs
BUSIBJICHHS Ta OJIOKYBaHHS INOTEHLIHHO MIKiamuBoro tpadiky. [laBaiite posrisiHeMo
KOJKEH KPOK IIbOT'0 JITOPUTMY O1JIBII AETATIBHO:
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1. Ilporpama, sika mpaioe Ha CaMOMYy MapUIpyTH3aTOpi, Bele XypHan ceciit
MPOXO/KEHHs Tpadiky depe3 Mapupytuzatop. Lle Bkirodae iHdopmallio mpo KOxHY
cecito, 30kpema [P-ampecy kopucryBaya Ta KinbKicTh BianpaBieHux SYN-makeTiB.

2. Ilporpama aHami3ye *)ypHaJl CeCiii Ta BU3HAYa€ KOPUCTYBauiB, KUIBKICTh CECiid
SIKUX TIEPEBUIIYE MOPOroBe 3HaueHHs. Lle MoXke CIy)KMTH 1HIMKATOPOM IOTCHIIIHHOT
ataku SYN flood.

3. Ilicns BuUsBIEHHS TEPEBUILNEHHS TMoOpory, mporpama mnepenae IP-agpecy
BIJIMTOBIIHOTO KOPUCTYyBaya A0 MaplIpyTU3aToOpa JJIs MOJAIbIINX 3aX0/11B OJIOKYBaHHS.

4. Mapuipytuzatop 00pobsisie orpumany IP-ampecy vy nanHmroxkky RAW
PREROUTING. Ile no3Boiisie BXXHUTH 3aX0[iB O€3MEKH Ha PaHHBOMY e€Tami o0poOKH
MAKeTiB, IEPE TUM K BOHH OyTyTh IOBHICTIO PO3TOPTATHCS BUIIMMH PIBHSMH CTEKY.

5. Mapmipytuszarop Onokye BkasaHy [P-ampecy, 3amo0iratouun TPUAHSITTIO
nofaneimx SYN-makeTiB Bif 1poro jukepena. Lle edhekTHBHO oOMExXye MOMKIMBICTH
3MIHCHEHHS HOBUX CECiii BiJl aTaKyIOuoro KOpUcTyBaya.

6. Ilicns 6mokyBanHs [P-anpecu nporpama Bualisie Bci cecii IbOro KOPUCTyBaua 3
KypHasy ceciii mapmpyrtuzatopa. Lle crpusie onTumizamii BUKOPUCTAHHS pecypciB
MapLIpyTH3aTOpa Ta 30€peKEHHIO MTPOITYCKHOI 34aTHOCTI.

3anpornoHOBaHUM alrOpUTM JO3BOJISIE€ BYACHO pearyBaTH Ha IiJ03pLll aKTUBHOCTI,
0JIOKYBaTH MOTEHLIMHO MIKIUVIMBUN Tpadik Ta 3aXUINATH PECYpPCH MaplIpyTHU3aTOpa Bij
HaJMipHOTO HaBaHTakeHH i yac atak SYN flood.

BucHoBku. VY crTarTi po3risHyTO TMTaHHA 3axucty Bim atak SYN-flood Ha
Mapuipytu3atopax. [Ipoimnm dyepe3 OCHOBHI MpoOJieMH, 110 BUHUKAIOTH MPH TaKUX
aTakax, 1 BUCBITJIMJIM KJIFOUOBI CTpaTerii Ta TEXHOJIOTT IS X e()eKTUBHOrO YIPaBJIiHHS.

Posrnsaymu aktyansHicte DDoS atak SYN-flood croroani, 3a3HaunBIIM iXHIO
3arpo3JMBICTh JJII HOPMaJbHOrO (DYHKIIIOHYBaHHS MeEpex Ta cepmiciB. [leranmpHO
PO3TISHYIM MeXaHi3M 3axucty Bi SYN arak Ha MapuIpyTH3aTopax, 30KpeMa, 3po0uim
akueHT Ha BuKopucrtanHi TexHonorii TCP SYN COOKIES, ska chnpsMoBaHa Ha
3MEHIIICHHS] HABAaHTA)KEHHS Ha TIPOI[ECOPH 00JIaTHAHHSI.

Bimznauwmm, mo BiaciuyeHHs mKiamuBoro Tpadiky Ha erani oOpoOKH 3arojIoBKiB
[P-makeTiB € JOMINBHINIMM, OCKUIBKH 1€ J03BOJISIE 3a0€3MeUUTH €(HEKTUBHUMA 3aXUCT
Mepexi 6e3 BTpaTu MPOMyCKHOI 3JaTHOCTI Ta HaJilfHOCTI.

Takox posrisHyan edexktuBHUM minxin mpo O6opotsbu 3 SYN-flood, sxwmii
BKJIIOUAE B ce0€ BEIEHHS JI€TAIbHOIO XKYypHaIy Ceciil, BUSBIEHHS NOPYIIEHb, Iepeaady
iHpopMmaLii 10 MaplpyTu3aropa, OJOKyBaHHsA aimi ajapec Ta ONTUMI3aLIO
BUKOPUCTaHHS PECYPCIB.

3a CcTaTTIO PO3KPUTO BAXKJIMBI ACIIEKTH Ta CTpaTerii B 00J1acTi 3aXUCTY Bij aTak
SYN-flood flood, 30kpema Ha MapuIpyTH3aTOPaX, IO CIIPUSIE TTOKPAIICHHIO OE3MEeKH Ta
CTIMKOCTI MEPEX IPOTH LIUX 3arpo3.

VYce BuIlle3a3HauYEHE CBIAYUTH MPO BAXIIMBICTh Ta aKTyaJbHICTh PO3POOKHU Ta
BIPOBAHKCHHS €PEKTUBHUX 3aXO0/1B O€3MEKU JJIs 3aXUCTY MEPEKEBOr0 00IaHAHHS Bl
atak DDoS, 3okpema, Bim atak SYN-flood. Bimminenns mkigmmBoro tpadiky Ha
paHHBOMY eTami OOpOOKM NaKeTiB, BUKOPUCTAHHS I1HTEICKTyaJIbHMX aJlOPUTMIB Ta
TEXHIK, € HEOOX1JIHUMH KOMIIOHCHTAMH CYy4aCHUX CTpaTeriii KibepOe3meku.

3anponoHOBaHI METOM aHai3y Ta peakilii Ha aHOMaJIii y BUTJIAA1 OJIOKYBaHHS
[P-anpec npu JOCSITHEHHI MOPOrOBUX 3HAa4Y€Hb CECld JO3BOJIAIOTH BHUSBIATH Ta
epeKTUBHO OOMEXyBaTH IIKIUIMBHM Tpadik, 3a0e3neuyroun Ipu IboMYy 30epexeHHs
pecypciB Ta TPOIYKTHBHOCTI MEPEXKI.

B wminmomy, 3axuctr Big atak SYN-flood Ha wmapmpyTtuzaTopax BHMarae
IHTErPOBAHOTO Ta PETENHHO MPOAYMAHOTO MiTXOAY, OCKIIBKH IIi aTAKH MOXYTh CYTTEBO
MiJipBaTH Tpalne3faTHICTh Mepexi Ta mociayr. Po3poOka Ta BJOCKOHAJIEHHS TaKHUX
3ax0/[iB 0e3MeKU € BaXJIMBUM €IEMEHTOM Y 3a0e3ledeHH] cTaOUIbHOCTI Ta HaliHOCTI
CY4aCHHMX MEpexeBUX 1HPPacTpyKTyp.
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LOCAL NETWORK PROTECTION AGAINST DDOS ATTACKS BASED ON
NETWORK TRAFFIC DATA

M.Yu. Dusheyko, I.I. Bobok

National Odesa Polytechnic University
1 Shevchenko Ave., Odesa, 65044, Ukraine
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The study highlights the importance and relevance of SYN attacks in today's digital environment, with a
particular focus on routers as the first line of defense. DDoS attacks using the SYN methodology continue
to pose a serious threat to the stability and security of network infrastructures. Analyzing the current
landscape of cyber threats, the article highlights the scale and frequency of SYN DDoS attacks that
jeopardize the operation of routers. It is noted that the evolution of such attacks includes the use of botnets,
distributed network resources, and intelligent techniques, making them difficult to detect and deter. The
main focus of the study is on the role of routers as the first line of defense. The study examines how SYN-
type DDoS attacks affect the performance of network equipment, including routers, and analyzes the
requirements for effective protection at this level. The study examines current technologies and defense
strategies, particularly in the context of routers, that can detect and minimize the impact of SYN DDoS
attacks. The interest in using the latest techniques, such as TCP SYN Cookies and other technologies that
effectively control anomalous traffic, is a key topic of the study. The results of the study serve as a basis
for the development and implementation of effective protection strategies at the router level aimed at
ensuring the stability and security of network infrastructures in the area of constant SYN-type DDoS
attacks.

Keywords: network, DDoS protection, TCP SYN attack.
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MOJUPIKAIIA AJITOPUTMY BUABJIEHHSA KJIOHYBAHHSA KA/IPIB Y
BIZEOITOCJIIJOBHOCTAX

0.B. Imapionoga, O.1O. JIebeneBa

Hanionansauiil yHiBepcuter «Oiecbka MOTITEXHIKA»
1 lleBuenka mp., Oneca, 65044, Ykpaina
e-mails: o.y.lebedieva@op.edu.ua ilarionova.olga.l@gmail.com

B po6oti po3pobieHo Moaudikaiio arOpuTMy BHSBICHHS KIIOHYBaHHS KaJpiB Y
BiZIOTIOCHIIOBHOCTSIX. JKUTTS Cy4acHOT JIFOJJMHA HEMOXIIMBO YSIBUTH 0€3 TOCTIHHOT
MPUCYTHOCTI Y HbOMY HU(POBUX TeXHOJOTI. BOHM cTaiu HEBiJ €MHOIO YaCTHHOIO
Hamoro modyry. Y KOXHOro € cMapTdoH, Maike KOXKEH BOJIOJIE MepCOHABHUM
KoMmIT'toTepoM abo HOyrOykoM. TexHosorii ¢oTo- Ta BiZICO3HOMKH, a TaKOXK
PO3IOBCIOKEHHSI Ta OIPUIIFOIHEHHS 3HIMKIB 1 BifI€0, TaKi, K COLIMEPEKi, 3poOnImcs
HEBi'eéMHOI0 4YacTuHOIO mnudposizanii. [{udposizaris momwmpuiach 1 Ha Jyxe
Ba)KJIMBI JJIS KUTTSI JIEOJICTBA ChepH, TaKi OT sIK KpUMiHaIicTHKa a00 3ac00M MacoBoOi
inpopmarii. [ns toro, mob MaTh AOBIpy J0 BijeoMaTepianiB, sKa Haa3BHYAWHO
Ba)XJIMBa y KPUMIHAJIBHUX DPO3CIiTyBaHHSAX, CYIOBUX CIIpaBax Ta iHPOpMAaIiifHUX
Mepexax, NOTpiOHO po3BUBATH cepy BUKPHUTTS Moaudikaniil ta dpanbcudikamiin y
BiJieo- Ta oTOMarepianax, po3poOsATH HOBI METO/IH, 1110 JT03BOJISIOTH BIIEBHUTHCS B
LTICHOCTI Biieo abo BUSABHUTH (anbcuikalito, Ta MOAU(iKyBaTH i BHOCKOHAIOBATH
BXKe po3poOieHi. B poOOTI BHKOHAHO aHai3 METOMIB I 3HAXOJKCHHS
¢anpcudikaniii y BiI€ONOCHiJOBHOCTAX Ta Cy4acHHX ()OpMaTiB 1 aJITOPUTMIB UIs
30epeXeHHsT 1 CTUCKAHHS BIJEOMOCIIOBHOCTEH. Y pe3ynbTaTi aHaiizy Oyio
BUSIBJICHO MTOTOYHHI CTaH PO3BUTKY c(hepH BUSIBICHHS MiAPOOOK Bi/IeO Ta BUBHAYCHO
HaWnomynspHimi BifeopopMaT. Byno mpoBeneHO eKCIIepUMEHTH 3 BiJIe0 Pi3HHX
(dhopMaTiB Ta PO3MTBHUX 3ATHOCTEH, 310paHO Ta MPOAHATI30BAaHO JaHi, M YOro
BCTAHOBJICHI HEOOXiJHI MOPOTOBi 3HAUeHHsS KoedirieHnta kopensmii [lipcona s
KOXKHOTO JociipkyBaHoro (opmary. B po0orti Oyino 3anmpornoHOBaHO MOpPOTOBI
3HAUYEHHs I TOINYKY KJIIOHOBaHWX KamapiB. [loporoBe 3HaueHHs OOMpaeThCsA B
3aJICKHOCTI Big ¢opmary Ta po3miibHOI 3maTtHOCTi Bimeo. Jlms momudikarii
aNITOPUTMY BHSABJICHHS KJIOHYBAaHHA KaJpiB Yy BiJEONOCIiTOBHOCTI IUIAXOM aHATi3y
MOPOTOBHX 3Ha4YeHb KoedilieHTy kopensuii [lipcona Opanucs Taki mapamerpu, siK
¢dopmar Bigeo Ta po3aiibHA 3laTHICTh. byna crBopeHa mporpaMHa peasizatiis
Mo udiKamii aropuTMy BUSBICHHS KJIOHYBaHHS KaJpiB y BiJICONOCIiAOBHOCTAX. B
PpOo0OOTI HABOAATHCS MOMUIIKH MIEPIIOTO Ta JPYTOro POLy.

KarwuoBi cioBa: 1mudpose Bizneo, KIOHYBaHHS KajapiB, KOe(iliEHT KOpeIsii,
BUSIBIICHHS KJIOHYBaHHS KaJpiB.

Beryn. XKuTTs cydacHOl MIOAMHM HEMOXKJIMBO YSBUTH 0€3 MOCTIHHOT MPUCYTHOCTI Y
HbOMY LHU(POBUX TexXHOJIOrid. BOHM cTanu HEBiJ’ €MHOK YAaCTHHOIO HAIIOro MOOYTY.
Texnomnorii goro- Ta BiICO3MOMKH, a TaKOXX pPO3MOBCIO/UKEHHS Ta OINPUIIOJAHEHHS
3HIMKIB 1 BiJI€0, TaKi, sIK COIMEPEXi, 3pOOUIIUCS HEBiJ EMHOIO YaCTHHOIO IU(pOBi3allii.
CydvacHa JrOAMHA CTUKAETHCS 3 Bifeo Ta GoTo Bcroau: roprae ctpiuky B Tik-Tok abo
Instagram y BiIbHME Big poOOTH Yac, TMBUTHCSA peKiaaMmy abo BipyCHI POJIMKH, Ma€ y
cBoemy TeleoHi Oe3niy BapiaHTiB oTO- Ta BigeocnoraiB mpo cede, YJeHiB ciM’i Ta
CBOIX JIOMalIHIX TBapHH.

TexHika Ta mporpamu, 10 MOXYTh 00po0JsATH (HOTO Ta BiZI€0, TAKOXK OCTAHHIM
4acoM 3a3HaJId BEJIMKOTo PO3BUTKY. /Iyt Toro, mo6 HUMHU KOPUCTYBATHUCS, HE MOTpiOHA
crieriaipHa OCBiTa, JOCTATHHO MATH MiHIMallbHE 00JIaJHAHHS Ta TOCTYI B [HTEepHET.

He Tinbku 3BHYaiiHI KOpHCTyBaui, a ¥ 3JIOYMHII Termep MAaroTh IIHPOKHIi
iHCTpyMeHTH Jutst Moaudikanii Ta danpcudikaitii ¢oTo Ta Bifeo, M0 YCKIATHIOE 3829y
BU3HAUYEHHs MpaBauBoi iH(opmauii y kynmi iHdopmaniiiHoro mymy. bararo monei
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3BUKIM TOPTaTH CTPIYKy, IIBUIAKO CHPUHAMATH KOPOTKI BiJ€o, 1 HE TEpeBIpATH
iHbopmamnito mpuckimmuBo. OTxke, misi oOMaHy Temep Tpeba TUIBKKM W00 TPOXHU
MOIIACTUJIO, 1 BiJleo MmoOaumia HEOoOXigHa KIUIBKICTh Jrojaeid. 3a JOIOMOTOK TaKoro
MpUIOMY MOXHA NOIIUPUTH (QeiK, 3ryOuTH pernyTarito rpoMaJCbKOro 4y MOJITHYHOTO
nisfya TOLIO.
Omxke, misg Toro, mo0 MaTH JOBIpYy [0 BijgeoMartepialiiB, sika HaJA3BHYAHO
BAXJIMBA Y KPUMIHAIBHHUX PO3CIIAYBaHHIX, CyJOBUX CIIpaBax Ta iH(QOpPMAIIHHUX
Mepexax, MOoTpiOHO po3BuUBaTU cdepy BUKPUTTA Monaudikaiiil ta danbcudikamiii y
BiJleo- Ta ¢oTomaTepianax, po3poOJIATH HOBI METOMAHU, 110 JO3BOJISIOTH BIEBHUTHUCS B
LITICHOCTI Bijleo abo BUSABUTU (anbcudikaiiito, Ta MoaudiKyBaTH 1 BIOCKOHAIIOBATH
BJKE€ pO3pO0JIEH], TOMY pOOOTa € aKTyaJIbHOIO.
Mera Ta 3aaa4i po6oTu. MeToro 1aHOi poOOTH € MiABUIIECHHS €PEKTUBHOCTI AITOPUTMY
BUSIBJICHHS KJIIOHYBaHHS KaJpiB y BiJICOMOCTIIOBHOCTSX IDIAXOM MoAHQiKaii 3a
JIOTIOMOT'OI0 aHAT13y MOPOrOBUX 3HAYEHb.
B mporieci gocsTHEHHS MEeTH BUKOHYIOTbCS HACTYITHI 3a]1a4i:
— aHaji3 BIJCOINOCIIIOBHOCTEH MJIsi OTPUMAHHS IOPOrOBHX 3HAYEHb JIA
Koe(ilieHTa KOpesLii,

- po3pobuT  Momudikallilo aJIroOpuTMYy BUSABJICHHsS danbcudikamii y
B1J€OIOCIIiTOBHOCTI;

- IIPOrpamMHO peai3yBaTu po3polJieHy MOAUDIKALIIO aJrOPUTMY BUSBJICHHS
KJIOHYBaHHS KaJIpiB y BIE€OMOCIiJOBHOCTSIX;

- OLIIHUTH €()EKTUBHICTh PO3p0o0sIeHOI MoaudiKallii alropuTMy BHUSBIICHHS
KJIOHYBaHHS KaJIpiB y BiJ€OMOCIiJOBHOCTSIX.

[Tin nopymenHsm muticHocTi (Qanbeudikaiiero) nUPpoBoro Bigeo y poOOTi
PO3YMIETBCSL  3aCTOCYBaHHS O BIJACOMOCHIAOBHOCTI KJIOHYBaHHS KajpiB, IO
MIPOBOANUTHCA 3aco0aMu rpaiyHUX PelaKTOPIB BiAEONOCIIJOBHOCTEH.

EdexTuBHICT, BUSBIICHHS KIOHYBaHHS KaJpiB OLIHIOEMO KIBKICTIO TMTOMUJIOK

MIEPIIOTo i APYTOTO POIY.
OcHoBHa yYacTWHA. BusBinenHs dQanbcudikamii  Bimeo — Ie  MiJKaTeropis
B1ICOKPUMIHAJIICTUKH, KA JOCIIPKYE BiZIcO MO0 3MiH KOHTEHTY 1 MOXKE BH3HAYUTH
npocTopoBi abo yacoBi Micus miapoOku. Ilizxoau BusiBneHHs danbcudikalii Bigeo
MOXYTh OyTH SIK aKTHBHUMH, TaK 1 MTAaCHBHUMHU B 3aJIGKHOCTI Bil HasIBHOCTI ampiopHOi
1H(opMalii Ipo Biz€O.

AKTHBHI METOIHU, Takl SK IUGPOBUI MIANHUC Ta BOJSHI 3HAKH, BUMAraroTh
nornepenHbo BOymoBaHOI 1H(OpMalii AociiaxyBaHOro (aiiay s NepeBIpKU HOro
JIETITUMHOCTI. BUIBIIICTh TPUCTPOIB Bi/I€03aXOIJICHHS, K1 MPEICTaBJIeHI HA PUHKY, HE
niaTpuMyoTh M0 ¢GyHKIifo. KpiMm Toro, me 3ajexuTh Bil po3cyny KOpPHCTyBaua,
BOYIOBYBATH 1110 iHPOPMAIIIFO YH Hi.

[TacuBHI 41 TpUXOBaH1 METOAM BUSIBJICHHS HECAHKI[IOHOBAHOT'O IOCTYITY /10 BiI€O
HE BUMararoTh ronepeaHboi iHpopmarii ans kiaacugikaiii Bieo sk MiIpo0JIeHOro YU Hi.
i meronu € OUIBII HANIMHUMHU y PEATBHUX CIICHAPISX, OCKUIBKA BOHH MPAIIOIOTH,
BHKOPHCTOBYIOYH CJiu a00 apTedaKkTH HECaHKI[IOHOBAHOrO AOCTYIy. B Hamii poGoTi
MU OyJ1eMO BUKOPHUCTOBYBATH CaMme MMaCUBHI METOAM BHsBJICHHS (ajibcHdikallii Bizmeo.

Bizeo MoxHa po3risgaTH SK IOCHTIIOBHICTh 300paKeHb, SKi HA3MBAIOTHCS
KaJIpaMH, 1110 Bi100OpakaroThCs MPOTATOM [IEBHOI'O Mepiony yacy. Takum 4MHOM, METOIU
BUSIBJICHHSI HECAHKIIIOHOBAHOT'O JIOCTYNY MOXYTh 3aCTOCOBYBATHChH JIMIIE Ha piBHI
KaJipy.

[Tin arakoro Ha BiJEOMOCIHIAOBHICTh OyAEMO PO3YMITH MOPYIICHHS ITICHOCTI
1oro Bigeo. [lopymenHs mimicHocTi a00 ¢anbcudikallito Bileo MOXKHA PO3IUTATH Ha 3
kareropii [1]:

- aTaKW MPOCTOPOBOT0 BTPYYAHHS, TOOTO BHYTPIIIIHHOKAIPOBI;

- aTaKl 4YacoOBOTO BTPy4YaHHs, TOOTO MIKKaIPOBI;
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- aTaKd IPOCTOPOBO-4ACOBOT0 BTPYYaHHS.

Qanpcudikanii MOXyTh BiAOyBaTHCS Ha PIBHSAX KaJpy, OJOKy, mikcemo ado
creHu [2].

[Ipu BHYTpIIIHEOKAAPOBiH aTalli 3MIHIOETHCS BUXIAHUIA BMICT IIEBHUX KaJapiB. €
JEK1JIbKA BUJIIB TOMYJIIPHUX OINEpaIliii Py BHYTPIIIIHBOKAIPOBIM aTalli:

- J07laBaHHs MEeBHUX o0JacTell Ta 00’ €KTIB 3 I[bOT0 BiJI€O Y KaJpi;

— JOJJaBaHHS IEBHUX 00JacTell Ta 00’ €KTIB 3 Pi3HUX BiEO y KaJpi;

- BHJIAJICHHS ICSIKOTO 00’ €KTY 3 KaJpy;

- CIIOTBOPEHHSI 300pa)KEHHSI 33 JOMOMOTOK BUKOPHCTAHHS T'€OMETPUYHHX

MIEPETBOPEHb.

ATaku 4acoBOro BTpy4YaHHs, TOOTO MIKKAAPOBI MigpOOKH, BiIPI3HAIOTECS THM,
mo Kaap miamaeTbcs mnpormecy (anbcudikamii MOBHICTIO, a HE YacTKOBO. MokHA
BHUJIUTMTH JICK1TbKA TUITIB MDXKKaJPOBHX (hatbcu (ikarriii:

- BUJIAJIEHHS KaApy 3 Bi€O;

— BCTaBKY KaJpiB 3 IHIIUX Bif€0;

- JyOTFOBaHHS KaJpiB 3 TOTOYHOTO BiJIE€O;

- [IEpPETacOBKY KaJpiB.

Bupmanennst kaapiB moB's3aHe 3 BUAAICHHSIM MOAIN y BII€O NUISIXOM BUAJICHHS
BIAMOBIAHUX KanapiB. Ilpu BcraBLi KajapiB Kajpu, CKOMIMOBaHI 3 OJHOrO BIAEO,
BCTaBIISIOTHCS 70 1HIIOrO0. [{yOmoBanus kaapiB (a00 perurikailisi) BKIOYa€E KOMIIOBAHHS
KaJIpiB y BiZico 1 BCTaBKY iX B iHII THMYacOBi MicIs TOro x Bifeo. IlepeTracoByBaHHS
KaapiB — 1me me onaHa ¢opma ayOJIOBaHHS KaJpiB, KOJM CKOIMIHOBaHI KaJapu
MepeyNoPSIKOBYOTHCS B Yaci nmepe/] BCTaBKow. BeTaBka kaapis, AyO0ar0BaHHS KaApiB Ta
[IEpPEeTaCOBYBAHHS KaJpiB MOXYTh OYTHM BUKOPHUCTaHI JJIsl 3allOBHEHHSA MpOOLTy Yy
BHJIAJIEHUX KaJpax y Bigeo. B Hamiii po6oTi npaioemMo 3 1y0ar0BaHHAM KaapiB TOTO K
Bijzi€O.

Hapasi mudpoBe Bizmeo, BII3HATE HAa CydyacHy Kamepy, caMo Mo cobi 6araro
BaXKUTh. J{J1s1 TOTO, 100 ONTHMI3yBaTH PO3MOIT JOCTYITHOT'O IIPOCTOPY JJIs 30epeKeHHS
iHpopMmarlii 1 3MEHIIUTH pO3MIP Bil€O, BUKOPHCTOBYIOTHCS BIJEOKONEKH, SIKi
peami3oByIOTh KOHKPETHI alTOpPUTMH CTUCHEHHS Ui Bigeo. JIBoMa KITFOUOBUMH
METO/IaMU CTUCHEHHSI, SIKi BUKOPUCTOBYIOThCS, € AHUCKPETHE KOCHHYCHE TEPETBO PEHHS
(DCT) Ta anroput™ kommeHcaiii pyxy (Motion Compensation).

CrucHenHst OyBae BHYTpILIHBOKAaApPOBE Ta MDKKaJpoBe. BHyTpilIHbOKagpoBe
KOJIyBaHHS — I1€ TEXHIKa CTUCHEHHS JAaHUX, K4 BUKOPHCTOBYETHCS Yy Bi€OKaJpi, IO
JI03BOJISIE 3MEHIIUTH pO3MipH (PaiIiB 1 3HU3UTU OITPEHT 13 HE3HAUHOIO BTPATOIO SIKOCTI
abo 0e3 Hei. BHyTpilIHbOKagpPOBE MPOTHO3YBAaHHS BUKOPHUCTOBYE MPOCTOPOBY
HAJMIPHICTh, TOOTO KOPEJAIII0 MiX IMKCEISIMUA B OHOMY KaJIpi, MIJITXOM OOYMCIICHHS
MPOTHO30BaHUX 3HAYEHb 3a JOMOMOIOI0 EKCTPAIoJIALii 3 yKe 3aKOJ0BaHUX MIKCENiB.
IIpu MDKKazpoBOMY KOAYBaHHI po3Mip Bifeodailly 3MEHIIYETbCS 3a PpPaxyHOK
KOZyBaHHS JIMIIE BIAMIHHOCTEH MK ABOMA IOCHIJOBHUMH KaJpaMH 3aMiCTh CTUCHEHHS
KOXXHOTO KaJIpy, TOOTO 30epiraloThbCs JHIIE 3MIHU MK JBOMa MOCIIJOBHUMH KaJIpamH,
10 MPU3BOAUTH 0 3HAYHO MEHIIMX po3MipiB aiiniB. CydacHi Ta HaWMOIIMpeHili
dhopmartu 30epexxeHHs BimeomnocainoBHocreld 1ie: AVI, MKV, MPEG-4, WMV, WebM.
B pobGorti 6ynu Bukopucrani 5 ¢gopmati Bimeodainis: AVI, MKV, MP4, WebM ta
WMV. Jlna nomyky AyOJbOBaHUX KaJApiB Y BIJEOINOCHIIOBHOCTAX MOXYTh OYTH
BUKOPUCTOBYBaTH METPUKHM BijacraHi. B skocTi MeTpuku BiAcTaHi B poOOTi
BUKOPUCTOBY€EThCS KoedinieHT kopensii [lipcona.

Koeoimienr  xopemsmii  IlipcoHa  BHKOPUCTOBYETHCS  JAJisi  BUSIBJICHHS
B32€MO3B'SI3KY MK TBOMa 3MiHHUMH, BU3HAYA€, YU MPOMOPIiHA X MIHIUBICTH, KON
IIpY 3MiHI OJTHOT'O MOKa3HUKA 3MiHIOEThCA 1 apyruil. Kopemsnis Ilipcona € miniliHo0. Y
MaTeMaTUYHIN CTaTUCTHII 3HaUeHHA KoedirienTa kopensuii [lipcona moxe 6yTtH Bin +1
1o -1, ge +1 cBiTYHUTH PO HASBHICTH MMOBHOT'O MMO3UTUBHOTO JIIHIHHOTO 3B'I3KY, a -1 —
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PO HAsSBHICTh MOBHOTO HETATUBHOTO JiHIMHOTO 3B'SI3Ky. [l ABOX OJHAKOBUX
300pakeHb 3HaUEHHs KoediwieHTa kopenduii [lipcona gopiBHioe 1.

Byno npoBeneHo psia eKCIepUMEHTIB, B SIKUX B1I3HATI OPUriHAJbHI Bi1€0, KOKHE
3 SIKUX pO30MBAIOCh HA KaJIpU Ta BUKOHYBAJIOCh AyOJIFOBaHHS OJHOTO 3 KaJpiB HA IHIIE
Miciie y Bigeo. danbcudikoBaHE TaKMM YMHOM Bijgeo 30epiraisock B ¢opmarax 3i
BTpatamu avi, mkv, mp4, WebM Tta wmv. BuxopucroByBamoch Bieo 3 pPi3HOIO
PO3ILIBHOIO 3/IaTHICTIO.

B momnepenniii po6oTi Oyno po3poOJIEHO aJTOPUTM BHUSBIICHHS KJIOHYBaHHS
KaJIpiB Yy BIJI€OMOCIIOBHOCTSIX, SIKUH €()EKTHBHO MPAIFOBAB 3 BiJCOMOCIiJOBHOCTIMH,
gkl Oynu 30epexeHi B ¢opmarax 6e3 BTpar micig danbcudikanii. B naniit podorti
BUKOPUCTOBYBAJIUCS Bineo 30epekeHi B ¢opmarax 31 BTpaTaMH, TOMY OCHOBHHMM
3aBJIaHHIM EKCIIEPUMEHTIB OyJI0 3HAWTH MOPOTOBi 3HAYCHHS JJIs1 KOe(illi€eHTa KOPEIsLii
[lipcona g BHU3HAuUeHHA JyOJbOBaHMX KaapiB. J[nd 1poro y KOXXHOMY Bigeo
3HAXOAMJIMCh 3Ha4YeHHs KoedimieHTa kopessmii [lipcona Mix BciMa KajapaMmu Bifeo. 3
naHux O0ys0 chopMOBaHO TaOJUII, 1€ HOMEpPA CTPOK Ta PSJAKIB BiAMOBIIaIOTH HOMEpam
KaJIpiB y BiJI€O, a KOBTUM KOJHOPOM 3aMajbOBaHI 3HAYEHHS KOe(illiEHTa KOpEeJsIii
BIJIITOB1/IHI KajipaM, siK1 OyJin KJIOHOBaHI. J{s1 KoxkHOro hopmary Ta KOXKHOI pO3J1IIbHOL
31aTHOCT1 OyJ10 3p0bJieHO OKpemMy Tabuuio. B Tabmuisax 6ynm npoaHaizoBaHi 3HaYEHHS
KoeQILIEHTY KOpemnsLii Ay Ay0IbOBaHUX KaJIpiB.
A B C D E| F G H I J K L M N e P Q R S T U Vv
0,00000 0,99972 0,99927 0,99833 0,99769 0,99578 0,99462 0,99456 0,99276 0,99276 0,99277 0,99277 0,99341 0,99284 0,99285 0,99281 0,99232 0,99232 0,99232 0,99232 0,99232
0,99972 0,00000 0,99943 0,99850 0,99784 0,99594 0,99474 0,99468 0,99288 0,99288 0,99288 0,99289 0,99346 0,99292 0,99292 0,99288 0,99241 0,99241 0,99241 0,99241 0,99241
0,99927 0,99943 0,00000 0,99901 0,99838 0,99645 0,99526 0,99520 0,99335 0,99335 0,99336 0,99336 0,99386 0,99333 0,99334 0,99329 0,99283 0,99283 0,99283 0,99284 0,99284
0,99833 0,99850 0,99901 0,00000 0,99934 0,99744 0,99625 0,99619 0,99433 0,99433 0,99433 0,99434 0,99461 0,99408 0,99409 0,99405 0,99361 0,99361 0,99361 0,99361 0,99361
0,99769 0,99784 0,99838 0,99934 0,00000 0,99800 0,99684 0,99678 0,99491 0,99491 0,99491 0,99492 0,99506 0,99453 0,99455 0,99450 0,99407 0,99408 0,99408 0,99408 0,99408
0,99578 0,99594 0,99645 0,99744 0,99800 0,00000 0,99871 0,99865 0,99671 0,99672 0,99672 0,99672 0,99618 0,99565 0,99566 0,99563 0,99521 0,99521 0,99521 0,99521 0,99521
0,99462 0,99474 0,99526 0,99625 0,99684 0,99871 0,00000 0,99990 0,99791 0,99791 0,99791 0,99791 0,99739 0,99687 0,99688 0,99684 0,99642 0,99643 0,99643 0,99643 0,99643
0,99456 0,99468 0,99520 0,99619 0,99678 0,99865 0,99990 0,00000 0,99799 0,99799 0,99799 0,99799 0,99746 0,99695 0,99695 0,99692 0,99650 0,99650 0,99650 0,99650 0,99650
0,99276 0,99288 0,99335 0,99433 0,99491 0,99671 0,99791 0,99799 0,00000 0,39999 0,99998 0,99998 0,99836 0,99862 0,99863 0,99862 0,99836 0,99836 0,99836 0,99836 0,99836
10 0,99276 0,99288 0,99335 0,99433 0,99491 0,99672 0,99791 0,99799 0,99999 0,00000 0,99998 0,99999 0,99836 0,99863 0,99863 0,99862 0,99836 0,99836 0,99836 0,99836 0,99836
11 0,99277 0,99288 0,99336 0,99433 0,99491 0,99672 0,99791 0,99799 0,99998 0,99998 0,00000 0,99999 0,99836 0,99862 0,99863 0,99862 0,99836 0,99836 0,99836 0,99836 0,99836
12 0,99277 0,99289 0,99336 0,99434 0,99492 0,99672 0,99791 0,99799 0,99998 0,99999 0,99999 0,00000 0,99836 0,99863 0,99863 0,99862 0,99836 0,99836 0,99836 0,99836 0,99836
13 0,99341 0,99346 0,99386 0,99461 0,99506 0,99618 0,99739 0,99746 0,99836 0,99836 0,99836 0,99836 0,00000 0,99932 0,99931 0,99926 0,99872 0,99872 0,99871 0,99872 0,99872
14 0,99284 0,99292 0,99333 0,99408 0,99453 0,99565 0,99687 0,99695 0,99862 0,99863 0,99862 0,99863 0,99932 0,00000 0,99997 0,99991 0,99932 0,99932 0,99932 0,99932 0,99932

15 0,99285 0,99292 0,99334 0,99409 0,99455 0,99566 0,99688 0,99695 0,99863 0,99863 0,99863 0,99863 0,99931 0,99997 0,00000 0,99992 0,99933 0,59933 0,99933 0,99933 0,99933
16 0,99281 0,99288 0,99329 0,99405 0,99450 0,99563 0,99684 0,99692 0,99862 0,99862 0,99862 0,99862 0,99926 0,99991 0,99992 0,00000 0,99939 0,99939 0,99939 0,99939 0,99939

Puc. 1. [Tpuknan 3Ha4eHb KoeillieHTY KOPEISIii y BiA€ONOCIiJOBHOCTI

0O NO N A WN e

"

B Tabmmti 1 mpexcraBneHo 3HalIeH] TOPOroBi 3HAUEHHS KOS(DIIli€HTY KOPEeIIsIii
[Tipcona st KoxHOTO hopMary.

Taoauusga 1
[Toporosi 3naueHHs 11 KoedinieHTy Kopessii [Tlipcona
dopmar Bigeo Po3nisibHa 31aTHICTE IToporose
BIJIEO 3HAUYEHHS

AVI 640x360 0,99995
856x480 0,99993
720x1280 0,99994
MKV 640x360 0,99998
856x480 0,99997
720x1280 0,99995
MP4 640x360 0,99998
856x480 0,99997
720x1280 0,99997
WebM 640x360 0,99995
856x480 0,99995
720x1280 0,99992
WMV 640x360 0,99999
856x480 0,99998
720x1280 0,99993
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Bynemo BBaxkatu, 10 MaeMO BiJI€ONOCITIIOBHICTh 3 KaapiB P = {pi, p2, ..., Ps}
po3mipy M x N, ne s — kinbKicTh kaapiB. Koxknuit kaap 30epiraerbesa B popmari RGB.
s poGotu anroputmy HeoOxinHo neperBoputd RGB B YUV 1 BukopucroByBatu B
O0YMCIICHHSIX TUIBKU MaTpuIlo Y. MoaudikoBaHHil anropuT™ BUSBICHHS KJIOHYBAaHHS
KaJIpiB Yy BIJI€OMOCIIJOBHOCTI CKJIaIa€ThCSI 3 HACTYITHUX OCHOBHUX KPOKIB:

Kpoxk 1. 3uutyethes Bineo V, dopmart Bigeo F Ta iioro poszainpHa 31atHicTh R.

Kpoxk 2. 3untyerbes mocninoBHicTs KaapiB P = {p1, p2, ..., ps} 13 Bigeo V po3mipy
M x N.

Kpok 3. 3untyerses pikaap,i= 1, ..., s. Maemo matpuio Y'. JIyist KOKHOTO Kaapy
Pi BUKOHYEMO HACTYITHI KPOKH:

Kpok 3.1 3uuryerses pj kaap, j =1, ..., s., 1 #j. Otpumyemo maTpuio Y/,
JIist KOKHOT Mapv KajpiB pi Ta pj Juis MaTpuib Y' Ta YJ BUpaxyBaTd METPUKY
nofioHocTi 6110KiB KoedinieHT kopemsuii [Tipcona metric;j.

Kpoxk 3.2. B 3anexHsocTi Big F Ta R BcTaHOBIIOETHCSA MOPOroBe 3HaYECHHS
SFR.

Kpok 3.3 Sxmo metricij > Orr, TO KaApu pi Ta pj € OPUTIHAILHUM Ta
KJIOHOBAHUM, 3a11aM’ ITOBYIOTbcA iX HoMmepa, res = res U 1 U j. [nakine po3rinstHyti
HACTYIIHY Iapy KaJpiB.

Kpok 4. BuBectu 3HaiiieHi Homepu KaapiB res. 30epertu Bizieo, 110 epeBipsioch
3 nomiuenuM HagnucoMm «KJIOH» B nyGiapoBaHuX Kaapax.

Po3pobnieno mporpamMHUil J0JATOK, SKHH peanizye Moaudikalio aaroputMy
BHSBJICHHS KJIOHYBaHHS KaJIpiB y BiJICOMOCIIIOBHOCTI. Pe3ynbTatn poOOTH mporpamu
IIPOJEMOHCTPOBAHO HA pHC. 1.

B

Puc. 2. Pesynbrati poboti Moaudikaiii alropuTMy BUSBICHHS KIOHYBaHHS KaJapiB y
B1/IEOMOCIIIOBHOCTI: 36 Kanp opuriHaipHOro Bimeo (a); 36 xamp danbcudikoBaHOTO
Bizmeo (0); pe3ynbTaT podoTH Tporpamu st 36 Kanpy (B)

[Tpu mociimKeHH] MOMIIIKOIO IEPIIOro poay OyJeMo BBaKaTH KIOHOBAHI KaJpH,
ski He Oyno 3HaineHo. [Tomunkow apyroro poay OyneMo BBaKaTH OPHUTiHANBHI KaJIpH,
sK1 OyJIM po3Mi3HaHi SIK KJIOHOBaH1. B Tabuuii 2 npoIeMOHCTPOBaHO TOMMJIIKH MEPILIOTO
Ta IPYroro poay JJisi KOXKHOro GpopMary.
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Taoauns 2
IToMuIIKM mepIoro ta Ipyroro poay
®opmar Po3ninbHa [Tomunku nepuoro [Tomunku apyroro
3/1aTHICTh pony, % pony,%

AVI 640x360 4,33 7,03
856x480 3,09 6,03
720x1280 3,77 2,76
MKV 640x360 1,71 7,36
856x480 1,96 4,69
720x1280 0,99 2,26
MP4 640x360 1,97 7,36
856x480 1,18 4,69
720x1280 2,36 0,92
WebM 640x360 1,31 1,92
856x480 3,54 0,84
720x1280 2,36 2,59
WMV 640x360 1,71 1,09
856x480 2,23 2,01
720x1280 0,52 4,27

Takum ymHOM, po3poOiieHa Moau(ikalis aaropuTMy BUSBIEHHS KJIOHYBaHHS
KaJpiB y BiCOMOCIiJOBHOCTI MpaItoe 100pe 3 BU3HAUEHUMHU [TOPOrOBUMHU 3HAYCHHSIMU
MIPH Pi3HUX PO3JIILHUX 3JATHOCTSX, Y BiICO 3 PI3HUM BHIOM OCBITJICHHS Ta 3 PYXOMHM
91 HEPYXOMUM TJIOM.
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MODIFICATION OF THE ALGORITHM FOR DETECTION OF FRAME
CLONING IN VIDEO SEQUENCES

O. Ilarionova, O. Lebedieva

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
e-mails: o.y.lebedieva@op.edu.ua ilarionova.olga.l@gmail.com

The work developed a modification of the algorithm for detecting cloning of frames in video sequences. It
is impossible to imagine the life of a modern person without the constant presence of digital technologies
in it. They have become an integral part of our daily life. Everyone has a smartphone, almost everyone
owns a personal computer or laptop. Photo and video recording technologies, as well as the distribution and
publication of images and videos, such as social networks, have become an integral part of digitalization.
Digitization has also spread to very important areas for human life, such as forensics or mass media. In
order to have confidence in video materials, which is extremely important in criminal investigations, court
cases and information networks, it is necessary to develop the field of exposing modifications and
falsifications in video and photo materials, develop new methods that allow you to verify the integrity of
the video or detect falsification, and modify and improve already developed ones. The paper analyzes the
methods for finding falsifications in video sequences and modern formats and algorithms for saving and
compressing video sequences. As a result of the analysis, the current state of development in the field of
detection of fake videos was revealed and the most popular video formats were determined. Experiments
were conducted with videos of different formats and resolutions, data were collected and analyzed, after
which the necessary threshold values of the Pearson correlation coefficient were established for each format
studied. Threshold values for searching for cloned frames were proposed in the work. The threshold value
is chosen depending on the format and resolution of the video. Parameters such as video format and
resolution were taken to modify the algorithm for detecting cloning of frames in a video sequence by
analyzing the threshold values of the Pearson correlation coefficient. A software implementation of the
modification of the algorithm for detecting cloning of frames in video sequences was created. Errors of the
first and second kind are cited in the work.

Keywords: digital video, frame cloning, correlation coefficient, frame cloning detection.
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METO/J BUABJEHHA OIINIUHIOBUX QR-KO/IB I3 3BACTOCYBAHHSAA
MAIINMHHOI'O HABYAHHSA

A.B. Kacasni, H.I. Kymnipenko, O.B. Tposucrkuii, B.B. I[Tonydanos

Hamionansauit yaiBepcuter «Omechka Mo TEXHIKa»
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Ha cporogminmHiii neHp icHye Oarato iHCTPYMEHTIB, SIKi MOXYTb BHSBIATH Ta
ONMOKyBaTH IIKiJJUBI TOCWIAHHS, SKi BEeOyTh 10 (IIIMHTOBHX CalTIiB abo
3JI0BMHCHOTO TIpOrpaMHoro 3abesnedenHs. [Ipore OiabmIicTb 3 HUX ITOKH HE 3/1aTHI
mepeBipsaTH 1wKimBi QR-koau, i e Jae 3MOBMUCHHKAM MOJMJIMBICTh aKTUBHO
BUKOPHCTOBYBATH iX B arakax. DimuHr 3 BUKoprcTaHHAM QR-KOIIB JyXke CXOXKUI
Ha i1 ¢popmu ¢imunry. Ls aTaka crpsiMoBaHa Ha MaHIMYJIIOBaHHS KOPHCTYBa4aMu
Ta OTPUMAHHSI BiJl HUX ocoOucToi iHdopmalrii, Takoi sk 0OJIIKOBI JaHi Ui BXOLY UM
¢inancoBa inpopmaris. Cyrb ¢immHry 3 BuUKOpHCTaHHSIM QR-KkoIiB He HOBa.
OcHOBHa BIJMIHHICTH TOJISITa€ B TOMY, IO B [boMy BuUmaaky QR-kox
BUKOPHUCTOBYETHCS JIJIsl TIEpEHANPABJICHHsI )KEPTBU Ha HIKIIMBUHN BeO-caiiT. MeToro
JaHoi poOOTH € TiJBUILNEHHs Oe3MeKd KOPHCTYBadiB y HU(PPOBOMY CepeIOBHII
IUIIXOM PO3POOKH Ta BIPOBAIKEHHS METONY BUSABIEHHS ¢imuHTroBHX QR-KOMIB 3
BUKOPHCTAaHHAM MAIIMHHOTO HaBYaHHA. Y POOOTI MPOBEOCHO aHaTi3 METOMIB Ta
3aco0iB mpotumdii QimuHry Ta arakam yepe3 QR-komau, skuii H03BOJIMB BU3HAYMTH
HamlpsMKH PO3POOKM Ta OCHOBHI 3aBHaHHS MIOCTiKeHHsA. Po3pobmenuit meron
BKJIFOUAE B ceOe aHami3 0COOIMBHUX O3HAK MMOCHIAHHS Ta HOTO TEKCTY 3a JOMOMOTOIO
MOBHO MOJENi, Ha OCHOBI SKMX HaBYaBCS Ta TECTYBAaBCS ANTOPUTM MAIIMHHOTO
HaBuaHHA. CTBOpeHUil MeTon BUsBIIeHHS (immAroBux QR-K0AIB 3HAYHO migBHUIIYE
Oesmeky KopucTyBawiB y BukopucTtaHHi QR-komiB. Amnamiz edekTuBHOCTI
PO3p0o06ICHOTO METOMY TTOKa3aB pe3ynbTar y noHax 90% TounocTi BUsBIeHHA. MeTon
BusBNieHHA (immHATOBUX QR-KOMIB, po3pobieHmii y paMkax miei podoTu, Moxke OyTu
YCHIIIHO BOPOBAPKEHWH B  JUSUIBHICT PI3HUX  OpraHizamii, BKIIOYAIOYH
mianpueMcTBa Ta ycraHoBd. Lleli Meron Hajgae MOXIHMBICTH 3MEHIIWTH PHU3UKH
¢immHroBux arak 4epe3 QR-komu, 1mo nmpu3BOAMUTH A0 MiJBHUILEHHS OC3MEKH ISt
cmiBpoOiTHUKIB. Pesynprarn naHoi poOOTH MOXYTh OyTH BHKOPHUCTaHi IpH
NOJATBIINX JOCITIDKEHHAX, po3polOkax y cdepi kibepOesrnexku Ta OOpoThOM 3
¢immHroBuMu atakamu yepe3 QR-koau.

KuarouoBi cioBa: ¢immar, QR-kox, ManivHHe HaBuaHHS, KiOepOe3reka, MOBHA
MOZEIIb.

Beryn. [Iutanss QiIMHTY B Cy4acHOMY IHTEPHET-CEPEIOBUII BU3HAYAETHCS K OJIHA 3
HaAKOIBII MOIMPEHUX Ta CEPUO3HUX 3arpo3 I OE3MEeKH KOPUCTYBAYiB Ta OpPraHi3allii.
ODIimMHT € METOIOM COIlIaTbHOT IHKEHEPIi, SIKMI 3aCHOBAaHUI HAa OOMaH1 Ta MaHIyJIAIIISIX
3 METO 3100yTTs KOH(DiACHIIIHOI iHpopMallii, piHaHCOBUX pecypciB abo J0CTyIy A0
unu(poBUX aKTUBIB.

Oco06nuBYy yBary ciiJl 3BepHYTH Ha (IIIMHIOBI aTakH, sIKi BUKOPUCTOBYIOTh QR -
kozau. 3apa3 QR-kou MIMPOKO BUKOPUCTOBYIOTHCS Y peKJiaMi, MApKETUHTY Ta JIOT1CTHII],
1 I TOMyJIAPHICTh POOUTH I1X MPUBAOJMBHMH I 3JIOBMHCHHKIB. BOHU MOXYTh
crBoproBatH pimmHrosi QR-koawu, ki BUTIIAIAI0OTE IS THMHUMH, aJie HACIIPaBi BEAYTh
70 Tmaxpai cbKuX BeO-calfTiB 00 3aBaHTaXXYIOTh IIKIITMBE TPOrpamMHe 3a0e3redeHHs Ha
MIPUCTPOi KOPUCTYBAUIB.

Buxopuctanns ¢immroBux QR-komiB cTamo cepilo3HUM BHUKIMKOM JUIS
KiOepOe3neku 1 MpU3BeJo A0 MOraHUX HACHIAKIB 71 OaraTboXx Jitojel Ta kommnaHii. Ock
JesIK1 BiJOMI TIPUKJIAaIU IUX aTak [1]:

266



[HOOPMATUKA TA MATEMATHUYHI METO1 B MOAEJIFOBAHHI = 2023 = Tom 13, Ne 3-4

— mapkyBanbHi kBUTKM y Kwrai: ¥V Kwurai maxpai posmimanu migpoOmieHi
napkyBajbHi KBUTKH 3 QR-komamu Ha aBTOMOOUTAX. QR-KOAM HagaBamm 3pydnHy
MO>XKJIMBICTh OIUJIATH 32 JIOTIOMOT 010 MOOUITbHUX TenedoHiB. OgHak, (aKTUIHO, 1€
Oynu maxpaicbKi CXeMH, 1110 PU3BOAMIN 110 (JiHAHCOBUX BTpaT;

— MoOumbHUK  OaHkinr B Higepnangax: VY HigepiaHmax — 3JI0BMUCHHKH
BUKOPUCTOBYBaJM JIeraJbHI (YHKIII MOOIIBHMX OAHKIBCBKHX JOMATKIB JIs
oOMaHy KJi€eHTiB. Bonu BukopucroByBamu QR-xomu, mo6 mpoBectd QimImHTOBi
aTaky Ta BUMarajau KoH}iaeHiHHy iHdopmarliio;

— danpmmBi enekTpoHHI sucth B Himewwwni: VY Himewuwni 3modumHIl
BUKOpHCTOBYBaM QR-koau y (ajblIMBHX €ICKTPOHHHUX JIMCTaX, 100 BECTH
KIIEHTIB CHCTEMH €JEKTPOHHOro OaHKIHTY Ha IIKIJJIMBI BeO-cailTu,
MPUKHUIAI0UHCH TIEPEBIPKOIO MOJITUKN KOH(P1AEHIIHHOCTI;

— (immurosi ataku B Texaci: B Texaci 3710BMUCHUKN TpUKJICOBaN MKiAIuBi QR -
KOIM 10 MIChKMX MapkomaTiB. JKepTBH, CKaHYIOUM IIi KOAM, MOTPAILIAIN Ha
(elikoBi (GIMIMHTOBI CATH 1 BBOJUJIM CBOI KPEIUTHI KapTKH, CTAIOYU 00 €KTOM
(hiHaHCOBOTO MIAXpaliCcTBA.

i npukianu cBi14aTh IO PI3HOMAHITHICTb aTak, Kl BUKOPUCTOBYIOTh QR -ko1u
JUI 3IIACHEHHS 3JIOY4MHHUX Jif. 3 LMM SIBUIIEM MOB sA3aHI CEpHO3HI 3arpo3u sl
IHTepHEeT-0€e311eKH, 1 BaXJIMBO OyTH 00epexXxHUMHU ITpH B3aemoxii 3 QR -kogamu, 0co011Bo
SIKIIIO BOHM HQIMIILIK Bi HEBimoMuX JpKeped. e poouts npobaemy ¢imuHry yepes QR -
KOJIM aKTyaJIbHOIO Ta BUMarae po3poOKu eeKTUBHUX METO/IIB BUSBICHHS LIMX aTaK.

Ha renepimHiii yac icHye 6arato METO/IB 1151 BUSBJICHHS (DiIIMHTOBUX IMOCUJIAHbB,

SIKI BUKOPUCTOBYIOTh MAallMHHE HaB4YaHHSA [2 - 4]. BoHM MawTh BUCOKHN pIBEHBb
e(eKTUBHOCTI, aJie He IPOMOHYIOTh OOPOTHOY 3 QilmMHIroBUMHU aTakaMu yepe3 QR-koxau,
SIK1 BCE YaCTIIIe CTAHOBJISATHCS 3arpO300 IS MIJIMPUEMCTB Ta OKPEMUX KOPHUCTYBAiB.
Tomy Oyno BUpIIIEHO PO3POOUTH METOM, IO 3aCTOCOBYETHCA CaMme JJIs BUSBICHHS
¢immary y QR-komax. Po3pobiennii MeToa MiCTUTh y cO0i MEXaHI3M aHali3y TEKCTy
TIOCHIIAHHS 32 JONMOMOrOK0 MOBHOI Mozieni. Moro edexTHBHICTh MOpiBHSIHA 200 HABIiTh
nepeBuIIye e(heKTUBHICTD IHIIIUX METOIIB.
Meta i 3amaui gocaimxenHsi. Meroro maHoi poOOTH € MiIBUIICHHS O€3MeKn
KOPUCTYBa4iB y IU(POBOMY CEPEIOBUIII IIIJSIXOM PO3POOKH Ta BIPOBAPKEHHS METOIY
BUsiBIICHHS (immHroBnx QR-KOIiB 3 BHKOPHCTaHHSIM MAIIMHHOTO HaB4YaHHS. s
JOCSITHEHHS MOCTaBIE€HOT METH HEOOX1AHO pO3B’s3aTH TaKl 3aBJaHHS:

— aHaJi3 NpeAMETHOI 00JIacTl — BUBYEHHSI METO/IB Ta 3ac001B MPOTUAIT (PIILIKHTY,
30KpemMa B KOHTEKCTi BUkoprucrtanHsa QR-konis;

— po3poOKa TEOPETUYHOI OCHOBH BUsBJICHHS (imuHToBHX QR -KO/1B;

— BUOIp METOAY MAIIMHHOTO HABYAHHS;

— peaimizamisi Ta TPEHYBaHHS MOJEIl MAIIMHHOTO HABUYaHHS IS BUSBICHHS
¢immaroBux QR-komiB;

— TECTyBaHHS pO3p00JIEHOTO METOAY Ta aHali3 e(heKTHBHOCTI.

OcHoBHa yacTuHa. DImMHT — e BUI KIOEP3JIOYMHHOCTI, SKUH CIPIMOBAHUN Ha
oTpuMaHHs KoH(DiIeHIIiHOI iH(opMaIllii BiJ KOpUCTyBaviB I[HTepHETY MUISIXOM iMiTalrii
JOBIpJIMBHX JoKepen abo oci6 [5]. PimumHroBi arakud CHOUPAIOTHCA HA COIIaJbHY
IH)KEHEepilo Ta MaloTh Ha MeTi oOMaH IIbOBUX KOPUCTYBauiB JJIsi OTPUMAaHHS IXHIX
0COOMCTUX JIaHUX, TAaKUX SK MapoJii, HOMEPU KPEAUTHUX KapT Ta 1HIIOI (PiHAHCOBOL
iHpopMarii.

CormianbHa 1H)XEHepis BIIrpae KIIOYOBY poNlb y (INIMHTY, OCKUIBKH BOHA
BHU3HaYa€ e(PEeKTUBHICTh aTaku. B OCHOBI (PIIIMHTY JIEKUTH MCHXOJIOTIYHUN BIUIMB Ha
KEPTBY, KU JOMOMarae aTakylouyoMy MepeKOHATH JKepTBY HagaBaTH KOHQIACHINHHY
iH(popMaIlilo Y BUKOHYBAaTH BKa3iBKU. ColliajbHa 1HXKEHEpisl JOMoMarae aTakyrodomy
CTBOPUTH OOMaHJIMBY CHTYAIllF0 Ta HAJAaTU BUTJISI JIOBIPU Ta JIETITUMHOCTI ataku. [le
MOXKE BKJIFOUATH B ce0e iMiTariro o(imiifHUX JOrOTUITIB, JUCTIB, TOBIIOMJIEHb a00 BEO -
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CaiiTiB, a TaKOXX CTBOPEHHS OOMAaHJMBHUX CIE€HApiiB, AKi CIIOHYKalOTh XEPTBY 0
BUKOHAHHS /il HA KOPUCTDH aTaKyro4doro [6].
Po3rissHeMo 0cHOBHI BUJU (IIIMHTY 3 IKUMHU MOXYTb 31ITKHYTUCS KOpPUCTYBadl y
[aTepuer mepexi [7 - 8]:
— ¢immHr yepe3d QR-koau (QR Code Phishing);
— ronocosuit pimmuHr (Vishing);
— ¢immHTr yepe3 kinonyBanHs (Clone Phishing);
— (¢immHr yepe3 couianbHl Mepexi (Social Media Phishing);
— (immHr yepe3 cMc-noBigomiieHHs (Smishing);
— ¢immHT yepe3 enekTpoHny nomTy (Email Phishing);
— (¢immHr aTaka «3nui aeitHuK» (Evil Twin Phishing);
— kuToOiHUH QimuHr (Whaling);
— 1insoBui ¢immHr (Spear Phishing).

QR-komu, a6o Quick Response Codes, € ABOBUMIpHUMH IITPUX-KOJAMHU, SIKi
CTalld HAJ3BUYAHO MOMYJSIPHUMU B OCTaHHI JAeciaTupiuus. BoHu 3abe3neuyroTh
edekTUBHUH croci0 KOAyBaHHSA 1 mepenadi iHdopmartii, i BAKOPUCTOBYIOTHCS B PI3HHX
cdepax, Bil MAPKETUHTY JI0 JIOTICTHKHU Ta MeTuIIMHU. QR -Ko1u cTBOpeHi s MBUIKOTO
1 3py4HOr0 34MTyBaHHS iH(oOpMaIii 3a JONOMOTOI Cy4aCHHX MOOUIBHHX MPHUCTPOIB.
Bonu marote cnenudiuyHy CTPYKTypy, IIO J03BOJIIE KOAYBaTH Oarato THITIB JaHHX,
BKJIIOYAIOUYU TEKCT, BEO-IIOCUJIaHHS, KOHTaKTHY 1H(dopMalito, reorpadidii KOOpAUHATH
Ta 0araTo iHIIUX.

[ndopmaris, mo 30epiraetbes B QR-komi, Moxke mpuiiMatu pi3Hi Gopmu, aie
HaiJacrTiiie BOHa € MpocTUM BeO-mocunanuaM. Hanpukinan, B onepaiiiiHiii cucremi i0S
nonatok «Kamepa» aBTomMatmuHO posmizHae QR-konum 1 mpomoHye BIAKpUTH BeO-
CTOPIHKY 3a IMOCHJIAHHSM, 1110 B HUX MicTUThCsA. OCHOBHA iH(opMallis, Ky CJIiJ] MATH Ha
yBa3i moa0 QR-koiB, monsirae B ToMy, 10 BOHU YaCTO CIYXKaTh SIK 3BHYAIHI TOCUIIaHHS
Ha BeO-CTOPIHKH 1 I1€ Ma€ BKIMBHI BIUIMB HA MMUTaHHA KiOepOe3meKu.

QR-xomu, sk 3pydyHHd 1 TomHMpeHWd crocidé mepemadi iH(opwmarii, cramm
MPUBA0JIMBUM 3HAPAJISIM JUIS 3JIOBMUCHUKIB, SIKI MParHyTh BUKOPHCTOBYBATH iX AJIs
¢immHTrOBUX atak. [Ipomec GhyHKIIIOHYBaHHS TaKUX aTakK MPEACTaBICHUH Ha PUCYHKY 1.

1. AraKytoumii nigpobase ‘i’
iHTepHeT cepBic

> E

5. IHTEpHeT cepBic Hagae gocTyn 3. HepTea ckaHye QR-Kog
[0 BCiX JaHUX KEPTBM aTaKyouOMy

Puc.1. ®immHrosa ataka i3 Bukopuctanusm QR-kony
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QR-komM MIMPOKO BUKOPHUCTOBYIOTHCS B PI3HUX Taly3siX ITPOMHCIOBOCTI,
CHPOIIYIOYH MPOLIECH I TOPriBJIl, PO3BAXKAIBHUX 3aKIaAiB 1 pectopaniB. OgHaK 115
MOMYJISIPHICTh HE pOOUTH KOPUCTYBay1B IMyHHUMHU J10 QiIMHIoBUX aTak. Kibep3mounHii
BUKOPUCTOBYIOTh QR-KOAM pa3oM 13 OOMaHIMBHMHU MOBIAOMJIEHHSMHU, 1100 3MYCHTH
JIOJIEH po3roJioNyBati KoH(iIeHIiHHY Ta ocobucty iHdopmarnit. ITigpodieni QR -
KOAM 4YacTO HaNpaBJISIOTh JKEPTB Ha QanbliuBi BeO-calTH, Je¢ 30MpParOTHhCA
KOH(DICHIIMHI JaHi, Taki SK HOMEPH KPEIUTHHUX KapTOK. 3a JIOMOMOTOI ITUX
BUKpAJICHUX JaHUX XaKePH MOXYTb OTPUMAaTH KOHTPOJIb HaJ OCOOOK JKEPTBU i
CIpUYMHUTU (IHAHCOBUH XaoC uepe3 HECAHKIIIOHOBaHI BUTPATHU 3 KPEIUTHOI KapTKH.
Bussnenns mkigmmBoro QR-komy Ta 3axucT BiJ MOTEHIIWHHUX 3arpo3 HaJI3BUYAIHO
BaYUIMBI B IU(POBOMY CEpEIOBHILI.

Komu #igetbes mpo QR-koau, BaKiIMBO PO3PIHATH iX PI3HOBUAM, Taki SK
¢iznunnit QR-xox ta mudposuit QR-Ko, OCKITEKH 00MABa MOXKYTh OYTH BUKOPHCTaHI
B aTakax (IIIMHTY, aJie MatOTh CBOT 0c00JUBOCTI. [I0OroBOpUMO Mo KOXKEH 3 TUITIB O1IbIII
JOKJIA/THO.

Oiznunnii QR-kon mpezacTaBisie coO0I0 Bi3yaldbHUH IITPUXKO, SKUM MOXKHA
HaJpyKyBaTH YM HaHECTH Ha noBepxHI0. Taki QR-koau MoxyTh OyTH NMiIpoOIEHUMH YU
PO3MIMIEHUMHU Ha HECMOAIBAHUX 00’ €KTaX, BUKJIMKAIOYM 3aMilIaHHS Ta MiJBHUIILYIOYH
HMOBIpHICTh BUHUKHEHHS (IIIMHIOBUX cueHapiiB. Y Bumaaky ¢izuunoro QR-kony
NPHUKJIAJIOM aTaKd € HaKJICIOBAaHHS IMiAPOOJICHUX KOIiB Ha (i3uyHi 00’€KTH, TaKi sK
napkoMaT abo MPOIYKTH Y Mara3uHax.

Hudpouii QR-kox, HaBmakw, 30epiraeTbCcsi Ta PO3IMOBCIOJIKYETHCS B
€JIIEKTPOHHOMY (pOpMaTi ajie TaKOX MOXKEe OyTH pO3Mi3HAHWUK 332 JOMOMOTOK KaMmepu
cMmapTdona abo iHmoro npuctporo. LHudposi QR-koau MoXyTh BUKOPUCTOBYBATHCS Ha
maxpaiChKUX THTEPHET CTOPIHKAX, y CMC-TIOBIOMJIEHHSX a00 B JIMCTAX €IEKTPOHHOT
TOIIITH, 10 HAMAraloThCS IMITYBaTH JICTITHMHI ITOBIIOMJICHHS BiJ OaHKIB YW BiJIOMHX
KOMIaHii.

Ocob6muBocti 060x BuIiB QR-K0IiB CBiAUaTh MPO HEOOXIAHICTh MUIBHOCTI Ta
00epeXXHOCTI KOPUCTYBAYiB MIPHU B3a€EMOJII 3 HUMH, OCOOJMBO B CHUTYaIlisX, J€ MOXE
BUHUKHYTH IT1]103pa MI0/I0 IXHOTO TTOXO/KEHHS un HaMipy. OCh JIeK1JIbKa aCIeKTiB, SKi
BapTO BpaxXyBaTH JUIs BUSABJICHHS maxpaicekux QR-koais [9]:

— IepeBipKa JpKepena;

— mnepeBipka URL-anpecu;

— nu3aitn QR-koxy;

— HasIBHICTh MEXaHI3MY aBTCHTH(iKaIlis;

— HasIBHICTh 3alUTY KOH(DiIEeHIIiHOT iHpopMalIii;

— HAasIBHICTh HAJMIPHO MIEAPUX MPOIIO3UILIH;

— BHUKOPUCTaHHS mporpaMm ckaHnyBaHHs QR-kozmiB i3 BOymoBaHUMHU (QYHKIISIMH
3aXUCTY Bij (DINIMHTOBUX aTakK;

— BUKOPHUCTaHHS aHTUBIPYCIB Ta 1HIIOI'O KOPUCHOI'O MPOrpamMHOro 3abe3rnedeHHs

JUTS 3aXMCTY BiJ MIaxpancTBa;

— peryisipHe OHOBJIEHHS ITPOTrpaMHOro 3a0e3neyeHHs 0e3meKu;
— BUKOPUCTaHHS ABYX(AaKTOPHOI aBTEHTH (iKallii.

Takox cnij MiAKpEeCIUTH Bpa3JUBICTh KOMIIaHIM Ta KOPHOPATUBHUX CIIBHOTU
N0 ((IMHTOBUX aTak. 3pocTaijoya MOIIMpPEHICTh miaxpaiictBa dvepe3 QR-koau
MiJKpECoe KpUTUYHY NOTpedy KOMIMaHii y mocuieHH1 cBoro 3axucty. [lincymoByroun,
3py4HicTh QR-KONIB HE MOBHHHA MPUXOBYBATH IMOCTIHHY 3arpo3y (IIIMHTOBUX aTak.
[lignpuemcTBa MarOTh AaKTHBHO HaBYaTH CBiii MEpPCOHAN, CTBOPIOIOYH MHUJIBHY
KOPIIOPAaTUBHY CHITBHOTY, 3/IaTHY BYAaCHO PO3IMI3HABATH Ta 3amo0iraTtd MIaxpaicTBy.
HInsixom HaB4aHHS 3 KiOepOe3neKku Ta BUKOPHCTAHHS CIELiali30BaHOrO MPOrPaMHOTO
3a0e3MmeveH s, OpraHizaiii MOXyTh €(EeKTHBHO 3aXWIIATH cede BiJ MOTEHIIIHHUX
HeOe3Iek, 3a0e3MeuyrYH MOCTIHHY Oe3MeKy CBOiX OIrepallii Ta JaHuX.
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Ax Oyno 3a3HayeHo Buiie, y QR-xomax HailOIbpm mnommpeHow (HOpMOro
1HpopMalii € BeO-IOCUIIaHHS, SIKE YaCTO BUKOPUCTOBYETHCS JJISI CIIPOILEHOTO JIOCTYIY
1o BeO-pecypciB. Takok, y KOHTEKCTI KiOepOe3neku, BaXKJIMBO 3ayBaKHUTH, 11O aHAJI3
I[bOTO IOCHJIAHHS € KPUTUYHHM €TallOM Yy BHSIBJICHHI MOXIIMBUX (DINIMHTOBUX aTak,
OCKIJIbKA CamMe€ BOHO IMPHXOBYE IIKIJJIMBHH BMICT, CIIPSIMOBAHHMI Ha MIAXPAMCHKI IIUII.
[Ipu perenpHOMY aHami3l CTPYKTYpH Ta JDKEpela MOCUIIAHHS, MOXJIHMBO BHUSBHUTU
noreHniiHo Hebe3neuHi QR-koaM Ta 3amo0irTH ixX MKiAINBOMY BIUIUBY.

[Tepmmm etaroM Ha MIISAXY 0 BUSBJICHHS QimmHTroBEX QR -KOIIB € JIeKO1yBaHHS
TTOCHJIAHHS Ta HOT'0 ONANBITNH aHai3. JIJisi BUSIBJICHHS MMOTEHIIIMHUX BPa3JIMBOCTEH ab0
03HaK (haJbIIMBOCTI, HEOOX1THO PETEIbHO PO3TJSHYTH BCl YAaCTHHHM MOCHJIAHHS, SIKE
Mmictuthesa B QR-koai. Lelt nporec Bkiovae AOCHiKEHHS TPOTOKOJY Mepeiadl JaHuX,
JOMEHHUX IMEH, IIJIIXY 10 PECypCy, TapaMeTpiB 3alUTy Ta IHIIUX METaJaHUX.

Oco0mnnB1 03HaKU y BEO-NOCHJIAHHAX € KJIIIOUOBUMHU KOMIIOHEHTaMu aHaiizy. L1
napaMeTpy J03BOJISIIOTH BUSBJISATH TMEBHI BIAMIHHOCTI Ta XapaKTePUCTHKH, SKI €
TUTIOBUMU JJTSI M1TO3PIIMX a00 MOTEHIIIMHO MIK1IJTMBUX TTOCHJIAHb.

VY Tabmuui 1 HaBenEeHO MepelliKk 0COOJIMBUX O3HAK MOCHJIAHHS, OOpaHUX ISl METOMY
BUSIBJICHHS (DIIIMHTY.
Tabauus 1
Oco06MB1 03HAKU OCUJIAHHS

KinbkicTe ABIMHUX CKICHUX PUCOK «//»
Hassnicts [P-anapecu 6e3nocepenubo y
IMOCHJIaHHI1

HasiBHicTh cMBOITy cobaka «(@»
JloBKHMHA IOCUJIaHHS

HasiBHiCTH OYKB HE JIATHHCHKOTO
angasitTy

BukoprcTaHHS 3aXUIIEHOT O MPOTOKOITY
KinpkicTs AHIB 10 3aKiHYEHHS TEPMiHY
il JoMeHa

Oco0nHBi 03HAKU TOMEHY KinbkicTe AHIB 3 MOMEHTY peecTparii
JIOMEHY

HasBHicTb mignoMeny

[lepeitnemo Oe3nocepeHbO O AITOPUTMIB MAIIMHHOIO HaBYaHHsA. MariuHHe
HABYAHHS MOXE BKJIFOUATH PO3POOKY MOJIENI, IKa HABYAETHCS HA TICBHUX TPEHYBAIBHHUX
JaHUX Ta BUKOPHCTOBYETbCA A1 0OpOOKH JaHUX 3 METOI0 MependaueHHs pe3yJibTaTy.
Jns nmanoi 3amayi OymeMo poO3IJsIaTH Ta MOPIBHIOBATH JBI MOJENi MAIIMHHOTO
HABYaHHS: HEUPOHHI MEPEXKi Ta JepeBa PillleHb.

HactynHuil kpok 1€ aHai3 TEKCTY MOCHJIAHHS 32 JJOIIOMOI'OK0 MOBHOI MOJENI.
MoBHI Mozxem MNPEICTABIAIOTE COOOI CKIAAHI MaTeMaTH4HI ab0 KOMII'FOTEpHI
CTPYKTYpH, IO HABYAIOTHCA PO3YMITH Ta T'€HEpyBaTH MOBIIEHHEBI 3pasKu. IXHBOIO
OCHOBHOI0O METOI0 € pO3yMIHHS MOBH, BHSBJICHHS 3aKOHOMIPHOCTEH Yy TEKCTi Ta
3/1aTHICTh CTBOPIOBATH HOBI MOBHI BUCJIOBH. L{i Moesi 0a3yr0ThCs Ha BEIMKIA KIJIBKOCTI
JaHUX — TeKCTaX, JOKYMEHTaX, BEIMKUX KOPIycaX MOBJICHHEBHX MaTepiaiB.

['0710BHUM NOHATTAM Hpu 06pOOLI TPUPOIHOT MOBU € BEKTOPHI BiJOOpaKEHHS.
BekTopHi BijoOpaskeHHs — 1€ YMCIIOB] IIPEJCTaBICHHS CIiB a00 TEKCTOBUX (pparMeHTiB
y BeKTOpHOMY NpocTopi. CyTHICTh BEKTOPHUX BiJ0OpaKE€Hb MOJISITa€ B TOMY, 1110 BOHU €
CIIOBaMHU YU TEKCTOM Y (opMi, 3pO3yMITUMHU I KOMII IOTepa, B sIKid BimoOpakeHa
CEeMaHTHYHA Ta CHHTaKCHYHA iH popmarlisi. Bekropu BimoOpakeHHs po3TalloBaHi y TAKHX
mpocTopax, A€ CXOxi cioBa abo ¢pasu po3MimieHi ONM3bKO OJHE [0 OJIHOTO,
BioOpaxkatoun ixHI CeMaHTUYHI BiTHOCHMHHU. lle 103BOJIIE CTBOPUTH CHCTEMY
knacuikarii, ska 37aTHa BHSIBJSITA BUpa3u a00 KIFOYOBI O3HAKH, IO BKa3ylOTh Ha
MOJXXJIMBY 3arpo3y KibepOe3merri.

Oco061B1 03HAKH aJ[PECHOT CTPOKH

270




[HOOPMATUKA TA MATEMATHUYHI METO1 B MOAEJIFOBAHHI = 2023 = Tom 13, Ne 3-4

Takum 4YMHOM 3 TEKCTY MOCHJIAHHS MU OTPUMYEMO HOT0 UM CIIOBE MTPECTABICHHS
y BUIUIAZ1 BEKTOPY, IKMH J1aii OyJie BUKOPUCTOBYBATHUCS SIK JOJATKOBI BXI1JIHI JaH1 AJs
aJIrOPUTMY MAIIMHHOTO HaBYaHHS.

brnok-cxema 3arajibHOro aiaroputT™My BuUsABIEHHS ¢immHroBux QR-koxis
MpeAcTaBiIeHa Ha PUCYHKY 2.

['mubokuii aHayli3 CTBOPEHOro MeTony BHsABIeHHS QimmHroBux QR-komiB
CIpsSMOBaHUN Ha OI[iHKY #oro eQeKTUBHOCTI. BiH BKIOYae MOKITATHUN aHAII3
pe3yJIbTaTIB TECTYBaHHSI, 0 OXOIUIIOE TOYHICTh Ta HAJIMHICTH HOBATOPCHKOTO MiJXOTY
10 BUsIBNIeHHs minpoOseHnx QR-komiB. MeTa 115010 aHammizy — BU3HAYUTH MOTEHINHHI
MOMKJIMBOCTI Ta OOMEXKEHHS 3allpOIIOHOBAHOI'O METONY B KOHTEKCTI MNPOTUALi
(bIMMHTOBUM aTakam.

EdexTuBHiCTS MOJENElH Y MAIIMHHOMY HaBYaHHI, 0COOJIMBO B 3aa4ax OiHapHOL
kacu (ikarlii, 4acTo OLiHIOETHCS 3a fornomMoroto MaTpulli noMmiok (Confusion Matrix).
I1# MaTpuus — KIIOUOBMH 1HCTPYMEHT I MOAAJBINOI OLIHKM MOJENI, IO J03BOJIsIE
BU3HAYUTH Pi3HI MOKA3HUKH, TaKi K TOYHICTh, Yy TJIIMBICTh, CHEU(DIUYHICTh T IHIIII.

3unTyBaHHA QR-
Koay

BunydeHHs

Buny4eHHa OCHOBHMX

3MICTOBHOMD TEKCTY

D3HAK

Y 4
iSMiCTDBHHIﬂ TL'-'.'KCT; i OCHOBHI D3HAKW ;

. 4
O0podka MOBHOW
Mo

Mone
"W € NoCUNEHHA

A 4
EKTOpHE
BinodpaserHA
NEriTUMHAM?
r
[ f ﬂ

Puc.2. biok-cxema anropurmy ananizy QR-koay Ha npeamer QimumHry

QGpobka anropuTMONM
MALMHHOrO
HBEYaHHA

s oO6paHUX alropuTMIB MAaIIMHHOTO HAaBYAaHHS Oyl pO3paxoBaHI MaTpHIIi
MMOMMJIIOK, SIKI Y BH[I Jiarpam MpeAcTaBiieHi Ha pucyHky 3. HaOip maHux ckimamaBcs 3
50000 mocunaus, 3 sIKUX BUMaaAKoBO oOpaHi 70% Oynu BUKOpHUCTaH1 JJIsl TPEHYBaHHS, a
pemTa ans TectyBaHHS. Ileprni po3paxyHKH OyjaM OTpHMaHi JIMIIE 3 BHKOPHCTAHHSIM
aHaji3y OCOOJMBUX O3HAaK mMocuiaHHsA. [lpu momambmiiii po3poOIli anroputmy OyIiio
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BUPILICHO BIPOBAJUTH MOBHY MOJIENb, SIKA 3HAYHO MiABUINWIA CEPEKTUBHICTb
pO3Mi3HaBaHHS.

HelipoHa Mepexa Ge3 MoeHOI Moaeni Bunafkosii nic 6e3 moeHoi Mogeni
8000 8000

7000 7000
6000 6000
5000 5000
4000 4000
3000 3000
2000 2000
1000 1000

0 0
T ™ P FN ™ ™ 3 FN

HelpoHa Mepesa 3 MOBHOIO MoAennio Bunankosii nic 3 MOBHOW MOAENNio

10000 10000

8000 8000

6000 6000

4000 4000

2000 2000

° TP TN FP FN 0 TP ™ FP FN

Puc.3. Jliarpamu 3Hau€Hb MaTPULl TOMUIIOK

OTpuMaBIIM MATPUII0 TOMUIIOK, MU MEPEXOIUMO 0 PO3PAXYHKIB KIHOYOBUX
MeTpHK e(EeKTMBHOCTI Mojem B OiHapHid kiacudikamii. 3a3Buuyaii Ha OCHOBI IIi€i
MaTpHIll BUBHAYAIOTHCS TaKi MOKa3HUKH, K [10]:

— TOYHICTH (accuracy);

— BIIy4YHICTb (precision);

— moBHoTa (recall);

— cnerudiunicTp (specificity);
— F-mipa (F-score).

KoxeH 3 nux Moka3HHKIB BiloOpakae pi3HI acnekTH e(peKTUBHOCTI MOJENi B
KOHTEKCTI KOHKPETHOIO 3aBJaHHs Kiacu(ikamii. AHami3 IMX METpUK Hajae Triauoiie
PO3YMIHHS TOTO, SIK J0OpE MOJIENb MPUCTOCOBYETHCS J0 PO3Ii3HABAHHS MEBHUX KJIACIB,
a TaKOoX J103BOJISI€ 31MCHUTH TOPIBHAHHS 3 IHIIUMU MOJAEISIMH YHM MiAXOAaMH J0
BUpIIICHHS 3a/1a41.

Jlnist po3paxyBaHHs IUX METPUK BUKOPHCTOBYIOTh HacTymHi popmyiu [10]:

TP+ TN
TP +TN’I-"I_PFP +FN’

Precision =

Acurracy =

TP+ FP '’
TP
Recall = ———,
TP+ FN
TN

Specificity = ——— .
TN + FP
[Ticyst po3paxyHKy OCHOBHUX METPHUK, TAKHX SIK TOUYHICTh, BIIyYHICTh YYTJIMBICTh

Ta cnenudivyHicTh, MOXHa po3paxyBaTh F-mipy (F-score). F-mipa € xoMOiHOBaHOMO
METPHKOIO, 1110 00’ €IHY€E BIYYHICTh 1 YYTJIUBICTH MOJENI B OJHE YMCIOBE 3HAUYCHHS.
®opmyna pospaxyHky F-mipu [10]:

Precision * Recall

F-score = 2 % —
Precision + Recall
s MeTpuKka Haga€e KOMIUIEKCHY OLIIHKY €(eKTHBHOCTI MOJIEIli, BPaXOBYIOUHU SIK

MPaBWIBHICTh Kiacu(Dikaiii MO3UTHUBHUX MPUKIAMIB (YyTIAMBICTH), TaK 1 YHUKHEHHS
MMOMHJIKOBUX KIacHQikalildl MO3UTUBHUX Ta HETAaTUBHUX MPUKIAMIB (TouHicTh). Lleit
MTOKa3HUK J0MOMAarae 3iiCHUTH 0111 00’ €KTHBHE MOPIBHSIHHS MOJIENIeH Ta BU3HAYNUTH
iXHIO 3arajipHy e(peKTUBHICTb Y BUPIIIEHHI 3aa4i KJiacu ikariii.
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Jl1st o1iHKM €(PeKTUBHOCTI PO3pOOJIICHOr0 MeTOy Oy moOyaoBaHi rpadiku sKi
B1J100pa)kar0Th 3HaYEHHs BCIX BULIE [EPEPAXOBAHUX METPUK €PEKTUBHOCTI. Y pamMKax
MOCTaBJICHOI 3a7aui posmizHaBaHHs ¢immHroBuX QR-komiB 1i rpadiku BimoOpaxkawTh
MOPIBHSJIBHY XapaKTEPUCTUKY SK QJITOPUTMIB MAIIMHHOIO HAaBYaHHS TaK 1 CaMoro
METOJIY J10 Ta IiCJIs BIPOBAKEHHs MOBHOI Mojielii. Pe3ynbTat aHaii3zy 3a MEeTpUKaMu
e(eKTUBHOCTI MPECTaBIICHI HA PUCYHKY 4.

io HelipoHa mepeska be3 MoBHOI Mogeni Bunaakosii nic 6e3 MoeHoT Mogeni
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Puc.4. liarpamu 3HaueHb METPUK €(PEKTUBHOCTI

BucnoBku. B po0oTi mpoBeneHo aHami3 GimMHTY Ta 3ac00iB Ui HOro BHUSBJICHHS Ta
3armobiraHHs, a TAKOXK Ha/IaHO BaXKJIMBE YSABIECHHS MPO 3arpo3y, Ky 1€ MUTaHHS CKIIaJae
y cydacHOMY LU (ppoBOMY CBITI.

Po3pobiieno meron BusiBiieHHs GimmHry B QR-konax, sikuit 0a3yeTbcs Ha aHami31
OCOOJIMBHX O3HaK MOCHUJIAHHA Ta MOro KOHTEHTY 3 BHUKOPHCTAHHSIM TEXHOJOTIH
MallMHHOTO HaBYaHHSA Ta MOBHUX Mojened. IIpoBemeHo aHami3 eQEKTHBHOCTI
3arpornoHoBaHoro Merony. OTpumani pe3ynbTaté AaoTh moHaa 90% TOYHOCTI y
BUsBJICHHI (immHroBux QR-komiB. AHaJ3 0COOJMBUX O3HAK IOCHJIAHb, 30KpeMa
napameTpiB URL-aapec, CTpyKTypu MOCHJIAHHS, CTPYKTYPH JOMEHY TOIIO, J03BOJIUB
CTBOPUTH MOJI€Nb, sIKa 3 BHCOKOIO TOYHICTIO pO3Mi3HA€ MOTEHIIHHI (IIIMHTOBI
nocuianHs. Takoxk, aHami3 TekcToBoi iHpopMmarii 3 QR-ko/iB 3a JOMOMOT0K0 MOBHUX
MoJieneil 1aB 3MOTYy BHSBUTH BiJMiHHOCTi y croco0i moOyqoBU (iIIMHTOBUX TEKCTIiB
MOCHITaHHS.

OTxe, 1e MOCIIDKEHHS Ma€ BaXIIMBE TEOPETHYHE Ta MPAKTUYHE 3HAYCHHS.
Po3pobiienuit MeTon Moxe OyTH BUKOPUCTaHUHN JJIsl OKPAILEHHS O€e3MeKH KOPUCTYBaviB
npu B3aemonii 3 QR-komamu, a TakoXX BIPOBAIKEHUH Yy 3aXUCHE MPOrpaMHE
3a0e31mevYeHHsI MOOUIBHUX MPUCTPOIB a00 CEpBICiB, O BUSABJISAIOTH MOTEHIIHHO IIKIIJIUBI
nocunanus Ta QR-koau.
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METHOD FOR DETECTING PHISHING QR CODES USING MACHINE
LEARNING

A. Kasaiani, N. Kushnirenko, O. Troyanskiy, V. Podufalov

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
e-mail: infsec2011@gmail.com

Today, there are many tools that can detect and block malicious links that lead to phishing sites or malware.
However, most of them are not yet capable of validating malicious QR codes, and this gives attackers the
opportunity to actively use them in attacks. Phishing using QR codes is very similar to other forms of
phishing. This attack aims to manipulate users and obtain personal information from them, such as login
credentials or financial information. Essence of phishing using QR codes is not new. The main difference
is that in this case, a QR code is used to redirect the victim to a malicious website. The purpose of this work
is to increase the security of users in the digital environment by developing and implementing a method for
detecting phishing QR codes using machine learning. The work analyzed the methods and means of
countering phishing and attacks through QR codes, which made it possible to determine the directions of
development and the main tasks of the research. Developed method includes the analysis of special features
of the link and its text using a language model, on the basis of which the machine learning algorithm was
trained and tested. The created method of detecting phishing QR codes significantly increases the safety of
users in the use of QR codes. Analysis of the effectiveness of the developed method showed a result of
more than 90% detection accuracy. The method of detecting phishing QR codes, developed within the
framework of this work, can be successfully implemented in the activities of various organizations,
including enterprises and institutions. This method provides an opportunity to reduce the risks of phishing
attacks through QR codes, resulting in increased security for employees. The results of this work can be
used in further research, development in the field of cyber security and combating phishing attacks through
QR codes.

Keywords: phishing, QR code, machine learning, cybersecurity, language model.
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HIJIBUIIEHHA EGEKTUBHOCTI 3BEPIT AHHA TH®OPMAIIII 3
OBMEXEHUM JOCTYIIOM

O.P. Ockonkoa, B.B. 3opino
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1 lleBuenka mp., Oneca, 65044, Ykpaina
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VY cydacHOMY CBIiTi Ay)K€ YacTO IOCTA€ MUTAHHS MIOJ0 30€peKEeHHS Ta 3aXUCTY
MapoJIbHMX JaHUX. ICHYe YMMaio cepBiciB Ta IHTEPHET-PECYPCiB, /10 AKUX MOTPiOHO
MaTH MEeBHI JOCTYIH, abu MoTpanuTH 1o cucreMu. Koxm pecypcis i mapouis 6arato,
TO BUHUKaE NHUTaHHA, A€ 1 B sKidH Qopmi ix 30epiratu. 3a3Buyaidl s IHOTO
BHUKOPHCTOBYIOTH IIPOTPaMHI PillIeHHs] — MEHEKepH NapoiiiB. Mema naHoi poboTH
noJsira€ 'y mifBUINEHHI e(peKTUBHOCTI 30epiraHHs iHpopMalii 3 0OOMEeKEHUM
JOCTYIIOM IUIAXOM pO3pOOKM IOJaTKy 3 MOXIUBICTIO ImudpyBaHHA. s
JIOCSITHEHHsI MeTH OyJIo TPOBE/ICHO OIIST Ta aHAJI3 Cy4acHUX MEHEIKEpiB MapoliB,
SKHI TIOKa3aB, 110 B TOBHIM Mipi ICHYIOYi DIIIEHHS HE MOXYTh 3a/JI0BOJILHUTH
BUMOTH 0araTboX IiJIIPUEMCTB, 30Kpema, mignpuemctBa «OdesSeo», ske
3aiiMa€eThCsl KOMIUIEKCHUM 1HTEPHET-MapKeTHHIOM 1 3HaxoquThes y Micti Opeca.
Jus 36epiranas iHQopMariii 3 0OMEXEHIM JOCTYIIOM Y 3amn(poBaHOMY BHIIIAII
Oyno BubOpano anroputmu 1mdpyBanHs SHA3 s mapomiB [0 akaHTIB
mpaniBHUKIB, Ta AES-256 mis mapomiB 1o mpoekTiB 3amMoBHUKIB mocuyr. [udpu
OCTaHHIX mepeBoAWIM Yy ¢opMaT TMO3MMIHHOT cUCTeMU 4HCIeHHs Base64.
Po3poGiieHo MOOITEHUIA MOJATOK — MEHEMKEp MapoiiB, AKUH Oyio YCIIIOIHO
BIIPOBAKEHO y  BHUpoOHUITBO  miampuemctBa «OdesSeo».  IlinBumeHHs
epeKTHBHOCTI 30epiraHas iHpopmamii 3 0OMEXEHUM IOCTYIIOM Ha IiANPHEMCTBI
«OdesSeo» BIUMIPIOETHCS B TPOIIOBOMY C€KBiBAICHTI, HIDKHS MeXa SKOTO CKIIATae
50000 rpu ado 12008, 110 3a oHiHKaMK PU3UK-MEHEIKEPIB BiANOBIIA€ MIHIMAIBHO-
HEOOXiTHUM BWTpaTaM Ha YyCYHEHHS HACHiAKIB BHUTOKY iH(popMarii uu
HECaHKI[IOHOBAHOTO JIOCTYITy 10 CHCTEMH MiAIIPUEMCTBA Ta MPOCKTIB KIIEHTIB.
KiiouoBi cimoBa: MeHempkep mnapomiB, mmdpyBaHHs, 3axucT iH(opmarii,
kibepOe3neka.

Beryn. YV cygacHOMY CBIiTi Ay)Ke 4acTO IOCTa€ MUTaHHS 11010 30€peKEeHHS Ta 3aXUCTy
NapoJbHUX JaHWX. I[CHye YMMallo CepBiCIB Ta IHTEPHET-PECYpPCiB, A0 SIKUX MOTPiOHO
MaTH TEeBHI JOCTYIH, abu moTpanuTu 10 cucteMu. Komm pecypcis i maposiB 6arato, To
BUHMKAa€ IUTAHHS, ¢ 1 B fAKid ¢opmi ix 30epiratu. Ha naHuii MOMEHT ICHYIOTh
piIIEHHS, SIKI 3aKPUBAIOTh JaHE MUTAHHS, aJleé B HUX € JIeAKl HEJOJIKH Ta 0COOIMBOCTI.
Yacto moBHUHM (PYyHKILIOHAN AOJATKIB MOKJIMBO BUKOPHUCTOBYBAaTH TUIBKU 32 YMOBOKO
npua0aHHs JIiIeH311, 0COOJIMBO y BUIAKy BUKOPUCTAHHS Y BUPOOHHUITBI. J[1s1 Bemmkux
KOMIIAHIH I CyMa MOJXKE CSATaTH JECATKIB 1 HaBiTh COTEHb THCSY aojapiB. Takox He
3aBXIM PO3POOHMKH MEHEIKEPIB MapoJjIiB MalOTh XOPOIIYy PeryTallito: 6araTo 3 HUX HE
BUUIUIM 3 pOCIMCBKOrO PHHKY Ta NPOJOBXKYIOTh CIIIBIIPALIOBATH 3 KpaiHAMH-
TepOpUCTaMy, 10 3HWXKYE JOBipY 10 HUX. L{i Ta iHIII OIPUYMHU CIIOHYKAIOTh KOMIIaHii
Ta MIJIPUEMCTBA IIYKAaTH BJIACHI PIlIEHHS JJIs 30€peKeHHs TaKoro BUAY 1HGopmarlii 3
O00MEXKEHUM JOCTYIIOM, SIK TApOJIi, KJIF0Ui A0 MM (PPOATTOPUTMIB TOIIO.

Meta poboTu moussrae y minBHIIEHHI e€()eKTUBHOCTI 30epiranHs iHopmartii 3
O00MEXKEHUM JOCTYIIOM IUIIXOM PO3POOKH JONATKY 3 MOKIUBICTIO MIH(PYyBaHHS.

JI71st mOCSITHEHHS TTOCTAaBJICHOI METH HEOOX1THO BUPIIIUTH HACTYIIHI 3a0ayi.

1) ornsag Ta aHaMi3 CydyacHHUX PIllIeHb;

2) BU3HAUYEHHS METOAIB 30epiranHs iHpopmarlii 3 00OMexeHIUM J10CTYIIOM;

3) po3pobKa MpOEeKTy MPOrPaMHOI0 JOAATKY;
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4) peanizartisi MpOrpaMHOro J0JIATKY.

Jlnsg  KoHKpeTuKH OyaeMo BUpILIYBaTH JaHl 3ajgadl s HiAIpUEMCTBA

«OdesSeo», He OOMEXKYIOUM MpPU IBOMY MOXJIMBICTH ajanTtaiii 1 BUKOPUCTAHHSI
PO3POOKH JJIs IHIIHMX ITiITPUEMCTB.
OcHoBHa yactuHa. [linnpuemctBo «OdesSeo» 3aiiMaeThCsi KOMIIJIEKCHUM 1HTEpHET-
MapKEeTHHIOM, 3HaXOAUThCS y MicTi Oneca, icHye Ha pUHKY Bxe 10 pOKiB 1 € JigepoM y
cBoiii cdepi. [locmyrn, siki Hajae KOMIaHis, HACTYIHI: po3poOKa CaliTiB — CTBOPEHHS
IU3aiiHy CaiiTy, HalmMCaHHS OCHOBHOrO ()YyHKI[IOHANy calTy Ha OCHOBI po3pobieHOi
CMS (po3poOka KOMIIaHii); S€o-MpOCyBaHHs Ta SEO-OMTHMI3AIlisl CAalTy; CTBOPEHHS Ta
peastizaliisi KOMIUIEKCHOI MapKEeTHHI'OBOI CTpaTerii A MpocyBaHHS Oi3HECy KJli€HTa
OH-NaliH; KoHTeKkcTHA pekyama (PPC) Ta peknama y couianbHuX Mepexkax (SMM).

Jlo miei KommaHii 3BepTaroThes pi3Hi Oi3HecH 3a nmociyramu. Koxxuuit 0i3Hec mae
BJIACHI JIOCTYIIH J0 PI3HUX CHUCTEM, CalTiB, cepBiciB. Bci He0OXiaH1 focTynu O13HEC Mae
HaJaTh KoMIMaHii anga mojanpmoi pobotu. Ili gocTynmu HAAArOTHCS TEBHUM
CHiBpOOITHMKAM KOMIIaHii, HEe yCIM, & TUIBKH THM, XTO OyJ/ie MPaIoBaTH HaJ MPOEKTOM.
Takoxx BapTO BpaxoBYBaTH, IO B KOXXHOI'O CHIBpPOOITHMKA € BIIACHI JOCTYIIH,
HaIIpUKJIAJ: KOpIOpaTHBHA IOIITA, poOOYl aKayHTH B COLIAJBHUX MEpEkax 1 TOMY
noJioHe.

Vs nepeniuena indopMmaiis € iHbOpMAIliEro 3 0OMeXEeHUM TOoCTyrioM. B Tomy
yuci Bij 3a0esnedeHHs il KOHQIAEHIIHHOCTI, IMUTICHOCTI Ta JOCTYMHOCTI OyIyTh
3ayiekaTH  ©(PEeKTHUBHICTh pOOOTH MIANPHEMCTBA Ta MOro KIIEHTIB 1 MapTHEPIB,
penyTaris MmanpyueMcTBa, TPUOYTKH Ta 1HII BaXJIMBI JJIS MiNPUEMCTBA MTOKA3HUKH.
Tomy KommaHis 3amikaBieHa B HAJIHHOCTI TOAATKY 1 30epiranHs qaHoi iHdopmariii.

JlomaToK MOBHHEH 3aJI0BOJIBHATH HACTYITHHM BUMOTaM: MOXJIMBICTh CTBOPEHHS
aKayHTY JUJIsl KOKHOT'O CIIBPOOITHHKA; MOXJIMBICTh CTBOPEHHS 3alMCIB 3 MApPOJISIMU Ta
iHpOpMaIli€F0 TPO TPOSKTH Y BIACHOMY AaKayHTI CHiBpOOITHHKA; MOXIUBICTb
MOIUTMTHCS TAPOJIEM/TIapOJIIMA TPOEKTIB 3 IHIIUM CITIBPOOITHUKOM; TBOX(aKTOpHA
aBTEHTU (iKaIlisl MpaliBHUKA; MIH(pyBaHHS MMAPOIIO IS BXOLY B aKayHT; MU(PYBaHHS
MapojiB MpPOEKTIB, fAKi 30epiraloTbcs y JMAo0AaTKy. Takoxk ayXe BaXJMBOK Ta
MPUHIUIIOBOI0O BUMOTOK0 € T€, HI0 KOMIAHis-pO3pOOHUK BiAMOBIIHOIO MEHEKepa
MapoJIiB He MOBUHHA CIIBIpALIOBATH 3 KoMMaHisMu PO.

Po3riissHeMo HacTynHi pimieHHs [1-5].

LastPass. Cymicuicts: i0S, Mac, Linux, Windows, Android. OcaoBHi QyHKIIiT
Ta nepeBaru ponarky: 256-OitoBe mmdppysanns AES; PBKDF2 SHA 256 Ta
XeIIyBaHHS 3 JOAAaBaHHSIM «COJi»; aBTOMaTHYHE 3allOBHEHHS MapoJiB; peAaryBaHHS
1apoJist; FeHEPaTop MapoiiB; O€3NeUHH Mapoib 1 CHIIBHUMI JOCTYI 0 HOTATOK; MOIIYK
naposeM abo calTOM; MacoBe JOJaBaHHS Ta 30€peKeHHs MapoiiB; CcHCTeMa
aBropusauii. Hemomiku: 6a30BI yCTaHOBKM TI€HEpaTopa NaposiiB MEHLI 3aXULICHI;
BHICOKa BapTICTh JiileH3ii. He BUNIIIM 3 pPOCIHCHKOTO PUHKY.

Dashlane. Cymichicts: 10S, Mac, Linux, Windows, Android. OcHoBHI QyHKIIiT
Ta TapaMeTpU [OAATKy: aBTOMAaTHYHE 3allOBHEHHsI MapoJiB; MAacoBe JOJaBaHHA Ta
30epexeHHs mapouiB; 256-6itoBe mudpyBanns AES; reneparop maposiB; MOXKIHUBICTb
BHECCHHsI J10AaTKOBOI iH(popMalii 1momo 30epexeHnx HapojiB; CHCTeMa aBTOpPHU3aIlii;
MOKJIMBICTh pelaryBaHHsl HapoJjiB; XMapHUHW KOHTEWHEp; aBTOMAaTHUYHUN KOHTPOJIb
TEPMIHIB CTapiHHS MapOJIiB; HAJCUJIAHHS MMOBIIOMJIEHb PO HEOOXITHICTh 3MIHUTH JaH1
JUISL JTIOCTYIY; MOKJIMBICTH BCTAaHOBUTH HOBHH TEPCOHAJNbHMUU maponb. Hemomiku:
BHCOKa BapTICTh JIEH31i; «XMapHHI1» KOHTEHHEp AOCTYIHUN TUIBKH y TIJIAaTHINA Bepcii;
J0AAaTOK Ma€ BIIKPUTHUH KOA, OyIb-XTO MOXKE IpOaHATI3yBaTW Ied KOJ Ta BUSBUTH
Bpa3JIMBOCTI.

1Password. CymicHicte: 10S, Mac, Linux, Windows, Android. OcHoBHi pyHKii
Ta TapaMeTpu JIOAATKy: BHCOKAa HAMIIiHICTh, HASBHICTH BOYJZOBAaHOI'O TEHEpaTopa
MapoJIiB; MOXKJIMBICTh CTBOPEHHS pe3epBHUX Kormiif; riopuane AES-mmdpyBanns 3 128
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a00 256 GITHOIO MacKOr0; 30epiraHHs Ta pelaryBaHHs MapoJiiB; 30epiraHHs 10AaTKOBOT
BaiMBOi iHQopmanii. [Iporpama 306epiranHs mnapoaiB 1Password no3Bossie
MIJKII0YaTuCs 10 KoMm'roTepa BiggajieHo. CHHXpPOHI3ye MPUCTPOi 3a JIOMOMOTOI0
€IMHOTO 00TIKOBOrO 3anucy Ha cMapTdonax ta [TK. Hemgomiku: BUCOKa BapTiCTh; HEMae
MOJXKJIMBOCTI OOMIHIOBATHCS JIAHMMH 3 KOPUCTYBauyaMHM; SIKIIO HE OIUIATHUTH IiJMHUCKY,
TO KOPUCTYBay OUIbIIIE HE MATUME JJOCTYITY JIO CBOIX CTapHX MapOJIiB.

Bitwarden. CywmicHicts: i10S, Mac, Linux, Windows, Android. OcHoBHi QyHKIIiT
Ta TapaMeTpu JonaTky: OarartodakrtopHa aBTeHTH(ikamis; 1r0 3ammudpoBaHoro
¢aiinoBoro cxoBulla 3 MpeMisM-TUIaHaMM; CHHXPOHI3allis 3 XMapol; HAcKpi3He
umdpysanas AES 256 6ir, xenryBanns ta PBKDF2 SHA-256; moxnuBicTh mucatu Ta
BUKOHYBATH clieHapii y cxoBuull Bitwarden. Hegomiku: 1onatok Mae BIIKpUTHI KOI.

Keeper. CywmicHicts: i10S, Mac, Linux, Windows, Android. OcHoBHI QyHKIIiT Ta
MapaMeTpH JOJATKy: MEePCOHAIFHE CXOBUIIE JJIs1 KOXKHOTO KOPHUCTYyBada; aBTOMATUIHE
3allOBHEHHS TMapOJIiB; KUIBKICTh JaHMX, SIKI MOXKHa 30epiratu y JJOJaTKy, HE
OOMEXYIOThCS; TEHepallisl MapojiiB; MiATPUMKA IMIOPTY JaHUX 3 IHIIAX MEHEIKEPIB
napojiB Ta MOXJHBIcTh ekcriopty a0 PDF, CSV a6o JSON. Henmomiku: ckiamHa
MpolLeypa BIAHOBICHHS JOCTYITY O OOJIIKOBOT'O 3aIKCYy, € MOXJIUBICTh BTPATU JAHUX;
BHMCOKA BapTiCTh 00CIYrOBYBAaHHS; HE BUNMIUIN 3 POCIHCBKOI'O PUHKY.

Jl51s 3py4HOCTI OPIBHSIHHS 1ICHYIOUMX PIllIEHb CKOPUCTAaEMOCS Tabauueto 1.

Taoauusa 1
[TopiBHSIBHUI aHATI3 ICHYIOUNX aHAJIOTIB
OyHKIiT Ha3Ba MOOUTBHOT O TOJIATKY
LastPass | Dashlane | 1Password | Bitwarden | Keeper
HudpyBanHsa faHuX + + + + +
Cucrema aBTopu3zarii + + + + +
306epexeHHs Ta + + + + +
peaaryBaHHs apoJien
CrtBOpEHHS pe3epBHUX - - + - +
KoMl
Buecenns JOJTATKOBUX + + + - -
KOMEHTapiB
I'enepaTop napoJin + + - - -
MO IUBICTE IUTUTHCS - - - - +
napoJIbHUMU 3allicaMu
3py4yHuid  Ta  OPOCTHUM - + + - +
iHTEpdeiic
CyyacHuil nu3aiiH - + + + +
ABTOHOMHICTh - + - + +
Buitmmmm 3 pociiicbkoro - - + - -
PUHKY
Bapricte  minmensii ma | $10,20 | Big $10 $19,95* $20* $45
MICSAIb Ha OJTHOT' O
KOpHCTyBaua

* 33J1e)KUTH B KIJIbKOCTI JrOIEH

Sx MoxkeMO OayuTH, KOJICH 13 JOJATKIB HE 3aJIOBOJIBHSAE B TOBHIA Mipi
BUCYHYTUM BUMOraM. BpaxoByrouM BaXKJIMBICTb JaHHMX, SKI HEOOXIZIHO 3aXWCTHTH,
PO3pOOMMO BJIaCHE MpOrpaMHe 3a0e3neueHHs.

s xopekTHoi pobotu minmpueMctBa «OdesSeo» HeoOXigHO Oe3medHo
30epiraT JOCTYNH KOXKHOTO KJI€HTa Ta IepelaBaTh iX MDK CHIBpOOITHHKaMH, IO
MPAIIOIOTh HAJl CHUTBHUMH IIPOSKTaMH, a caMe TOCTYIH JI0 CalTiB, XOCTHHTY, aKayHTIiB
CoIiayIbHUX Mepex Tomo. Brpata abo BuTik miei iHGopMarii Ha MiAMPUEMCTBI MOXe
MIPU3BECTH J10 HeOaXKaHUX HACHTIJIKIB, MaTepiaJIbHUX Ta PernyTalifHIX 30UTKIB.
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baza nanux Oyzae ckmamaTucs 3 HacTynmHUX Tabmuub: «User» 11t 30epiraHHs Ta
peectpanii naHuX AJs 11eHTUdIKauii, ayTeHTHUdIKalii Ta aBTOpU3alii MpaliBHUKIB;
«Passwords» st 30epiraHHsi 3amuciB KOPHUCTYyBada, SKi € iH(OpMaIi€r, HaJaHOIO
KIieHTaMu/mmapTHepamu; «Receivepassy i 3amuciB mMpo Te, XTO 3 TMPAIliBHUKIB
MOJUIMBCS TapoJieM Ta 3 KHM, 1 IIPO HOro CTaTyC — «IPOYUTAHO»/«HE MPOYUTAHON
(puc.1).

Tabnuirs «receivepass»

»id
Tabdnmisa «passwords» name
id J login
password
name
coment
login Tabnuisa «users»

——*user_id
id —1 o
password \

»fromUserid
login |

» »fromUserLogin
coment pass =4

user_id = : phone read
uid
job
name

Puc. 1. Cxema 0a3u 1aHHUX ISl CEPBEPHOI YACTUHH JIOJAATKY

besmeka mporecy peectpamii Ta aBTOpH3allii KOPUCTYBadiB B CHCTEMi
3a0e3meuyeThCsl UUIAXOM MUGPYBAHHS TApoJs [JIi BXOAYy B OOJIIKOBUW 3aruc.
HIudpyBanHs 311HCHIOETCS HAa CEPBEPHIN CTOPOHI, 3a1ndpoBaHi AaHi 30epiratoThes y
tabmuii «User».

Jlis maposiiB - IpaliBHUKIB BCTAHOBUMO HACTyNHI OOMEXEHHS: JOBJKHHA
noBUHHA OyTH He MeHIue 10 cHMBOIIB, MapOIbh MOBUHEH MICTUTH X04a O OJIHY BEIUKY
mitepy, xoua 0 oaHy mHdpy i Xoua O OIUH CIEiaIbHUHA 3HAK 3 HACTYITHOTO MEpeItiKy
3HaKiB {!, 7, %, &}; andaBiT Mae ckIagaTUCS 3 JTATUHCHKUX JIiTEp, apadChkux nudp ta
CremiaJbHUX 3HAKIB, TMOTYXHICTh andaBiTy 3 BpaxyBaHHSIM PETiCTpIB cKiamae 66
CUMBOJIB. TakuM YMHOM JJIsI TiA00PY OJTHOTO CHMBOJTY MapoJisi MOXKIIMBI 66 BapiaHTiB,
a KUIbKICTh YCiX MOXKIIMBMX KOMOIHaIii ckianae 6617,

3 MipKyBaHb Oe3leKu Iapoil Ha cepBepi OyayTh 30epiratucs y BUIVIAIL Xellly,
srenepoBanHoro 3acobamu anroputmy SHA3. o mapons npu umdpyBaHHI Oyne
J0JIaBaTUCh «Ciby». Pa3oM 3 IHIIMMU JaHWMH PO MpaliBHUKA Mapojib MOTpAIUisie€ Ha
cepBep, e CTBOPIOETHCS HOBHUIA 3amuc y Tadbmuii «Usersy.

Jlis 10AaTKOBOTO 3aXHUCTy BHKOPUCTAEMO NBOX(aKTOpHY aBTEeHTH(ikamiio, e
npyruii gaxkTop 3axucTty Oyne peaii3oBaHO uyepe3 KOpIOpaTHUBHUIL HOMeEp TenepoHy
IpaliBHUKA: A aBTOpH3allli 4M peecTpalii KOpUCTyBaudiB HEOOXIJHO OTpUMATU
MIATBEP/PKEHHS y BUIUIAAL KOoany, KUK Oyne HamicnaHo sk SMS-moBigomiieHHS Ha
BKaszaHuii Homep Tenedony. Ilpu peectparliii Kox HaICHJIAETHCS JIUIIE Y BUTIAAKY, SKIIO
KOopHcTyBada Ie Hemae y cucremi. [Ipu aBTOpmM3amii Koa BIAMPABISETHCS TiTBKU Y
BUIIAJKY, IKIIIO BKa3aHUH KOPUCTYBAy BXKE 3apEECTPOBAHUM y CUCTEMI.

[Tin gac poboTu 3 mpoeKTaMM 3aMOBHHUKIB MOCIYyr mpauiBHUKH «OdesSeo»
CTBOPIOIOTH y 3aCTOCYHKY 3allMCH IPO KJIIEHTIB 3 HACTYMHOIO iH(pOpMalli€lo: Ha3Ba
MPOEKTY, JIOT1H, TApOJIb Ta KOMEHTAp JJIsi KOHKpeTHOro 3anucy. L1i qani 30epiratoTbest y
0a3i manux y tabmuni «Passwordsy. [laponb Takox 30epiraetbes y 3ammdpoBaHOMY
Burisiai. IludpyBanHs BinOyBaeThCs Ha MPUCTPOI MpAIliBHUKA M€ 1O TOro, SK
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BIJIMTPABUTH iX 10 0a3u JaHUX.

[Ipu cTBOpeHHI HpaliBHUKOM 3amUCy HpPO KIIEHTA IOJIE 3 MApOJeM IPOEKTY
mU@pyeTbest aNropuTMoM cuMerpuuHoro mudpysanHs AES-256 3a mgomomororo
YHIKQJIBHOTO JUJII KOKHOTO MPOEKTY KJtoua mudpyBaHHs, 1m0 30epiraeTbes y (aitnax
J0JlaTKa Ta pa3oM 3 IHIIMMH JaHUMHU BIANpaBiIsgeTbcs A0 0a3um gaHux. Kimou
30epiraerbcst B 0a3i JaHUX y TaOJMIIl «passwordsy 3amupoBaHOMY BUTIISII.

Jnist Toro, mo6 po3mudpyBaTH Napoib, HEOOX1IHO 00 KOPUCTYBAY Y MOJI [T
BBOJy BBIB BiacHUM kimou mudpysanss (puc. 2). He 3Haroum kmou mudpyBaHHS,
mo0aYnTH Napoib B JEMIU(PPOBAHOMY BUTIISAAL HE MOXKIIUBO.

P + fonoBHa +

‘(: 1912 2023 01°56:19 e < 19.12.2023 01:56:19 X
[ocTtyn 4o KopnopaTWEHO! CpM JocTyn oo KopnopaTUBHOI CpM
oskolkova oskolkova
BnacHWi gocTyn o KOpNopaTMBHOI BnacHui foctyn Ao KopropaTuBHOT
CpM-CHCTEMI CPM-CUCTEMMU
ashKArmD6Qc)12T5tGelrg== ® naponb &)
l ) OLTgsljzZdfoz7goiz+NSIALaTgt1c3kCp8d

Poswwpposath PoswmbposaTi

Puc.2. JlemmmppyBanHs 1aposto

IIpouec reHepamii kmoua MmM@pyBaHHA OylIO YJOCKOHAJIEHO ULUIIXOM
JOJlaBaHHS JIOTIHY KOpHCTyBaya Ta KOHBepramlii kimoda 3 mmppy AES-256 y
MpEJCTaBJICHHS B TMO3ULINAHIA cuctemi uwucieHHs Base64. OOpana kombOiHamis
CHMETPUYHOTO IMU(GPYBaHHS MApois 3 JOJaBaHHIM JIOTiHA IpAI[iBHUKA Ta COJI Ta
npencraBieHas mudpy y Base64 3abe3neuye mocratHili piBeHb O€3MeKH, MPUUHSITHY
MIBUIKICTh MM (PPYBaHHA, €(PEKTUBHICTh Ta 3pyUHICTh B po0OOTI 3 KIIFOUeM MIH(PyBaHHS.

MOoXJIMBICTh MOAUIMTHCS TMAPOJIBHUM 3alMCOM 3 IHIIMM MPAIIBHUKOM B
3aCTOCYHKY pe€aii30BaHO y BUIJLIAI (yHKLII BHOOPY KOHKPETHOrO IpalliBHHKA Ta
nepeaayi KOHKPETHOro 3amucy 3 mapojem. B Tabmmmi «Receivepass» npu npomy Oymae
CTBOPEHO 3amuc 3 iHpOpMaIi€l0 Mpo: MPOEKTHY Ha3By, JIOTiH, Mapojib Ta KOMEHTap;
iIeHTHIKaTOp Ta JIOTIH BIANpaBHUKA; iMeHTH(IKATOp OTpUMyBaya; CTaTyC 3aIlucy
«IIPOYUTAHOY/ «HE TIPOIUTAHOY.

[Tix wac peecTparii npaniBHUKY HAAAETHCS MOKJIUBICTh 3aIIOBHUTH CHEIIaIbHY
dbopMy, sKa BKJIIOYA€E HACTYIHI IOJIS: MPI3BHUINE; IM's; MO-0AaTbKOBI; JIOT1H; HOMEpP
tenedoHy; mocaja B Komradii; maponb. Ilicias 3amoBHeHHs (OpMU Ta HATHCKAHHS
KHOIIKU «3apeecTpyBaTUCS» JaHi BiIMPaBISIOTHCS Ha CEpBEp JJIsl IEPEBIPKU HASIBHOCTI
B 0a3i gaHux. SIKkmio 30ir 3HAWACHHWI, KOPUCTYyBad OTPUMYE IOBIIOMIICHHS IIPO
ICHYIOUMH akayHT 1 HEMOXJIMBICTb peecTpauii 3 3aJaHuMU mapameTpamu. [Hakmie
CHCTEMa IEepexXOIuTh 0 HACTYIHOTO €Talmy — MepeBipka 3a BKAa3aHHUM HOMEpPOM
TesniehOHy — HaJICUJIaHHS TIOB1IOMJIEHHS 3 KOJIOM MiATBEpIKEHHS (pHcC. 3), BiCIIOBaHHS
00TIB "uepe3 MPOXo/HKEeHHs Kamdi (puc. 4).

B pe3ynpTaTi yCHiniHOro Npoxo/KeHHs OCTAHHBOT'O €TaIly CTBOPIOETHCS HOBHIA
3amuc y 0Oasi gaHux 3 iHQopMaliel0 Mpo TMpamiBHUKAa Ta WOro YHIKaJIbHUM
inentudikatopoM. Lli 3axoam 3HAYHO NIABUIIYIOTH piBEHb Oe€3MeKH peecTpalii Ta
30epeKEeHHS IaHUX KOPHCTYBAYiB Y CHCTEMI.

ABTopu3alis TpaliBHUKa TIependavyae BBENEHHS JaHMUX: JIOTiH, HOMeEp
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TenegoHy, TapoJib, YHIKAJIBHHH KIHOY U1 mudpyBaHHS, SKUH 30epiracTbcs Ha
IpUCTPOi KopucTyBaya. [licisg 3a0BHEHHSI BCIX MOJIB MAapOJb MiJAEThCS XEIIYBAaHHIO
3 CULIIO, MO0 J03BOJISIE 3MEHIIMTH PHU3MKH aTak 3 BHKOPHCTAHHAM «paillyKHHX
TabJIUIbY, BIAOYBAETHCS MOLIYK OTPUMAHOI0 X€Ily Ha cepBepi. Ko 3anuc 3HaleHo,
KOPHCTYBa4 aBTOPH3YETHCSA B CHCTeMI. [HaKIIe BiOyBaeThCs BiAMOBa B aBTOpHU3AIlil, a
IMicisl TIEeBHOI KUIBKOCTI HEBAAIMX CHpo0 — OJIoKyBaHHS akayHTa. lle mo3BoJisie
MPOTUCTOSATH MOXIIHUBIH atari nepedopy mapoiiB «rpy0or0 CHUIIOK0Y.

. myapp-817bf.firebaseapp.com/__/auth/har =3
« e CloudoTP :

Wednesday, Nov 29 + 1:48 PM Select all images with

mountains or hills

824787 is your code for
myapp-817bf.firebaseapp.com.
4u5Q50bhUaa

&

Tap to load preview

12:28 AM

765755 is your verification code for
myapp-817bf.firebaseapp.com.

&

Tap to load preview

310637 is your verification code for
myapp-817bf.firebaseapp.com.

&

Tap to load preview

12:41 AM ) Q Q

Puc.3. Hancmnanns nosinomieHHs 3 kogoMm  Puc. 4. TIpukiman mpoxomKeHHs Karmdi
ITiITBEPKCHHS

Jlnst BUBOJY Ha CTOPIHII TMpaI[iBHUKA JOCTYIMHHX HOMY NPOCKTHUX 3allKCiB
cucTeMa 3a ieHTU(hIKATOPOM MpaIliBHUKA CTBOPIOE 3aIUT 10 0a3M JaHWX 10 TaOJwII
«Passwords» Ta moBeprae naHi, 0 HaJeKaTh KOPUCTyBaueBi. BiH Moxke 1X BUAANATH,
penaryBaTy, CTBOPIOBaTH HOBI, a00 Hajcuiatu ix kousesl. [lapons goctymy a0 nmpoexty
Oyne BimoOpaxaTuch y 3amuppoBaHomMy BUTIAL g po3mudpyBaHHS HEOOXITHO
BBECTH KJIIOY.

OpHovyacHO 3 LUM Ha MPUCTPOi TMpaliBHUKA-BIANPaBHUKA BHUKOHYETHCS
reHepailisi Kioda mugpyBaHHS, 0 Oyne BHKOPUCTOBYBATHCS s MUGPYBaHHS 1
nemyppyBaHHS MapoJIiB, SKI KOPUCTyBay Oy/ie CTBOPIOBATH 1 30epiraT y J0JaTKYy.

st Toro, mo6 MOIUTUTUCS MapoJieM, HEOOX1IHO 00paTH 3amuc 3 mapojeM Ta

ICHYIOUOro KopHucTyBaua 31 cnucKy. OTpuMaHi JOCTYNM BiJ IHIIMX KOpUCTYBauiB
30epiratoThCs B OKPEMOMY BiKHI, 1€ MOYKHA TTOOAYMTH 3aMKC 3 TApOJIeM Ta BijJ KOro OyB
orpuMaHui 3ammc. Jns gemmdpyBaHHS OTPUMAHMUX 3alMCIB HEOOXIHO OTPUMATH
KJIOY TOT'0 TpalliBHUKA-BIIPaBHUKA. 3T1HO BCTAHOBJICHOI Ha ITiAMPHUEMCTBI MOJITUKA
Oe3neKkH JaHWK KoY MOKHA OTPUMATH 32 O(DOPMJICHHM 3allMTOM J0 aaMiHICTpaTopa,
SKHI Ma€ CXBAJIMTH KEPIBHUK MPOCKTY.
BucnoBku. IIpoBeneHo orusg Ta aHaii3 CydyacHMX pillleHb 30€peKEHHs MapoJiiB, B
pe3ysbTaTl SIKOrO BHUSBJICHO, IO ICHYIOUl MEHEDKEpPH IapoJiiB MOMPH CBOi MepeBaru
MaloTh PSA  HEHONIKIB, SKI JJIS KOHKPETHUX MiJIPHEMCTB MOXYTh BHSBUTHCH
HETPHUITYCTUMUMHU Ta CIIOHYKATH 10 PO3POOKHU BIACHUX PillICHb.

Hany poboty Oyno BuKoHaHO ans mignmpueMctBa «OdesSeo», sike 3aiiMaeThcs
KOMIUIEKCHUM 1HTEPHET-MapKETUHIOM 1 fKe MOoTpedye Ooco0JIMBOi yBaru y MUTaHHI

280



[HOOPMATUKA TA MATEMATHUYHI METO1 B MOAEJIFOBAHHI = 2023 = Tom 13, Ne 3-4

30epeKCHHS TTapOJIiB.

Po3pobneno mporpamHuii  10maTOK — MeHemKkep mapomiB.  OCHOBHHM
(YHKIIIOHAJIOM MPOrpaMHOro JOAAaTKy € peecTpallis, aBTOpHU3allil KOPHUCTYBadiB,
MO’KJIMBICTh CTBOPIOBATH Ta JUIUTHCS MapOIbHUMU JaHUMH 1 3aXUCT MapoJIiB BiJ aTak
3JIOBMUCHUKIB. [lepeBaru po3po0JieHOro 3aCTOCYHKY y TMOpPIBHSHHI 3 1CHYIOUHMH
aHajoraMu IOJIATalOTh Yy BJIOCKOHAJICHI MpOIleCy reHepallii Kirda mu@pyBaHHS s
MapoJiB, MO 30epiraroThCs y AOMATKYy, HIISXOM JIOJIaBaHHS JIOTiIHY KOpPHUCTyBauda Ta
KoHBepTauii mudpy Kkiaroda, BUKOHaHOTO airoputMoM AES-256, no Buay mosumiitHoi
cucteMu uncieHHs Base64. [Tapomi gocTymy 10 akaHTIB MpalliBHUKIB 30epiraloThCs Ha
cepBepi y BUTIIAI Xemry. XemryBaHHs BinOyBaeTbes anroputMoM SHA3 3 momaBaHHSM
coJi.

[MixBumenHs eexkTuBHOCTI 30epiranHs iHGOpMaIii 3 0OMEXEHUM JTOCTYIIOM Ha
nianpuemcTBi «OdesSeo» BUMIPIOETHCS B TPOIIIOBOMY €KBiBAJICHTI, HIKHS MEXKa SKOTO
ckiaamae 50000 rpu a6o 12008, mo 3a OLIHKAMH pPU3HMK-MEHEIKEPIB BiAMOBIAAE
MiHIMaJIbHO-HEOOXiJHUM BUTpaTaM Ha YCYHEHHS HACHIIKIB BUTOKY iH]opmarii um
HECaHKIIIOHOBAHOTO JOCTYIY J0 CHCTEMH IiAMPUEMCTBA Ta MPOEKTIB KIIEHTIB.
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ENHANCING THE EFFICIENCY OF STORING RESTRICTED
INFORMATION

O.R. Oskolkova, V.V. Zorilo

National Odesa Polytechnic University
1, Shevchenko Ave, Odesa, 65044
email vikazorilo@gmail.com

In the contemporary world, there is a frequent concern regarding the preservation and protection of
password data. Numerous services and internet resources require specific accesses to enter their systems.
When dealing with a multitude of resources and passwords, the question arises as to where and in what
form to store them. Typically, software solutions, namely password managers, are employed for this
purpose. The objective of this study is to enhance the efficiency of storing restricted-access information
by developing an application with encryption capabilities. To achieve this goal, a review and analysis of
modern password managers were conducted, revealing that existing solutions fail to meet the
requirements of many enterprises, including 'OdesSeo,' a comprehensive internet marketing enterprise
located in the city of Odesa. For the secure storage of restricted-access information, SHA3 encryption
algorithms were chosen for employee account passwords, while AES-256 was selected for project
passwords of service clients. The latter ciphers were translated into Base64 positional numeral system
format. A mobile password manager application was developed and successfully implemented in the
production environment of 'OdesSeo.’ The increase in the efficiency of storing restricted-access
information at 'OdesSeo' is measured in monetary terms, with the lower threshold being 50,000 UAH or
1,200 USD, representing the minimum necessary expenses, according to risk managers' estimates, to
mitigate the consequences of information leaks or unauthorized access to the enterprise system and client
projects.

Keywords: password manager, encryption, information protection, cyber security.
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PO3POBKA CUCTEMHM MOHITOPUHT'Y IOIA IHOOPMAIIAHOI
BE3IIEKHN

ILIO. [Naranamko, H.I. Kymipenko, H.I'. Kozauenko, H.B. Boiiko
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VY Bumazaky, kKomu mnpoOiieMa BUHHMKae y Mepexi, [T-criemiamicty moBuHHI OyTn
BIICBHEHI, 110 OyIyTh MOBIJOMJICHI PO HEl Ta OTPUMAIOTh HEOoOXinHy iH(opMamiro
Jutsl 11 BUPIMIEHHS ¥ BUKITIOYEHHS MOMIOHUX CHUTyalili B MaiOyTHbOMY. BaxiauBum
€JIEMEHTOM MOHITOPUHTY Mepexi € crioBimeHHs. Ko B Mepexi BUHHKAE aHOMaJIbHA
MOBEIHKA, CHCTEMa IOBHMHHA HeraiiHo mosimomutu IT-cmerianicriB, 00 BOHH
MOIJIM MIBHAKO pearyBaTH. CaMe TOZi TpOILEC BiJHOBJIEHHsS CTAaHy MEpEXi CTae
HaiOIbII eeKTHBHUM. MOHITOPHHT Mepexi B 00OB'I3KOBOMY IOPSI/IKY ITOBHHEH
BKJIIOYATH aBTOMAaTW4HE OTPUMAaHHS MOBIIOMJIEHb IO 3001 Ta moii, sKi MOXYTh
BIUIMBATH HA NPOJXYKTHBHICTb. Y pa3i MOMWIKH, Taki CHOBIIIEHHS MaloTh OyTH
HaJliClIaHi Yepe3 eJIeKTpOHHY momTy, SMS abo iHmwmii 3py4ynuil kanan. /luHaMivHi
MepeXi BUMararoTh CUCTEM, sIKi MOTJIM O iIeHTH(]IKyBaTH BPa3MBOCTI B pealbHOMY
yaci. ToMy neski cuCTeMH MOHITOPHHTY MEpEeXi HaJaloThb MOXXIMBOCTI I 300py
JAaHUX TIpo Oe3meKy, Taki SK MepekeBl JKypHaJ W, >XypHaIW [OJATKiB Ta
moBigomiieHHs 1ipo Oesmeky. Lli maHi 30mMparoThCs Ta aHAMI3YIOTHCS VIS BUSBICHHS
aHOMAJTii, 1 B pa3i MOSBYU 3arpo3 MOXKIIUBO HA/IiCIIATH CIIOBIMIEHHS BignoBigHOMY IT-
cnemiamictry. TakuM YHHOM, CHCTEMa MOHITOPHHTY MeEpeXi ITa€ MOMIHBICTh:
3a0e3meuyBaTH HENEpepBHUN pOOOYMI Tpolec, BiACTEKYBAaTH CTaH MeEpexi Ta
BYACHO pearyBaTd Ha MOXIIUBI IpoOJIeMH, MOTINITyBaTH e(eKTUBHICTH pOOOTH
Mepexi, TiABHUIYyBaTH HaNIHHICTH Ta Oe3rexy Mepexi. BpaxoByrouw 1e, MOKHA
3pOOHUTH BHCHOBOK, IO JJISI YCHIIIHOTO (DyHKIIIOHYBAaHHS MEPEXi HyKe BaKIHBO
TIPOBOAMTH TX MOHITOPWHT Ta BYaCHO pearyBaTy Ha BAHUKHEHHS mpooieM. {ist mboro
MOTPiOHO BHKOPHCTOBYBAaTH CIICMIaNTi30BaHi CHCTEMHM MOHITOPHMHTY, SIKI 37aTHI
IIBHUJIKO aHAJII3yBaTH CTaH MEPEKi, BU3HAYATH MPOOJIEMHI MicCIIsl Ta OB1IOMIISITH IIPO
HUX BiAmoBimHUX cremiamnictiB. L[ pobota Oyna 30cepemkera Ha aHaTi31 HAIBHIX
CHCTEM MOHITOPHHTY MEpekKi, BHUCBITIIEHO iX IUMOCIB Ta MiHyciB. JlocmimkeHo
TEXHOJIOTii Ta METOJMKH, IO 3aCTOCOBYIOTHCSl JUISI CTBOPCHHS TAaKHX pillICHb.
Po3pobiieHo HOBY crcTeMy MOHITOPHMHTY, CIIPSIMOBaHY Ha ONTHMI3aliio IIPOLECY
BIJICTe)KEHHSI CTarycy MepekeBoi Oesmekd. 30aradeHo (YHKIIOHAT CHCTEMH
BIJNPaBKOIO CIIOBILIIEHb, a TAaKOX BIPOBA/DKCHHSM IPAaBWI BiACTEKYBaHHS
AHOMaJIbHOT MOBEIHKHU B MEPEXKI, 1[0 JOMOMOIKE KpaIlle BUIUIATH 3JI0BMUACHUIIBKI JIii
Ta BYaCHO MOTMEPEKYBATH CIIEIiaTiCTIB.

Kawuosi cinoBa: monitopunr, ELK-crex, OSSEC, ElastAlert, inumaenT, yory,
METpPHUKH.

Beryn. Ko minnpruemMcTBo po3nodynHae 3aiMaTuCs TUTAaHHSAM 1HGOpMAIiHOT Oe3MeKH,
oMy MOTPIOHO BIPOBAJUTH MACy PI3HOMAHITHHX CHCTEeM. Lle MOXXyTh OyTH aHTUBIpYC,
MepexeBuil OpaHamayep, MepekeBa Ta CepBepHa CHCTEMHU BUSBICHHS BTOPTHEHb,
MDKCHUCTEMHUHN (DaepBOJI, CKaHEp Ypa3JIMBOCTEH, CHCTeMa OOJIIKY IiJIICHOCTI, Ta Oarato
iHIoro. Criucok iHCTPYMEHTIB, SIKi MOXYTbh BUKOPHUCTOBYBATHUCS B CTPYKTYPI, € JOCUTh
mpokuM. OCKUIBKH Oe3leKa sBJIsI€ COOOI0 HE JIMIIE CTaH CHCTeMH (y TpaaulliiHOMY
pO3yMiHHI), ajle ¥ TpolecH, BaXJIUBOIO CKIAJOBOK SKHX € MOHITOPHUHT TOMINA 3
iHpopmariiiHoi Oe3neku [1]. Y Oyab-ikoMy BHIIaJKy BHHUKAE 3allUTaHHS PO
LEHTPaNi30BaHE CIOCTEPEKEHHS Ta aHaji3 »>KypHaliB MONiH, SKi 3reHepoBaHi
nepepaxoBaHUMU CHCTEMaMU B PI3HHX MacIITadax.
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Ha choromnimHiii JeHb iCHye psja pilleHb IJIs1 OpraHizaiii MOHITOPHUHTY.
Hanpuxinan, Bkpait nonyyisipaum pitieHHsM € Splunk. Lleii incTpymeHT 30upae, iHaEKCy€e
Ta CHIBB1THOCUTS JIaH1 B pEaJIbHOMY Yaci y CXOBHIL 3 MOXKJIMBICTIO MIOLTYKY 1 BUKOHAHHS
PI3HOMAHITHUX 3alUTIB 3a 33JaHUMU NapaMeTpamMH. 3a OTPUMAaHUMH pe3yJbTaTaMu
MO)KHA CTBOPIOBATH rpadiku, 3BiTH, iH(OpMaIliliHi MaHe i Ta pi3HOMaHITHI Bi3yasizartii
[1]. Splunk mae Garato mepeBar, BKIHO4arO4u 30ip, BIACTE)KEHHS, MOHITOPUHT Ta aHAII3
BEIMKUX OOCSTiB JaHMX, AKI MOXXHAa BUKOHATH B iICTOPHYHOMY PEXHMMI MOIIYKY abo B
peanpHOMY yaci. [IpoTe BiH TOCUTH BapTiCHHIA, OCOOJIMBO MPU BEIUKUX 00CATax JaHUX,
a Horo MOXIJIMBOCTI CTBOPEHHS BJIACHUX MpaBUJI KOpENAlii oOMEXeHI y TepMiHax
CKJIaJIHOCTI Ta THYYKOCTI.

[le omHe pimeHHs Ay Oprafisamii MOHITOPHHTY, IIO OYyJO PO3TISHYTO —
LogPoint [2]. JIns naHOro iIHCTPYMEHTY MOXKHA BiI3HAYUTH BUOIp MeTOqy 30epiraHHs
JIOTIB: 3aJIEKHO B1Jl LIHHOCTI JJaHUX, BU MOYKETE BKa3aTHU pi3HI mepioau 30epiraHHs, a
TaKO>K MOXKJINBICTh CTBOPEHHS CKJIaTHUX KOPENSLIMHUX MOIIyKOBHUX 3anuTiB. Kpim Toro,
MOYKHa HaJalITyBaTH aBTOMAaTUYHE CIOBILIEHHS, BUKOPHUCTOBYIOUM OyAb-sKUi
CTBOPEHMI 3aIUT, L0 AKTUBYE €JIEKTPOHHOI'O JIUCTA MPH BUSABIEHHI moaii. 3 HelOMiKiB
LogPoint - HenocTaTHs IHTYITUBHA CTPYKTYpa, sIKa YCKJIAAHIOE MOIIYK AESIKUX (PYHKIIIH.
Xou4a 11iHa Ha CUCTEMY € JJOBOJII KOHKYPEHTOCIIPOMOXKHOIO, BiJICYTHICTh 0€3KOIITOBHOI
Bepcii O0OMEXye MOXIMUBICTb 11 BHUKOPUCTAaHHS HEBEJIUKUMHU MiJIPUEMCTBAMH.
CrineHoTa KopucTtyBadiB LogPoint He € Takor MMPOKOK 1 aKTHUBHOI, SK y 1HIIMX
MPOMO3HIII HAa PHHKY.

[HImMM 1ocuTh monynsapHuM pimeHHsIM € ELK-crek, 1mo npuBaditoe BiAKpUTAM
KOJIOM, SKHH Ja€ MOXJIMBICTb BIPOBAAUTH MOHITOPUHI OyJlb-KOMY, HE3QJIEKHO Bij
po3mipy kommadii [3]. Lle cnpuse nerkoMmy BOpoBaKEHHIO 1 THYYKOCTI y HaJIallITyBaHHI
CHCTEMH JJIsl KOHKpETHHUX OoTped opranizanii. Hegomikamu qanoi cucremMu € BIICYTHICTD
MIPaBIJI KOPEIALii 1 MeXaHi3My CTBOPEHHS MPaBHII IS BiICTeKYBAaHHS XapaKTepy JIOTiB
[4]. Takox 6e3 MOJATKOBUX KOMIIOHEHTIB B CHCTEMI BiICyTHi BOyIOBaHUN MeXaHI3M
CTOBIMIEHHS MPO MOTEHI[IHI 3arpo3u, WOro MoTpiOHO BCTAHOBIIOBATH OKpemo [5]. 3
iammoro 6oky ELK-cTek Mae cyTTeBi mepeBaru:

— ELK € 0e3KOImTOBHOI CHCTEMOI (HE 3Ba)KalOuW HAa BUTPATH CEPBEPIB).
[Torpy BUMOTHM BUTpPAT HA HAJNArO/UKCHHS Ta MIATPHUMKY, BOHA 3a0e3reuye Kpamiui
0anaHc BapTOCTI 1 MOTYKHOCTI;

— JI03BOJISIE€ 30MPATH METPUKH, OOpOOISITH BENMKi 00CATH TaHUX;

— BIJIKpUTHUH KOJ, 1110 Ha/Ia€ 3HAYHY THYUYKICTh Y BIPOBAIXKEHHI;

— MIBUIKICTH PO3TOPTYBaHHS 1 JIETKY MacIITaA0OBaHICTh;

— wMae 3pyuyHuid APl nns CTBOpeHHs 3amMTiB 1 MOXIJIMBOCTI MPOTrPaMHOI
iHTerpalii 3 IHIMMH MPOAYKTAMH;

— go0pe pO3BUHYTa CHUIPHOTAa KOPUCTYBadiB, MO 3a0e3medye TMOCTiiiHE
OHOBJICHHS Ta BIOCKOHAJICHHS CHCTEMH, a TaKO)XX IMIBUJKE BHUPIIIECHHS BUHUKAIOYHX
podJIeM.

bepyun no yBarum BHUILEONHMCAHI HEAOJNIKM 1 IepeBaru, OYyJO BHUPIMIEHO
PO3TIIIHYTH IMOTEHIIMHI ciocoOu nmogoJianHs 1 30araueHns Gynkmionany ELK -cTeky s
pPO3pPOOKH BJIACHOI CMCTEMH MOHITOPHHTY. B SKOCTI TOJAaTKOBUX PIllICHb 3 BiIKPUTHUM
MIPOrPaMHUM KOJIOM JTOILTbHO BUKopucrtaTu: Elastalert — st opranizanii BigcTexxyBaHHS
1 BignpaBku crosimenb, OSSEC — y sKocTi eneMeHTy I KOHQIrypamii mpaBui
MOPYIICHHS OE3IEKH.

Meta i 3agaui aochaimkeHHsi. Memoio pobomu € TiABUIICHHS ©(PEKTUBHOCTI
BIJICTe)KYBaHHSI CTaHy O€3MeKH KOMIT'IOTEPHOI MEpeki NUITXOM PO3POOKH CHCTEMHU
MOHITOPUHTY TOJii. 3a paxyHOK TaKOro IMiJXOAy IIiBUINUTHCS pIBEHb O€3MEKU
oprasizaifii, Ta 3HAYHO 3HU3UTHCS Yac, IO IMPOWIIOB Bil MOMEHTY BUHHKHCHHS
KOHKPETHHX TIO/Ii{, IO MOMEHTY iX HeWTpasi3alii. ATbTEpHATUB y BIIKPUTHX JDKEpETax
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He OyJi0 3HAWJEHO, 10 MiJABHUILYE IIHHICTH po3poOKH. B mporeci BUKOHAHHS JaHOI
po6oTH HEOOX1IHO pPO3B’SI3aTU HACTYIIHI 3a7a4l:

— MpoaHali3yBaTH Ta BHUSBUTH HaWOLIbII BaXKIMBI METPUKH I 300py, IO
BiI0OpaXkaroTh CTaH MEPEKi, a TAKOXK HAWYACTIIII MOXKJIMBI MOPYIICHHS OE3MEeKH Ha
cepBepax;

— 00paTH 1 ONKUCATH CKJIAJ0B1 YACTUHU AJI PO3POOKH CHCTEMH MOHITOPUHTY;

— pPO3pOOUTH TMPOTPAMHHUMA TMPOAYKT IS Bizyamizamili II€HTpParai30BaHOTO

MOHITOPHHTY KOMII FOTEPHOT MEPEKI.
OcHoBHa yacTUHA. MOHITOPUHT MEpeXi — MPOIeC BiJICTeKYBAHHS Ji€3AaTHOCTI Ta
CTabiIbHOCTI Mepexi, 11 (YHKI[IOHYBaHHS Ta MPOAYKTUBHOCTI B paMKax CKJIaJHHUX
MEpEeKEBUX CTPYKTYP [6]. BiH 00’ €THY€E MpoIiecH ClOCTEPEKEHHS Ta aHATI3Y MEPEKEBUX
KOMITOHEHTIB TaKUX, SIK POyTE€pPH, KOMYTaTOpU Ta OpaHaMayepH, a TaKOXK 3’ €IHaHb MiX
HUMHU. MOHITOPUHTI MepeXl TaKOX OXOIUIIOE KEPYBAHHSI PI3SHUMH DIBHSAMHU [aHUX,
KIHLIEBUMU MEPEKEBUMHU By3J1aMHU Ta iHTepdelicaMu.

Poyrepn, kKomyTaTOopu Ta BY3IM CTBOPIOIOTH CIIOJYYEHHS MK BEIIUKOIO
KUTBKICTIO POOOYMX CTaHIIIH 1 KJIFOYOBHMH MTPOTrPAMHUMH 3aCTOCYHKAMH, PO3MIIIIEHUMH
Ha YHCJICHHHMX cepBepax i B [HTepHeTi. KpiM Toro, HamamroBaHi 0e3/1i4 iHCTPYMEHTIB 1
3aCTOCYHKIB O€3IeKH Ta KOMYHIKaIlii, BKJIFOYar0YH OpaHaIMayepH, BipTyaabHI IPUBATHI
Mepexi (VPN), 1 antuBipycu.

[TepeBipka po6OTH Ta MPOAYKTUBHOCTI IHTEP(PEHCIB CTOCOBHO iXHIX TOTSHIIIITHUX
3001B cripusi€ q1arHOCTYBaHHIO, ONITUMI3alLlii 1 KOHTPOJIIO PI3HUX MEPEKEBUX PECYPCIB K
JIOKaJIbHO, TaK 1 Ha BiJICTaHi. 32 JOITOMOIOK IAHKX, IPEACTABICHUX y BUTJISII TaOIMIIb,
niarpaM, rpadis, iHGOpMaLIMHUX TaHEJICH Ta 3BITIB, MOHITOPHHI MEPEXi J103BOJISIE
CHUCTEMHUM aJIMIHICTpaTOpaM 3MEHIIUTH cepeaniil yac BigHoBiaeHHs (MTTR), a Takox
PO3B’s13aTH MPOOJIEMH MEPEXKEBOI MPOJYKTUBHOCTI B pexuMi peajbHoro uacy. Komm
noJi0H1 mpobjaeMu BUSBJIEHI, CHCTEMa IIOBIIOMJIIE CHUCTEMHUX aJMIHICTPaTOpiB
6e3nocepeqHb0 a00 3a JIONOMOIOK MIATPUMKH, JO3BOJSIOYM HHUM HaWIIBH[IIIE
pO3B’s13aTH POOIEMY.

Po3yMmiHHS apXITeKTypH Ta CKJIQTHOCTI Mepexi, OO0i3HaHICTh Tpo poboTy
KO>KHOTO ii CKJIAZIOBOTO €1€MEHTa y OyAb-sIKUI MOMEHT — BCE 1€ BaXJIMB1 YNHHUKH, K1
CIPUSIOTH YCHIITHOMY MiATPUMAHHIO CTaOUTLHOCTI Ta IUIICHOCTI Mepexi KommaHii 1 ii
KII€HTIB. B Mepexi Moke OyTH THUCAYl TOYOK JaHUX JJISI MOHITOPUHTY, TOMY Kpail
BKJIMBUM € JIOCTYII JI0 3HAYYIO1, TOYHOI Ta aKTyaJbHOI iH(popMalii B Oyab-sSKuii Jac.
CucremH1 aAMIHICTPAaTOPH MTOBUHHI NOCTIHHO OyTH B KypcCl BCbOI'O, 1110 BiZJOYBAa€THCS B
KO)KHOMY CEIMEHTI MEpExKI.

Mepexa, ik IpaBUIIO, Ma€ BHYTPILIHIX Ta 30BHILIHIX KOPUCTYBAaYiB, BKJIIOYAI0UH
CHiBpOOITHHKIB, KJIIEHTIB, IMAPTHEPIB Ta 1HIII CTOPOHU. BinmMoBa Mepexi MoOxe MaTH
pi3HHI edekT Ha Oi3Hec, B 3aJIGKHOCTI BiJ THUNY KopucTyBada. Hampuknam, sKIio
NPAIiBHUKK HE MOXKYTh OTPUMATH JIOCTYI J0 MOTPiOHOI iH(opMalii A1 BUKOHAHHS
poboTH, 116 MOXE€ IPU3BECTH A0 3HWKEHHS MPOAYKTHBHOCTI, (pIHAHCOBMX BTpaT 1,
HMOBIpHO, LIKO/AM pemyTalii KOMIaHii B MalOyTHbOMY.

KoxxHuii KOMIIOHEHT Mepexi € TMOTEHLINHHOK TOYKOK BIAMOBH. Tomy
HaJ[3BUYaliHO Ba)KJIMBHM € PO3POOJICHHS CTpaTerii, 10 MiHIMi3y€ MOMXJIMBICTH 30010.
TakuM 4MHOM, SIKIIIO OJIMH cepBep ad0 poyTep 3a3Ha€ 30010, IHIINKH MOKE aBTOMATHYHO
i1’ €THATHUCS IO MEPEXKI JIJIs 3MEHIIIEHHS €(eKTy BiJl BIIMOBH I'OJIOBHOI0 OOJIaHAHHSI.
He Bci mpoGnemu MOXyTh OyTH MPOTHO30BaH1 i pO3B’si3aHi 10 MOMEHTY, KOJIU peaJibHi
3arpo3u CTaHyTh OYEBUIHUMH. AJle SKIIO 3/1iHCHIOBATH aKTUBHUNM KOHTPOJb MEPEXKi B
PEXHMMI peasbHOr0 Yacy, MOKJIUBO BHSIBUTH Ta PO3B’SI3aTH MPOOJIEMH 10 TOTO, SIK BOHU
HaOyayTh Ti00anmpHUX o00csariB. Hampukman, mepeBaHTakKeHUH cepBep MOxe OyTH
3aMiHEHWH, TepIl HDK BiH 3a3Ha€e 3000, aje Ie MOXIMBO JIMIIE MPH CBOEYACHOMY
OTpUMaHHI i€l iHpopMmartii.

284



[HOOPMATUKA TA MATEMATHUYHI METOA B MOAEJIFOBAHHI = 2023 = Tom 13, Ne 3-4

Cucrema MOHITOPHHTY MEpeXi MOXKE CTaTH BaXKJIMBUM IHCTPYMEHTOM s
[10JIaJIbIIOT0 PO3BUTKY Ta IJIAHYBAHHS MEpexi. 3aBAsIKU CBOIHM 34aTHOCTI 1IHPOPMYBATU
IT-cneuianictiB nMpo BHUKOPUCTaHHS OKPEMHUX €JIEMEHTIB Mepexi Ta mependayaTu
MOTEHIIIHI BUKIIMKH, 110 MOXKYTh IIPU3BECTH 10 IEPEBAHTAKEHHS, TaKa CHCTEMa MOXeE
cnpusaTH eQeKTUBHIN ajanTarii Mepexi J0 MIBUIKOrNO 3pOoCTaHHS Oi3Hecy abo
30UTBIIICHHS YKMCJIa KOPUCTYBAYiB.

[HCTpYMEHTH MOHITOPHHTY MEpexi 3a0e3MeuyoTh CHCTEMHOMY aJIMiHICTPaTOPY
MOCTIMHUHN JOCTYI 10 aKTyaJbHOI iH(OpMaIlli mpo cTaH Mepexi, MO JTa€ MOXJIHUBICTh
OTIEPAaTHBHO pearyBaTH Ha BAHUKHEHHS MPOOJIeM Ta BHPINIyBaTH iX BuacHO. Came TakuM
(yHKIIIOHAJIOM BOJIOJIE CHUCTEMA, 10 OyJe JIeXKaTH B OCHOBI PIIIEHHS AJI1 MOHITOPUHTY
Mepexi. Sk 3’scoBano panime, ELK-cTek HeMae MOXIMBOCTI BIAIPABKUA CHOBIIICHB 1
HaJAIUTYBAaHHS MPaBWI Ul aHANI3y 3alMCIB Yy CUCTEMHUX XypHanax. Tomy mami Oyne
JIeTaIbHO OMMCaHI pIIIeHHSA, 0 OyIyTh BHKOPUCTOBYBATHCS MU JIOTIOBHEHHS
(yHKIIOHATTy CHCTEMH.

VY sKOCTi pillleHHS A1 BiANPaBKW CHOBIIEHb OyJO0 OOpaHO JIErKOBiCHUU
ElastAlert. ElastAlert — e nmpoctuii GpeiiMBOpPK AJIS CIOBILIEHHS PO aHOMAJIi1, CTIECKH
Ta 1H111 natepHy 3 nanux B Elasticsearch [7]. Elastalert no3Bossie ctBoproBaTH npaBuia,
sK1 OyayTh onucyBaTy Oy/b-sKi LUJIbOB1 CUTYalii 1 CIOBIIIATH PO HUX. € MOXIJIUBICTD
HaJalITYBAaTU Pi3H1 TUIM MPABUJI, TaKl SIK 3MIHU B YaCTOTI O/, pi3Ke 301IbIIEHHS a00
3MEHIIICHHS KIJIbKOCTI TO/Iii, 200 HaBiTh KACTOMI30BaHi IPaBUIIa, III0 BUKOPUCTOBYIOTh
BJIACHI aJrOpuTMH KOPHCTyBaya Ui BUSBIEHHS aHoManii. lle HamamroByeTbcs
Ha0OpOM MPaBHII, KOXKHE 3 SKUX BU3HAUYAE 3aIUT, THUI MPaBHIIA 1 HA0Ip OMOBIIICHB.

OpeiiMBopk mparroe, noeanytoun Elasticsearch 3 n1Boma TMmamMu KOMITOHEHTIB,
tunaMu nipaBudi 1 cnosimeHHsMu. Ha Elasticsearch mepioguyHo BiAnpaBisieThCsl 3amUT 1
JlaHi1 3 3alUTY (JIOT'M) NEepeJalThes A0 TUILY IpaBUiia, IKUi BU3HAYA€, YU 3HAWJICHO 301r.
Komu BinOyBaeTbcs 30ir, BiH mepeacTbcs OAHOMY abo0 JEKiTbKOM IMpaBHIIaM
CIIOBIIIEHHS, SIKi BXKUBAIOTh 3aXOIB HA OCHOBI IILOTO 30iTYy.

KoxHe mpaBuio BU3HAYa€e 3amlHT, KU MOTPIOHO BHKOHATH, MapaMeTpH, 3a
SKUMH CIPalbOBY€ 30ir, 1 CIHCOK CIOBIIEHb, SIKI MOTPIOHO 3allyCTUTH JUJII KOXKHOT'O
30iry. Koxxne npaBuiio siBisie coboro okpemuit Y AML -¢aiin, skuii Ma€ MiCTUTH HACTYITHI
000B’s13Kk0Bi 11014 [7]:

— «es_host» i1 «es_port» moBuHHI Bka3zyBaTu Ha kiactep Elasticsearch, no sikoro
MU poOHMMO 3aIIuT;

— «namey: yHiKanpHe 1M’s s npaBuia. ElastAlert He crmpaitoe, Ko aBa
paBuiia MalOTh OJIHAKOBY Ha3BY;

— «type»: KOXHe MpaBUJIO Ma€ CBill TUI, IKUH MOXKe IPUHMATH Pi3Hi MapaMeTpu.
Tun «frequency» o3Havyae «CrioBimaTy, KOJIM BiJOYBa€ThCsl O1IbIIE HIXK «num_eventsy»
MPOTATOM YaCOBOT'O IHTEPBAITY»;

— «index»: Ha3Ba iHAEKCY(1B) M1 3anuTy. SKio BukopuctoByeThest Logstash, 3a
3aMOBUYYBaHHSIM iHAEKCH OyayTh BignmoBigaTu "logstash-*";

— «num_eventsy: mapamerp € crnenudiuHuM i TuIy frequency i € moporoBuM
3HAYEHHSM [Tl CIIPAIlbOBYBAHHS OMOBIIIECHHS;

— «timeframey: mepiof yacy, 3a KU Ma€ BiIOyTHCA num_events;

— «filter»: cnucox ¢inbTpiB Elasticsearch, ski BHUKOPUCTOBYIOTHCS JJIs
¢binbTpanii pezynbratiB. TyT MU MaeMO QUIBTP 3a OJHUM TEPMIHOM JJIsl JOKYMEHTIB, Y
SKUX «EsIKe T0JIe» 30Ira€ThCsl 3 «JIeSKUM 3HadeHHsIM». SIKmo QuibTpu He MmOTpiOHI,
CITiJ] BKa3aTu MOPOKHiH crmcok: filter: [];

— «alerty: cnucok Iijei, sSKuM OyayTh BHUCHaHI croBimeHHs. CIOBIIICHHS
eNeKTPOHHOI momTol moTpedye SMTP-cepBepa 11 HajACHMIAHHS TMOIMITH. 3a
3aMOBUYYBaHHSIM BiH HaMaraTUMeThCs BHKoOpucTtoByBaTH localhost. [le MokHa 3MiHUTH
3a gonoMororo napamerpa smtp_host. Il{e ogHiero momysipHOIO LIJLTIO € «telegramy, nist
SIKOT'0 IOTPiOEH TOKEH 1 KaHaI;
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— «email»: 11e criucok ajpec, Ha siKi OyyTh HaJliCJIaHi CITOBIIICHHS.
[Tpuxnan koHGirypauii npaBuia 300paxeHo Ha puc.l.

: Load average for 1 minutes over 2
: any
: logstash-*
Hi

: "system.load.1:>1"

- "telegram"
: 6973162738 :AAFYWUCEOVhu2hK1PACV]
: "@elk alert_scream”

Puc.1. [Ipuxnax xoH¢irypauii npasuia ElastAlert

VY SKOCTI CHCTeMH JIJIS BiJICTEXKEHHS TIOPYIIeHb B cucTteMi 0yino oopano OSSEC.
OSSEC — ue cucrema BHSBJIECHHS BTOPTHEHb 3 BIAKPUTUM BHUXIIHUM KoIoM. Bona
BUKOHYE aHali3 JKypHAJiB, IMEPEeBIpPKYy IUIICHOCTI, MOHITOpUHT peectpy Windows,
BUSIBJIEHHS PYTKITIB, OMOBIIIEHHS B peaJlbHOMY 4acl Ta akTUBHE pearyBaHHS [8]. Bona
MpaIioe Ha OUTBIIOCTI OmepaliiHux cucreM, Bkarodatound Linux, OpenBSD, FreeBSD,
Mac OS X, Solaris 1 Windows. Bona noennye B co6i Bci aciekta HIDS (Host Intrusion
Detection System — BUSIBJICHHS BTOPITHEHb Ha OCHOB1 XOCTIB), MOHITOPUHTY JKypHaJliB Ta
ynpaBiiHHS iHIUAeHTaMu Oesmeku (SIM)/ympaBninHsa iHGOpMaIlier0 Ta TOAISAMU
6esneku (SIEM) B ogHOMY MpPOCTOMY, MOTYKHOMY PIilI€HHI 3 BIAKPHUTHM BUXITHUM
kogoM. OCHOBHI (yHKIIIi:

— mepeBipka LUIICHOCTI (aiiniB. Byab-fika ataka CympOBOIKYETHCS 3MIHOIO
cucteMu. Meta nepeBipku niiicHocTi ¢aimiB (File Integration Monitoring) — BUSBUTH 111
3MiHU 1 TONIEPEUTH, KOJIM BOHM BiIOYynyThes. Lle Moxke OyTu aTaka, 3710B)KUBAHHSA 3 0OKY
crmiBpoOiTHHKA a00 HaBITh IpyKapchKa MOMHUIIKA aJMIiHICTpaTopa, mpo OyIb-sSKy 3MiHY
¢aiiny, kaTanory abo peectpy BaMm Oy/ie TOBiJOMJICHO;

— MOHITOpUHT XypHaliB. KoxHa omeparniiiHa cuctema, A0JaTOK 1 MPHUCTPiH y
MEpEeXi CTBOPIOIOTH JKYPHAIH IOAIH, 00 OBIJOMUTH BaM PO MOTOYHUI CTaH CUCTEMH.
OSSEC 30upae, aHamizye Ta ONpainboBYE IIi KypHAIH, 100 MOBIJOMHTH BaM, SIKIIO
BiI0OYBa€ThCS MIOCH MiZO3piie (aTraka, 3JI0BKHBAHHS, IIOMWIKH Tolo). Hanpuknan, Ha
KIIIEHTCHKOMY KOMII'toTepl Oyja BCTaHOBJIEHa mporpama, abo OyiM BHECEH1 3MIHU
IIpaBWJI y BalloMy OpaHaMayepl i (paepBoJIL.

OO6pobxka xypHamiB BuKOHYyeThcsl Bcepenuni OSSEC nponecamu logeollector 1
analysisd. ITlepmmii 30upae mopii, a apyruii anamizye (po3mmdpoBye, GIIBTPYE 1
kinacupikye) ix. Ile poOUTbCS B peXUMi peabHOTO 4Yacy, TOMY SIK TiJIBKH ITOJis
3anucyetbesi, OSSEC 00pob6iste ii. OSSEC moxe uuTatu moaii 3 BHYTPIIIHIX (aidiiB
KYpHaJIIB, 3 XKypHaiy noaii Windows, a Takok OTpUMyBaTH iX O€310CEpEeaHbO Uepes
BiaaneHuit syslog.

OSSEC nocravaetscst 3 HA00pOM BOYIOBaHUX MPABUIL, SIKI BUBHAYAIOTH TUIIOBY
aKTUBHICTb, SIKYy CIiJ BiJICT&KYBaTH B CHCTeMaX. 3a 3aMOBYYBaHHSM IIi TpaBHUIIa
BKJIFOYAIOTh IMUPOKUH CHEKTp aKTUBHOCTEH, TaKWX SK HEYCIIIIHI CIpoOu BXONY,
OTPUMAaHHS JOCTYIy 10 BaxJIMBUX (haliiB Ta 3MiHY KOH]irypauii cuctemu. Takox
KOpHCTYBaul MOXKYTh CTBOPIOBATH BJIACHI MpaBUja 3 ypaXyBaHHSAM CHEU(pIYHIUX BUMOT
1o ixHporo cepenosunia [9]. IIpuknan HajamITyBaHHS Takoro NpaBujla HaBEACHWM Ha
puc.2.
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<

id="5700" level="0" noalert="1">

>sshd</

>

< >SSHD messages grouped.</ >
</ >

id="5710" level="5">
1>5700</ >
>illegal user|invalid user</ >
>Attempt to login using a non-existent user</ >
>invalid login,authentication failed,</ >

A A AN A AN

</ >
Puc.2. ITpuxnag OSSEC s BUsSIBIEHHST HECAHKI[IOHOBAHOTO BXony 10 SSH

[cHy€e roNnOBHUI eneMeHT, 1o Tpymlye npaBuia mo tumy «sshd», Todro Ti, mo
HaJexaTh 10 B3aemoii 3 mporokoiaom SSH. ITone «decoded as» 30epirae 1ie 3Ha4YEHHSI,
PO 110 TOBOPUTH onuc «descriptiony. JlodipHe nmpaBuiio € 611k crienugigHUM, 1 pearye
Ha KOHKpeTHY mofito. Bono mae cBiit ID, neckpunrtop «if sid», 3HAa4EHHSIM SKOTO €
rOJI0BHA TpyHa. «pcre2» MICTUTh BUPa3, AKUM NOTPIOHO 3HANTH y XKypHaJIaX, 01T IKOro
OyayTh BigcTexxyBaTuch. Onpa3y sk Take nosigomieHHs mae 30ir, OSSEC pearye
MOMEHTaIbHO. Takuil (yHKIIOHAN € AyXe MOTYXKHHM 1 JO3BOJIIE CTBOPIOBATU CBOI
GLIBTpH Ta HANAIITOBYBATH KPUTUYHICTH MoAid. I{e momomorke OUIbII TOYHO BUSBIISTH
CEpHO3HI THIIUJCHTH.

Sx Oyno 3’scoBaHO, Hapasi € BelWKa KUIBKICTh PillleHb, IO 33J0BOJILHSIOTH
MoTpedu aJMIHICTPAaTOPy MEpEeXi y BICTEeXKYBaHHI il CTaHy, aje JJIs Haloi KOHKPETHOT
cucreMu ocHoBoro ciyryBatume ELK-crek. s 3akpurrs HenmomikiB ELK-creky y
BUIJISIII BIZICYTHOCTI MEXaHI3MYy CIIOBIIIEHHS 1 HassBHOCTI NpaBUJI NOPYIICHHS O€3MeKu
Oyno obpano Elastalert ta OSSEC HIDS uepe3 ix Jierke BOpoBaKeHHS Ta MOTY>KHUN
¢yHkiionan. TakuM 4YWHOM, MpOaHATI3yBaBIIM B3aEMOJII0 CEpPBEPIB B MEPEKi,
HeoOxinue [13, kiieHT-cepBepHMii Miaxif, Oyna po3podieHa cxema poOOTH MallOyTHBOI
CHCTEMHU MOHITOPUHTY, 300 pakeHa Ha puc.3.

Cuctema

MOHITOPHHTY

OSSEC client
Filebeat
Metricbeat

OSSEC client
Filebeat

Metricheat
3anuTn
36ip MeTpuK
ELK client 1 BincTexysaHHa nogii
(elk_client)

192.168.0.103

ELK client 2
(elk_yurii)
192.168.0.105

SSL SSL

OSSEC manager

METPUKH
Norn ———»
MopylweHHa

METpHEM
TNorn
MopyLweHHa

ELK server (elk)
192.168.0.104

CnosileHHA

Telegram

Email

Puc.3. Cxema poGOTH CHCTEMHU MOHITOPHHTY B MEpPExi

JUist HU3BKOTO TMOPOry BXO/KeHHs 1 Bizyamizanii y ELK-creky Opakye 3pyuHoro
iHTepdeiicy — Toif, mo npononye Kibana, € 1ocuTh HaUIMMKOBUM. ToMy 0yi10 BUPIIIEHO
CTBOPUTH CHCTEMY MOHITOPUHTY, sIka HaJgaBaja O MOXJIMBICTH 0Oe3 3ailBUX 3yCUIIb
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BIICTEXKYBaTH CEpBEpH, HAJAIITOBYBAaTH 1 JOJaBaTW IMpaBWia JUIsl CIOBINIEHb Yy
MOMYJISIPHI IiJTbOB1 CEPBICH /IS TMIJBUINEHHS IIBUIKOCTI peakiii Ha iHUuAeHTH. J{is
pO3poOKH  creliali3oBaHOi CHUCTEMH MOHITOPUHIY BUKOPHUCTOBYBAJIMCh HACTYIHI
IHCTPYMEHTH 1 CKJIaJ10BI:

— wmoBa nporpamyBanss Python i momymi tkinter 3 Elasticsearch;

— Filebeat 1 Metricbeat;

— ELK-crek.

[Ticast 3amycKky cuUCTEMH MOHITOPHHTY TIepel KOPUCTYBa4eM BiTKPUETHCS
HacTynmHu# iHTepdetic, 300paxkeHuit Ha puc.4, MO CKIaaeThCs 3 4 CEeKIIii:

[} monpy — X
Server settings Alert composer
Query: ‘
ELK server hostname: [elk Check ELK server 5
ype
ELK server IP: 192.168.0.104 Status:  down & Any @ Frequency Name:

Timeframe:

. Events number: ’7 Compose alert
Target server hostname: [elk_client Check client

Notification

Target server [P: 192.168.0.103 Status:  down & Telegram * Email
Bot token: Email address:
Start monitoring Channel ID: |@Elkjlertis(ream |
OSSEC severity chart Resource metrics
CPU RAM Disk

Timeframe (e.g. 10m, 1h):
24h

0.0%
(0)

100.0%
(1)

Uptime: -

Puc.4. [TouatkoBuii inTepdeiic cucremu

Cexiiis Server settings BiAIOBIa€ 32 BHECEHHs 1HPOPMAILIIT TTPO aJipecy cepBepy
3 ELK-cTekoM, 3 sikoro OyayTe 30upaTHCs MOAIT 1 JO SIKOTO pOOJIATHCS yCl MOJaibIll
sanutu. Cekuis Resource metrics BigoOpaskae MOTOYHY 3aBaHTAXKEHICTh L1IIOBOIO
cepBepy. JlogaHi Tpu CTOBHIN, SIKI MOKaXYTh y TMPOIEHTHOMY BIJHOIICHHI CKiJIbKU
pecypciB npoiecopy Oyino Bukopuctano (crosrnenb CPU), 06’em onepaTUBHOI mam’sTi
(croBrentb RAM), a Takok 3aifHATE Miciie Ha AUCKY (cToBmels Disk). 3a 1omomMororo nux
TPHOX MOKAa3HHUKIB MOXXHA JTOCHTh IIBHJKO BU3HAYHMTH CTaH cepBepy. CriaKyBaHHS 3a
pecypcaMy HE TUIbKM MOBIIOMMTb HaM NP0 HEOOXIJHICTh PO3IIMPEHHS, HANPHUKIAL,
MIOCTIHHOTO HaKoNHWYyyBaya, ajié 1 MOBIJOMHUTb MpPO HaJAMIPHY 3aBaHTaXXEHICTh
POIECOPY, 110 MOXE CBIIYMTH PO aKTUBHICTH MOTEHIIHHO MIKIUIMBUX TTporeciB. Kpim
BiI0OpakeHHsI y MPOLIEHTHOMY BiJIHOIIEHHI, TAKOX HAaJAa€ThCs iH(OpMallis B 4ucIax,
CKUJILKH yChOT'O PECYpCy MA€ThCs Ha cepBepi 1 sKa KiIbKICTh BUKOPUCTOBYEThCA. J1is
3py4YHOCTI JofaHa CTpiduKa 3 4acoM pOOOTH MAaIIMHU 3 MOMEHTY BKJIIOUEHHs (CTpiuka
Uptime).

Cexuiss OSSEC Severity chart sBnsie coGoro aiarpamy KpUTHYHOCTI MOJIN.
VYrTumnita BiICTIIKOBY€E 1 aHAJi3y€e JIOTH B CHCTEMHMX JKYpHaJax, a TAKOXK CTEKHUTH 3a
mpoliecaMu B IUIbOBIH cuctemi. KoxkHa mopis Mae cBil «piBeHb HeOe3meKn». Y Cboro
iCHy€e JecsTh DIBHIB, BiJI CHCTEMHOTO TOBIJIOMJICHHS N0 JIETEKTyBaHHS BTpPY4YaHHS B
cucteMy, abo BUSBIEHHS MOTeHLIWHOI artaku. Pamxysanus moziit 3rigHo 3 OSSEC
B1/10yBa€ThCS HACTYITHUM YHHOM:
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— piBHI | - 2 BUPINICHO ONYCTUTH 3 IPUYMHHU MaJIOl IIHHOCTI iHdOpMartii mpo
nonii, mnoB’s3aHl 3 HUMM. lle MoxyTb OyTH 3BHYaliHI 1oOAll, HampuUKIan,
Mepe3aBaHTAXKECHHS CITY>)KOU OnepariitHol CHCTEMH;

— HHM3bKa KPUTHYHICT y ONIN piBHA 3 - 4;

— cepenHs: piBHI S - 6;

— BHCOKa: piBHI 7 - &;

— KputuyHa: piBHI 9 - 10.

B cexuii Alert composer Mu MOXEMO CTBOPIOBATH (paiiyiv MpaBUJI CHIOBIIIEHb IS
ElastAlert. Takok BOHa BiMOBiIa€ 3a BiAMpPaBICHHS MIPpaBUiIa Ha IEHTPAIbHUN cepBep.
Ha Buxomi mu otpumyemo Y AML-¢aiin, 3rigHo Hamoro BBOAY, TOTOBHH [0
BUKOPHUCTaHHS. [[7151 CTBOpPEHHS 1 BUKOPHCTaHHS ITPaBHJI HEOOXITHO 3alIOBHUTHU HACTYIIHI
OIS

— Query — 3anut, o KoMy OynyTh (QUIBTPYBATHCh JIOTH KYPHAJIB;

— Type — manenp BubGopy Any ab6o Frequency. Ilpu BubGopi Frequency nHam
noctynHi mois Timeframe i Events number, siki BiZIOBiZalOTh 3a MPOMIXKOK 4Yacy i
KUIBKICTh TIOJTIH, 110 BiIOYJIKCS 32 HBOTO;

— Name — iM’s npaBuina. [ToBuHHE OyTH YHIKaJIBHUM /I KOPEKTHOI poOOTH
ElastAlert;

— Notification — manens Bubopy Telegram a6o Email. Sxmo oOpana mo3uiis
Telegram, HeoOximHo Hamatu Bot token (TokeH Oory, 1m0 Oyae BIANPaBIATH
cnosimenHs) i Channel ID (izmeHTH(iKaTOp KaHay IJIS TOBIJOMJICHB). Y BHUIAIKY 3
Email, Hamatu agpecy oTpuMyBaya JUCTA 31 CIIOBIIICHHSM.

CrtBOpHMO IpaBUIIO AJIs BIANPaBKH croBilleHHs 10 Telegram-kaHaiy, y sSIKOCTI
3aMUTy BUKOPUCTAEMO TEKCT IMOB1IOMIIEHHS IIpo aTaky nepedopoM Ha SSH. Ockisbku y
camomy npaBwiti OSSEC Bxke € mosst 17151 BIZICTE)KEHHSI YaCTOTH, BCTAHOBUMO THIT Any.
Beenemo iM’s mpaBuiia i HaTcHeMO Ha kHonKy Compose alert. Ha cepBepi 3’siBUThCs
¢aiin 3 yciero BiAmoBimHOW KoHirypamieto. [Ipukman HamamryBaHHa B cekuii Alert
composer i pe3yibpTytounii Y AML-¢aiin 3 npaBunoM 300paxkeHo Ha puc.S. Ha puc.6
300paKeHU TPUKJIA] moBigoMiieHHs Ha Email.

Alert composer '
- telegram
Query: |"SSHD brute force] :
rType _ :
& Any © Frequency Name: |ssh-brute ~
Timeframe: ‘ ‘ g X e
; ery: ""SSHD brute force
Events numben Compose alert l
— «: logstash-*
Notification
& Telegram ™ Email : ssh-brute
Bot token: | Email address: ’ ' ; 6973162738:AAFWUC
Channel ID: I@elk_alen_scream l egral H '@elk_alert_scream'
+any

Puc.5. HanamryBanus Alert composer 1 pe3ynbTyrouuil Gpaiin 3 mpaBuiIoM
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elk_alert_scream@outlook.com BT, 28H06, 141§y &
KOMY: MHE ¥

High post requests

(@timestamp: 2023-11-28T12:38:55.0652
(@version: 1
_id: OFjwFYwB5qatQmSGIMXZ
_index: logstash-2023.11.28
_type: doc
beat {
"hostname”. "elk"
"name”; "elk"
"version" 6.8 23"
)
input: {
"type" "log"
i
log: {
"file": {
"path™ "varlossec/logs/alerts/alerts log"
2
"flags": [
"multiline"
]
}
message: ** Alert 1701175126.305074: mail - web, appsec attack
2023 Nov 28 14:38:46 elk-=/var/log/nginx/access log
Rule: 31533 (level 10) -» 'High amount of POST requests in a small period of time (likely bof).
Src 1P 192.163.0.101
192.168.0.101 - admin [28/Nov/2023:14:38:46 +0200] "POST /elasticsearch/_msearch?rest_total_hits_as_int=true&ignore_throttled=true HTTP/1.1" 200 91896 "http://192.168.0.104/app/kibana"

Puc.6. [Tpuknan mucra 3 CIOBIIMIEHHSM Ha €JICKTPOHHY TOIITY

Ha puc.7 BinoOpakeHa CTBOpeHa cHCTEMa MOHITOPUHTY B Ipoleci poOoTH, y
MOMEHT BIICTEKEHHS JIOCTYIHOCTI cepBepiB, 300py METpUK 1 iHPopMmalii npo noxii Ha
cepBepi Bim OSSEC. TakuMm 4YMHOM, cHCTeMa JO3BOJIsE€ OTPUMYBATH HaHi MpPO CTaH
Mepexi y peallbHOMY Yaci.

’ manpy - X
Server settings Alert composer
Query: ["SSHD brute force]
ELK server hostname: [k Check ELK server i I
Type
ELK server IP: 192.168.0.104 Status: Rurning @ fny © Frequency A
Timefiame:
Target server hostname: [elk_client Check client Bvent numoer: | | Solbiss el
Target server IP: [192.168.0.103 Status Running Notification
@ Telegrem © Email
Bot tolen: Email address:
Start monitoring Channsl I0: [@ell_alert screom |
OSSEC severity chart Resource metrics
Timefrarre (e.g. 10m, 1h): cpL RAM Disk
[aan
Severity
Low
Medium
Bl Critical 52.1% 42.9%
(1L} (9)

97.5% 30.51 % .78 %
Uptime: 01:37:25 0628 GB 217180 G3

Puc.7. Cucrema MOHITOPHHTY B MPOIIECI BIICTEKYBAHHS CTaHY MEpexKi

BucHoBku. B po0ori Oyn0 IOCH/KEHO 1 OMMCAaHO TEXHOJIOrii 1 crmocoOu, Mo
BUKOPHCTOBYIOTHCS JUISI CTBOPEHHS PIllIeHb ISl MOHITOPUHTY, & TAKOX PO3pOOIECHO HOBY
TaKy CHUCTEMY JJii TMIiJABHIIEHHS e(QEeKTUBHOCTI BiJACTeXYBaHHS CcTaHy Oe3MeKu
KOMIT FOTEPHOT MEpexi.
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[TpoaHanizoBaHO iCHYrOYI PIIICHHS JJI1 MOHITOPUHTY MEPEXi, 31HCHEHO aHaJi3
TaKUX CHUCTEM, BUSIBJIEHO iX Ie€peBaru 1 HEAOMIKU. Y X0/l aHadi3y oOpaHUM pilIEHHAM
craB ELK-ctex wuepe3 1Horo mepeBarm Yy BapTOCTi, 3PYy4HOCTI KOPHUCTYBaHHS,
MacmTaboBaHOCTI 1 HassBHOCT1 moBHOIIHHOTO API.

ELK-cTek HE peKOMEHIYEThCS BUKOPUCTOBYBATH B 0a30Bili KOMIUICKTAIlT IS
MTOBHOI[IHHOTO MOHITOPUHTY IONPH HOro MOTY)XHHH (QyHKIIOHaN. Yepe3 BIACYTHICTh
BOYTOBaHMX MOXKIJIMBOCTEH CITOBIIIEHHS aMiHicTpaTopa Ta mpaBui kopesiiii ELK -ctek
HE B 3MO031 JOBEPIINTH MOBHUN HaOlp IHCTPYMEHTIB, HEOOX1THUI aHATITUKY 3 O€3MEeKH.
Tox BiH MOXXe OyTH JONTOBHEHHH 1HIIMMHU TUIaTGOpMaMH, PO3IIMPEHHSIMHU 1 CEpBiCaMH.

HaBezneno nepenik iIHCTPYMEHTIB, 1110 OyJIM BUKOPUCTaHI MpU po3poOdlii cucTeMU
MoHITOpuHry. Ilokpameno 1 gonoBHeHo ¢yHkiioHan ELK-creky 3a nomomororo
noOyaoBaHOI Ha OCHOBI HBOTO CHCTEMH MOHITOPHMHTY. BripoBamkeHi camMoOCTiiHO
po3po0bneHni cnosimeHHs 3 ElastAlert 1 npaBuna kopemsuii Big OSSEC a1 NOBHOIIIHHOTO
1 yceO1uHOTr0 MOHITOPUHTY CTaHy Mepexki. CTBOpEHO 3pyuHHUil iHTEpdeiic, 3a JOMOMOT 00
SKOT'0 JIETKO 1 IIBHJIKO MOXHa Jdi3HAaTHUCA 1HQOpMAII0 MPO CTaH MEPEKi, a TaKOXK
CTBOPIOBATH HOBI MpaBuUJIa JJIsl CHOBIIIEHb PO IHUKUAEHTU. [loganbmumMu KpokamMu Ass
MOKpAIIeHHs! CHCTEMH CTaHE [OJAaBaHHA TMaHEeNed JUIs BiICTEKYBaHHA IOIIN
0e3rmocepeTHHO y MPOrPaMHOMY 3aCTOCYHKY.
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DEVELOPMENT OF INFORMATION SECURITY EVENTS MONITORING
SYSTEM

P. Patalashko, N. Kushnirenko, N. Kozachenko, N. Boiko

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
e-mail: infsec2011@gmail.com

If a problem occurs on the network, IT professionals need to be sure that they will be notified and receive
the necessary information to resolve it and prevent similar situations in the future. Notifications are an
important element of network monitoring. When an abnormal behavior occurs on the network, the system
must immediately notify IT professionals so that they can respond quickly. This is when this process
becomes most effective. Network monitoring must include automatic notifications of failures and events
that may affect performance. In the event of an error, such notifications should be sent via email, SMS, or
other convenient channel. Dynamic networks require systems that can identify vulnerabilities in real time.
Therefore, some network monitoring systems provide capabilities for collecting security data, such as
network logs, application logs, and security messages. This data is collected and analyzed to detect
anomalies, and in the event of threats, alerts can be sent to the appropriate IT professional. Thus, a network
monitoring system allows you to: ensure a continuous workflow, monitor the status of the network and
respond to possible problems in a timely manner, improve network efficiency, and increase network
reliability and security. Given this, we can conclude that it is crucial to monitor networks and respond to
problems in a timely manner for their successful operation. This requires the use of specialized monitoring
systems that can quickly analyze the state of the network, identify problem areas, and notify the appropriate
specialists. This work is focused on analyzing existing network monitoring systems, highlighting their pros
and cons. The technologies and methodologies used to create such solutions were studied. A new
monitoring system aimed at optimizing the process of tracking the status of network security was
developed. The functionality of the system is enriched by sending notifications and implementing rules for
tracking abnormal behavior in the network, which will help to better identify malicious actions and warn
specialists in a timely manner.

Keywords: monitoring, ELK-stack, OSSEC, ElastAlert, incident, logs, metrics.
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TH®OPMAIINHA TEXHOJIOI'TAI HABUAHHSA TEOPII I TIPAKTUKH
KOMBIHATOPHHUX ITOP

B.M. Pysincebka, A.C. Tpoiinina

Harmionansauii yHiBepcutet «Onecbka MoJiTeXHIKa»
1 lleBuenka mp., Oxeca, 65044, Ykpaina
emails: iolnlen@te.net.ua; anastasiyatroinina@gmail.com

Mertoto poOOTH € 3MEHIIIeHHsI Yacy Ha HaB4YaHHS Teopil I MPaKTUI[l KOMOIHATOPHUX
irop 3a paxyHOK pO3pOOKM METOIMKH Ta CHCTEMH HaBYaHHs, 1 iHTerpamis ii B
KOMIT'TOTEpHY HABYAJbHY TPy, IO JONOMAarae MnoOymayBaTH IPaBUWIIBHY CTPATerilo
Ipd, poOOWTH MiOKa3KW [ BHUOOPY ONTUMANbHHX XOIIiB, MO3BOJIE 3PY4YHO
CIIOCTEpiraTi 3a pe3ylibTaraMH NpPOBEACHHX 1rop, Meperisiard MUHYIl XOJIH,
pOOUTH MareMaTu4Hi pO3paxyHKH, IIPH LIbOMY HPOMIOHYIOUN YHIKILHHIA Ta I[IKaBUN
JIu3aiH. Sk pesynbrar po3poOiieHO METOAMKY HaBUaHHS Ta MPOTPAMHHU ITPOIYKT,
mo sBise co0OI0 TIpy, fAKa OPraHi3oBYe NpoleC HaBYaHHS IS BH3HAYEHHS
BUTPALIHUX CTpaTeTiif 3a JOIIOMOTOI0 PO3POOIECHOT METONUKY Ta CHCTEMH HaBYaHHS.
IHcTpymMeHTamMK po3po0KH € IHTerpoBaHe cepenoBHile po3podku Microsoft Visual
Studio mis mporpamyBanHHs MoBowo C#; OararorsiargopMHHM IHCTpYMEHT ISt
po3pobkm aBo- Ta TpuBuMipHEHX irop Unity3d; StarUML, sx ircTpymeHT
MOJIENTFOBaHHS 013HEC-JIOTIKH 3aCTOCYBAaHHS Ta BUKOPHUCTAHHS CHCTEMH YIIPaBIIiHHS
Bepcismu Git.

KaiouoBi cjioBa: Meroouka HaBYaHHS, ITPOBHHA Ta HaBYAIBHUM CIICHApIi,
HaBYaJbHA IMpOrpaMa, MareMarudHa Teopis KOMOIHaTOpPHHX Irop, CTpareris rpw,
BUTpAIIIHA [TO3MIis, MporpaniHa nosutis, XOR-cyma.

Beryn. I'pa Moxke cTaté 9ynoBuM 3aco00M (JOpMYBaHHS OCBITHHOT'O, PO3BHBAIOYOTO Ta
IHTEJIEKTyaJIbHOr'0 MOTEeHIlia’dy ocobucrocTi. JlaBHO irpu cTamd BUKOPUCTOBYBATH Iif
yac HaBYaHHS IHO3EMHUX MOB, NPABHJI TOPOXHBOTO PYXY, MPOrpamMyBaHHSs, MOMMYJSPHI
PO3BHBAIOYI IFpU JJI AITEH Ta 1HIII.

CTBOpEHHSI HaBUYAJIbHUX KOMII'IOTEPHHMX IrOp € OJHE 13 BaXKJIMBUX HAIpPSIMIB y
KOMII'toTepu3alii HaBuyaHHA. [loeqHaHHSA emouiliHOT NpUBAaOIMBOCTI, SIKE NMPUTAMaHHE
I'pl, Ta ayAl0Bi13yaJbHUX, OOUMUCIIOBAJIbHUX, 1HGOPMALIHHUX Ta IHIIMX MOXKJIMBOCTEN
O0YHCITIOBAIBHOI TEXHIKHA Hece y c001 BEMKUN TUIAKTUYHUNA TOTEHINaN, SKUH MOXe 1
Mae OyTH pealli3oBaHHMil y HaBYAJIbHIA NpakTuill. OcoOJMBO e€PEeKTUBHE 3aCTOCYBaHHS
TaKUX HaBYAJIBHUX IrOp y 00JIACTAX, JIe MOTPIOHO MpHA0aHHS Ta PO3BUTOK HaBUYOK [1].
Kpim HuX, icHye nisa HHU3Ka 1rop, Kl BHUKOPHUCTOBYIOTHCS NPHU BHUBYEHHI HOBOIO
MaTepiaiy, 3aKpillUIEHHI MpOHAEHOro. 3a CBOEK AMJAKTUYHOK CIPSMOBAHICTIO
HaWOUIbII TMOIIMPEHUMM Ta JIEBUMH BHUSBWIMCS ITPU, HNPU3HAUEHI JJII KOHTPOJIIO
OIIIHKY 3HaHb Ta YMiHb Y4YHIB [2].

HaBuanbHa rpa MoOXe pO3IISAATHCS SK HaByalbHa CHUCTEMa, B SKIH Ipolec
HaBYaHHs IHTEIPOBaHMK B Trpy. SKICHI HaBYaJIbHI Irpu 30epiraroTb MOXKJIUBICTh
HaBYAJILHUX CUCTEM 1, B TOH K€ 4ac, BOJOIIOTh BEJIMKMM MOTHBAI[IHHUM ITOTECHI[IaJIOM.
KitouoBoro XapaKTepUCTUKOIO SIKOCTI HaBUaJbHOI IpU € OajaHC IrpoBOi 1 HaBYAJILHOI
KOMITOHEHTH, 10 3abe3nedye LUTICHICTh CIPUUHATTS T'PU 1 MOXKIUBICTH JTOCSTHEHHS
i€l HaBYaHHA.

B poGoti oOpana mpeamerHa o0IacTh, MO CTOCYETHCS KOMOIHATOPHHX irop, B
3B’3KYy 3 TUM, IO IX TEOpis JOCTaTHbO CKJAgHA JJIS HaBUAHHS, 3 OIXHOro OOKY, a, 3
JpyTroro, iCHYIOTh Taki irpy, 1 00 B HUX I'paTH, Tpeba 3HATH TEOPil0, 3 TPETHOT0, B HUX
1ikaBo rpati. OTKe MPOMOHY€ETHCSI CTBOPEHHS CHCTEM JJIsi HABYaHHS TEOopii 1 MPaKTUIl
MPOCTUX KOMOIHATOPHUX IrOp. IO JO3BOJSIOTH I'paTd B KOMOIHATOpPHI IrpH, a TaKOX
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JIOTIOMArarTh MOOYyBaTH MPaBUIbHY CTpaTEeriro I'pu, 30epirarouu MpH 1bOMY IrpOBY
pUBaOIMBICTD.

Buxoxsium 3 BHUIIECKAa3aHOTO, MOXKHA CTBEPKYBAaTH, IO BIPOBAKCHHS

HaBYaJIbHUX 1rOp B OCBITHIN MPOIIEC € OAHIEIO 3 HalBaXkIUBIMIMX 3a1a4. [Ipobiema, mio
JsTiia B OCHOBY JIOCIIDKCHHS, TOJISATAaE B TOMY, IO ICHYIOYI PIIICHHS MO iHTEerparii
HaBYaJbHOIO TPOIECY B IIPOBHM KOHTEKCT, SK IPaBHUIIO, OOMEXKEHI MOXJIHBICTIO
3aCTOCYBaHHS B OIHOMY IPOTpaMHOMY HPOAYKTI 1 HE MOXYTh OyTH IepeHeceHi Ha
po3poOKy HOBUX. PimeHHs momsirae B po3poOIli y3araJibHIOIOYOI METOIWKH HaBYaHHS
JUIA CXOKMX 3a/ad 1 1HTerpaiito ii B pi3Hi HaBUajbHI CUCTEMH, IO 1 peaii30BaHO Ha
MPUKIIAJI TPOCTUX KOMOIHATOPHUX 1rOp.
3aranbHi BizomocTti npo komoOiHaTopHi irpu. KomOiHaTopHI irpu — 1e Irpu ABOX
IpaBIliB 3 OBHOIO iH(OpMaIli€ro i 6e3 BUMAIKOBUX Ta MPUXOBAHUX XOJIB 3 BUTPALTHUM
abo mporpamHuM pe3yiabTaToM. BumaakoBl Xoau NpUTaMaHHI, HalpUKIAL, irpam B
KapTH, a MPUXOBAHI - TaKUM irpam, sIK «MOpPCBhKUH Oii" 1 "KamiHb-HOXUIlI-Mamip".
Takum uynMHOM, KOMOIHATOpPHAa Tpa BHU3HAYAETHCS MHOXHHOIO TMO3UIIH, BKIIOUAIOYU
MOYaTKOBY TO3MIlII0, 1 T'paBIeM, Yusl 4yepra pooutu Xia. ['pa 3MIHIOETHCS BiJ ONIHI€q
MO3MIIIT 10 1HIIOI, I'paBLl poOIATh X1 10 Yep3l A0 TUX Mip, IOKU HE TOCATHYTa KIHIIEBA
no3unis. KiHneBa mo3uiiist - 1€ MO3Ullisl, B sIKiii HEMae MOXJIUBHUX XOMiB. JloCATHYBIIH
KIHIIEBOI TO3WIIT OJWH 3 TPaBIIB OTOJIONIYETHCS MEPEMOXKIIEM, a IPYTrUd THM, XTO
nporpaB. Po3risgaroTe piBHOMpaBHI irpu, MpaBWiIa SKUX HE POOJSTH PI3HUII MK
I'paBIIMU; HEPIBHOMpPABHI irpU, B SKUX KOXKEH I'paBellb B 3a/aHiil MO3ullii Mae pi3Hi
Ha0OpH MOXKJIMBHX XOMiB (TaKi irpH, sK IIaxyd a0o0 IIAIIKH, B SIKUX OJMH TpaBellb I'pa€e
O6utumu Girypamu, a Ipyruii YOpHUMU, € HEPIBHOIIPABHUMH).
Kputuunuii orisia icCHyl0UMX HABY AJIbHUX KOMOIHATOPHUX KOMII'IOTEPHUX irop ta
3aco0iB HaBuaHHA. [lepmr 3a Bce ICHYIOTh HpOrpaMHI CHUCTEMM JJIsl HaWOLIbII
nomynsipaux komOiHatopHux irop. B Lucas Chess [3] Ta Arena [4] HasBHUI maxoBUit
HACTaBHUK, IO CIIJKYE 332 XOJaMHU KOpUCTyBada Ta pOOUTH MiJKa3KH, TOOTO T'paBellb
MOXeE 3aJlaTH TEBHY MO3UIlII0, a MPOrpaMy aHANI3yIOTh MapTii Ta HAJAIOTh HalKpaii
JUIST KOpucTyBada BapianTh po3BUTKY. Y Lucas Chess BKJIIOYEHI JECSITKH THCSIY
MIATOTOBJICHUX TO3MINN, TaKUX SK PI3HI BUAM CHIIIIUTIO, TAKTHYHUX KOMOIHAIN 1
IIaXOBUX MpoOJjeM, MOYMHAIYM Bif maty B 2, 3, 4 1 Oulblie XOAiB, peai3yeThecs
eKCITOPT/IMITOPT IIaXOBUX MapTii. HaBuanpHMI mporiec MiCTUTh IUPOKUI BHOIp BIpaB
JUTSL IAHATTS. CBOTO PIBHSI TPU: 3aj1a4ul Ha MONIYK Mary, 3HalTH Kpamlii xia, 3ajaqa JHs,
HAaBYaHHS 3 KHHUTOIO, BHBUYEHHS TaKTUK METOJOM IIOBTOPEHHS, BUBYCHHS JeOOTIB
METOIOM TIOBTOpEHHS Ta iHII. Arena - 1€ KII€HTChbKa IporpamMa, IO J103BOJISIE
MIIKITIOYUTH  OyIb-SIKUH IIaXOBUW JBIKOK, SKUH miaTpumye mporokosu UCI um
Winboard. mae HeBenuky BOynoBaHy J1e0OTHY 0i0110TeKyY 3 Pi3HOMaHITHUMH MapTisMU,
a TaKoXX MOyke 30epiraty I1axoBi naprii.

Aurora Borealis [5] — mamkoBa nporpama, 1o o6’efHy€e B 001 MOXXJIMBOCTI I'pH 1
poboTu 3 IAmIKOBUMHU 0Oa3aMu mapTiii, HPUCYTHS MOXJIMUBICTh 3aBaHTaKyBaTd
HaBYaJbHY JiTeparypy B meBHOMY ¢opmaTti. Ilpu BimoOpakeHHI irpoBoi cHUTYyalii
KOPUCTYBa4 MOXK€ OTPUMATH JOBIIKOBY 1H(GOpMAIIirO 1O ik mo3uilii. Takok KoprucTyBay
MO)K€ BCTAaHOBHUTH B Tporpami Oyiab-fKy MO3UIIII0, a Aurora MiJKake HaWKpamiui
BapiaHT Irpu B HiM: B SKUX HApTIAX BOHA 3ycTpiyajacs, sIK Jaai po3BUBAJIMCS MOAli, a
TaKOX, PO Te€, SIK PO3IrpyBaHHs L€l MO3ULIT TPAKTYEThCS MIAIIKOBUMHU IM1ApyYHUKAMU
[TporoHyeThCS MpOCTa METOAMKA CAMOHABYAHHSI.

SmartGo [6] Hagae MOXIHMBICTH KOpPUCTyBaueBi 3irpaté mapTito B Go, a Takox
HaByarucs miid rpi. bibmioreka mporpamu HapaxoBye Oinbm Hixk 94000 mpodeciitanx
napriid, OpI€HTYBATUCh TO SKUM JOMOMAaraloTh (QYHKIII TOmYyKy Ta QiuibTpaltii.
SmartGo B 3M031 cepen ycix mapTiil 3HaiiTH HEOOX1/THI MO3UIIIi Ta MOKa3aTH CTATUCTUKY
TOTO, SIK YacTO JaHUU Xi7 oOupaBcs mnpodecioHaramMu. MokHa MOPIBHITU CBOIO TPy 3
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naprismu npodecionaniB. Takox nporpama Bkitodae Oinbire 2000 3amau pi3HUX PiBHIB
CKJIQJHOCTI 1 € MOXKIIUBICTh CTBOPEHHS CBOr'0 HAOOpy 3ajad.

Wzebra [7] — mporpama s rpu y peBepci. Ipa BemeThbcss Ha 3amaHid
KOpHCTYBaue€M CKJIQJHOCTI: BiJl HOBauka 10 npodecionana. [Iporpama migrpumye psi
KOPUCHUX y HaBYaHHI (YHKIIH: BiZOOpaKCHHS MOXJIMBUX XOIIB, IIOBEPHEHHS XOIy B
pa3i MOMHJIKH, aBTOMATW4HI Xomu. J[ias MakcuManbHO Kpamoro pesyinstary WZebra
MOX€e pO3paxyBaTH BapiaHTH XOMY JJIsl IO3HIIiT, 3a1aH0T KopucTyBaueM. HaBuaHHS MOxe
MIPOBOJUTHUCH Yepe3 CHelialbHUN PEXUM I'pU 3 KUTbKICHOIO OL[IHKOIO BCiX MOXKJIUBUX B
aHif no3uil XOHiB.

Icuye pan cucrem, siki peanizytoTb MaTemarnyHy rpy “HIM”, ane He HaBUarOTh,
SK T'paTl ONTUMAaJbHO. A mporpam, 3 sskuMu MoxkHa norpatu B “HIM 3 oOmexenHamn”
Ta “/laTn” He iCHye€ 30BCIM.

ITopiBHAHHA cuCTeM OyJI0O NPOBEAEHO MEPEBAXKHO 3a XapaKTEPUCTUKAMU, SKI
BIUTMBAIOTh Ha TPOIEC HABYaHHS Ta peai3oBaHi y pO3poOJeHil HaBUalbHIA TPi.
31e61IbIIoro MoAiOHI CHCTEMHU HE MICTATh TCOPETUYHUX MaTepiaiiB, HABYaHHS HE Ma€
NEBHOTO CIIEHApil0, a BENEeThCs MiJl 4ac caMoi I'pU 3a PaXyHOK CHCTEMHU MiJKa30K Ta
aHamzy nosuuiii. CaMe TOMy € aKTyaJlbHOIO po3poOKa HaBuUaJbHOI CUCTEMH, B SKIH
Oynu O peai3oBaHi BHINENIEpepaxoBaHi 3aco00M HABYAHHS Ta KOHTPOJIIO 3HAHb, a TAKOXK
BHIe3a3HaYeH1 koMOiHaTopHi irpu “HIM”, “HIM 3 oomexxennsamu™ ta “Jlatu”.
IlocranoBka 3amaui. MeTol0 JOCHIKEHHS € 3MEHIIEHHS Yacy Ha OCBOEHHS
MaTeMaTUYHOI TeOopii KOMOIHATOPHUX Irop 1 30epeKeHHs IrpoBOi MPUBAOIMBOCTI Ha 6a3i
CTBOPEHOI METOIMKM HaBYaHHS Teopii KOMOIHATOPHHMX Irop 3a JIOIIOMOTIOIO
IHTEPaKTUBHUX KOMII FOTEPHHUX CHCTEM.

Jlns nocsirHeHHs: METH BUPILIYIOThCS HACTYIIHI 3a7ayi:

— IpoaHaji3yBaTH ICHYIOYl KJacH HaBYaJIbHUX KOMII'IOTEpHUX 1Irop s
BiJIHECEHHSI KOMOIHATOPHUX irop 10 Kiacy(iB);

—  TpoaHaji3yBaTH MiJXOOU O IHTErpaiii mpoiecy HaBYaHHS B KOMOIHATOpHI
irpu Ta BHOpaTH HEOoOXiqHUH(1);

—  BuOpatH Tun creHapito(iB) 1y KOMOIHATOPHUX 1rop;

— TMPOBECTH CHCTEMAaTH3allil0 Y4OOBOro Kypcy Mpo KOMOIHAaTOpHI irpu Ta
PO3poOUTH HaBUaAJIbHI CLIEHApil 3 eJIeMEHTaMu T'pH;

—  PpOo3poOUTH y3arajabHEHY METOAMKY JJI1 HaBYaHHS KOMOIHATOPHUM irpam;

—  peayli3yBaTHU CTBOPEHY METOAMKY Y KOMIT'FOTEPHUX KOMOIHAaTOPHUX Irpax.

Po3pobnena mnporpamHa cucremMa IOBMHHAa MaTH HAcTyNHI (YHKIIOHAJbHI
MOXKJIUBOCTI:

— Trpa 3 TOYHO BIATBOPEHMMH MpaBWiIaMH HacTiuibHOI rpu «HIM», «HIM 3
oOMeKeHHAMI» Ta «JlaTn»;

—  HaBYaJIbHA I'pa, 110 BUPIIIYE 3a/1a4y HaBUYaHHS TEOPii BUI'PALIHOI CTpaTerii;

—  aH”aJi3 Ta OTPUMAaHHS M1JKa30K MO0 MO3HUIIii;

—  IHCTPYMEHT JJIsl MAaTEMAaTUYHHUX PO3PaxXyHKIB y ABIHKOBIM cucremi;

—  meperysj MoNepeIHiX XOAiB Ta aHaIi3 X0/IiB KOMIT I0Tepa;

—  TpEeHyBaJbHUH PEKUM pPaHJAOMHHUX ITO3MIIH 3a TEBHHH Yac 3 3alucoM
CTaTUCTUKHU y (aitn (KiJIbKICTh NMPaBHILHUX Ta HEMPABWJIBHUX BIJIOBIJICH; KUIBKICTh
PO3B’s3aHUX TO3MINN 3a TIEBHUW Yac, Yac SKUW MIIIOB HA BUPIIMIEHHS OIHOI MO3MUIIIl
TOIIIO);

—  TMeperisa TEOPETHYHHUX MaTepialiB.

Omnuc irop “HIM”, “HIM 3 oome:xxkenHsiMu”, “J/laru”. Po3risHeMo naimi KOHKpETHI
MPOCTi KOMOIHATOPHI iTpH, HAa SKUX BUIIPOOYBaHa 3allpONOHOBaHA MeToAMKa [ §].

HIM. J1Ba rpaBii mo 4ep3i 6epyTh mpeaAMeTH 3 KyMoK. [103uIlist Tpu MOXe MICTUTH
JIOBUIbHE YHCJIO KYTOK Ta MPEAMETIB, a TaKoX (OPMY€EThCS BOHA 10 MOYATKy TpH. 3a
OIVH XiJ TpaBellb MOXKE B3ATH OyIb-sIKYy KUIbKICTh MIPEAMETIB 3 Oyb-5KOi KYIKU: HaBITh
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BCIO KYIIKY ITOBHICTIO, ajie¢ Xo4a O OJUH MpeIMeT HEOOXiTHO B3ATH, 1 OpaTu mpeaMeTd
NOTPIOHO 3 ofHieT KynKU. ['paBelib, 1110 B3B OCTAHHIN IPEAMET — IIepeMarae.

[Tosunis B HIM 3anucyerbest MIISIXOM IepepaxyBaHHS pOo3MipiB HasBHUX KYIOK,
Hanpukiaz, (ni, nz, n3) — HO3ULS, B SIKIH € TPU KYNKH, B eI N IPEeAMETIB, B APYTii
Ny IPEMETIB, a B TPETIH — N3.

[To3uitis, B AKi¥ XiJ HAJIEKUTH IPABIIEBI, 110 3MOXE JOBECTH MAPTIIO JO BUTPAIILY,
BEy4Yd MPAaBUJIbHY TPy, HA3UBAETHCS BUTPAIIHO0. By/b-sika iHIIIa MO3UIlisS Ha3UBAETHCS
MporpamnHor. SIkuit Ou XiJ rpaBelp B IpOrpaliHii mo3uiii He 3poOuB, Oro IPOTUBHUK
3MOKE€ BUTPATH, SIKIIO0 Oyae poOUTH ONTHUMabHI Xonu. ONTUMaIbHUN (HalKpamuit) Xif
y BUTpalllHii MO3MIi MOJsrae B TOMY, IO TIpaBellb MOBUHEH 3aJHIIUTH CBOEMY
MIPOTUBHUKY MPOrPALIHY MO3UILIIO.

I'paBens Mae BUrpalIHy CTpaTerito ToAl 1 TUIbKU Toal, koau XOR-cyma po3mipis
KYIOK BiAMIHHA BiA Hyis. B iHmIOMY BHMNaAKy MOTOYHUN TpaBellb 3HAXOAUTHCS B
nporpaliHoMy cTaHi. ONMHUBIIMCE B CTaHI 3 HynboBowo XOR-cymoro, rpaBerpb He
3MOX€ BUMTH 3 LIbOTO CTaHy — IpH OyJIb-sIKOMY HOro nepexoii B CTaH 3 HEHYJIbOBOIO
XOR-cymM0O10 Yy MPOTUBHHKA 3HANACTHCS BIAMOBIMHMNA Xia, sikuii moBepTae XOR-cymy
Ha3aJ B HYIIb.

Jna Toro, moO rpaBelb NOpu HpaBWIbHIA T'pl JOBOAMB MApTII0 A0 NEPEMOTH,
IIPOIOHYETHCSI HACTYIIHA CTpaTeris (IpyU BUKOHAHHI XOAY 3 EBHOI MMO3HUIIIT):

[Mpuknax nmo3mmii: (2, 3, 6) 010 011 110

1. 3naxomumo XOR-cymy po3mipy kymok (S) S = XOR (010,011, 110)= 111

2. SIK11o BOHA HEHYJbOBA, TO 1€ BUTPAIIHA MMO3ULIis, 1HAKIlIe — IporpamHa. Skiio
MO3MIIIS MpOrpalliHa, Ta SKIIO IHIIMK rpaBelb OyAe rpaTd ONTUMAIbHO, TO BUIPAE
IHIIKH TpaBelb. K10 Mo3ullis BUrpalita, Tpeda 3po0uTH onTUMaNbHU xifg (1. 3-5).

S =111 <> 0 — BurpamrHa no3uiis

3. 3HaxomuMo B IIill cymi S B IBIMKOBOMY KOJI MiCIe MepIIoi 37iBa (cTapioi)
OIMHHIII.

B cymi S € onuHULA B cTapiIiil mo3uIIii.

4. 3HaxXonMMO KYTIKY, B IKiif € OIMHULA B LI ke Mo3ullii (Taka xo4a 6 oHa KyIKa
€, iHakmie 0 1 B XOR-cymi He Oyno 6 oguHMIL).

Lle Tpets kymka, e 6 MpeaAMETIB.

5. 3naxonumo XOR-cymy S 1 po3mipy 3HailIeHOT KYIIKM — OTPUMYEMO KIJIBKICTh
IIPEAMETIB, SIKE MOTPIOHO 3AJUIIMTU B 3HAUIEH1H KMl IPU ONTUMAJILHOMY XOZAI.

XOR (111, 110)= 001

B tperiif kynui Tpeba 3aaMIIMTU OOUH IpeaMmeT, To0To, 3adbpatu — 5. Lle 1 Oyne
OITUMAJILHUM XI11I.

HIM 3 oomexncennsamu. Y tpi HIM 3a omun Xxim moxHa Oyno OpaTu Oyab-sKy
HEHYJIbOBY KUIBKICTh MpeaMeTiB 3 oaHiel kynku. B HIM 3 oOMeXeHHsIMH 3a OAWH XiJl
MOXHa Opatu He Oynb-sKy KUJIBKICTh IPEIMETIB, a, TUIbKU OHY ab0 JeKiJIbKa Harepesn
3aJlaHuX KUIbKocTel, Hanpukiaa, 3 abo 5. I'pa 3MiHMIach HE3HAYHO, NMPOTE PILLICHHS,
10 OyIo 3actocoBane 10 kiacuaHoro HIM, Bxe He mpaltoe.

CrnodaTKy pO3IVIIHEMO CIPOIIEHY TPy, KOJIM € TUIBKM OHA KyIKa 3 JESKOO
KuUIbKicTIO TipeaMeTiB. Tpeba, ananoriuno HIM, BMiTH y3HaBaTh, mporpaiiHa 1e abo
BHT'pAIIIHA ITO3HUIIIS B 3aJISKHOCTI Bijl KUIBKOCTI peameTiB. I, ananoriuno HIM, rpasens
IpU ONTUMAJIbHIA TIpil Oyae NEepeBOAUTH CyNEpHHMKAa B MNPOrpalliHy MO3MILIIO.
BurpamHicTs no3uiii BU3Ha4aeThCs 3a I0MoMorow uucen I'panai ang mosumii. ko
gucno Ipanai nopiBHioe 0, TO Iie mporpamHa IO3MIisl, I1HAKIIe - BUTpAIIHA.
BuxopucroByeThest ans po3paxyHKy uwucen [paHmai momomikHa (QYHKIS meX BiX
MHOKHHU YHCEeJl, sIKa TIOBEpTa€ HAalMEHIIE HEBiJl'€MHE YHUCIIO, 10 HE 3YCTPIYaeThCs B
L[1li MHOKHHI.

Takox OynyeTbcs opieHTOBaHMI Tpad I'py, BEPLIIMHAMH SKOTO € MO3ullii, a pedpa
MO3HAYal0Th MOXIMBI Tepexonu MK no3ulisiMu. Po3paxyHok uwucen I[panni
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MOYMHAETHCS 3 BEPIIMH 0€3 BUXIAHUX pedep, 3 AKUX HE MOKHA MEPEeUTH HIKyIun — I
KIHIIEBl IporpaimHi no3uuii, B HuX uuciaa [I'panai nopisHowoTh 0. Teopema I'panni
TOBOPUTH, IO JIJISl TOTO, 00 3HaiTH uucio ['panai nis mosumii (Bepmmnu) V, Tpeda
3HaWTU 3Ha4eHHd (PyHKIIT meX BiJ MHOXUHHU BEpLIMH, B sKi € mepexig 3 V. Takum
YUHOM, MOXKHAa PEKYpPCHBHE pO3paxoByBaTH uucna IpaHiai [jis BCiX BEpIIHH,
MMOYMHAIOYH 3 THX, 1110 HE MAIOTh BUXOIIB.

3Haroun yucna I'paHai 118 KOKHOI BEpPIIMHHU, MOXHA ONTHUMAJbHO T'patu B TPy
HIM 3 oOmexenHsMu 3 ofHi€lo Kymkoro. Yacto OyBae, mo B yuciaax I[panai €
3aKOHOMIPHOCTI, 30KpeMa, Mepioid, 1 116 MOXHA BUKOPHCTOBYBATH JUISl CIIPOILEHHS
PO3paxyHKiB.

Tenep, sAKIIO KyNKa HE OHA, a JEKiJbKa, TO TakKa I'pa PO3MIAETHCA K CyMa irop
JUI BCIX KYNOK, 1 uucio ['panni nns Takoi rpu pozpaxoByeTbest sk XOR-cymi uncen
I'panni a5t KOXKHOT 3 IrOP-T0JaHKIB.

Pempocnexmuenuii ananiz. ICHYyIOTh pi3HI ciocoOu BUpIICHHS 3a1a4 3 irpamu. B
3arajJbHOMY BUIAJKy MOXXHAa BUKOPHUCTOBYBATH TaK 3BaHMM PETPOCHEKTUBHHI aHami3
[9]. Ans ontumanwsHOi rpu, aHanoriuno HIM 3 oOMexeHHsMH, HEOOXiTHO 3aBYaCHO
TUM YU IHIIMM CHOCOOOM /Ui KOXHOI MO3MIlT po3paxyBaTd, BUIpAlllHI BOHU YU
MPOrpallHi, 30KpeMa, 3a JOIMOMOTO0 MPOXOAY BiJl KIHIIEBUX MO3UIIIN 0 BCIX OCTaHHIX.
A nam MO)XKHa KOXHOTO pasy IEepeBOAUTH CYNEpPHHKAa B IpOrpauHy mosuiito. Tax
BUpILIYETbCS, Hampukian, rpa «/latu». Ha Bxomi 3amaroTbes NBi AaTu: MOYaTKOBA i
3aKito4yHa. ['pa mounHaeThes 3 mepuioi 611kl paHHbOI 1aTH KoxkeH rpaBelb Ha CBOEMY
XOJli Ha3uBa€ Mi3HINIY Aary, 30iablryroun Ha 1 abo 2 abo aeHb y Micslli, a0 MicsIlb, ane
He Te i 1HmIe Bigpa3y. [Ipu oMy MoeAHAHHS JHS Ta MICALS Ma€ 3aJMIIATHCS JaTolo.
I'paBens, KU HAa3BaB OCTAHHIO JaTy, Iporpa€. BUKOPUCTOBY€ThCA PETPOCHEKTUBHUMN
aHaJi3, KOJIM J10 TIOYATKY I'pU 3a3/1aJIeri/ib pO3paxOBY€EThCS JJI KOKHOI AaTH (IHS) POKY
Ha Jllana30Hi MOYaTKoBAa JaTa - 3aKJIOYHA JaTa, BUIPAIlHA BOHA, YM MPOTpaIllHa, SKIIO
obunBa TpaBls OyayThb TI'paTH ONTUMAalbHO. PyXarouuch y 3BOPOTHOMY HAIpPSIMKY,
MOYMHAIOUH 3 3aKJIIOYHOI, EPEXOATh 10 MO3UIIiH, IKi MepeBOAATHCS B 3aKIIOUHY 3a 1
X1J1, TIOTIM — JI0 TIO3UIIIH, SIKI TIEPEBOMATHCS B 3aKIIIOYHY 3a 2 XONH, 1 TaK Jai, TOKU HE
Oyze OCITrHyTa MOYaTKOBa MO3MIIiS.

Kaacudikanis HaByaabHUX KoMII'IOTepHUX irop. HaBuaneHa komn'roTepHa rpa — e
¢opMa HaBYATBHO-BUXOBHOI JisUTBHOCTI, IO IMITY€ Ti UM 1HIII MPAKTHYHI CUTYyalii, €
OJTHUM 13 3aC001B aKTHBI3aIlll HABYAIBHOTO MPOIIECY, CIIPUsIE PO3YMOBOMY PO3BUTKY. [1o
CyTl HaBYaJbHa KOMII'FOTEpPHA Ipa € OUIAAKTUYHOK I'POI0, OpPraHi30BaHOI Ha OUIbII
BUCOKOMY TEXHIYHOMY piBHi. Po3po0neHo Ta YCHIIIHO BUKOPUCTOBYIOTHCS B
HaBYaJIbHOMY IIPOIEC] €JIEKTPOHHI HaBYajbHI KypCH 1 CHCTEMH, IOCIIIKYIOThCS 1
aHAJI3yIOThCA METOOW 1 pe3ynbratd iX 3actocyBaHHs [10-12]. Bueni mocrtiiiHO
PO3POOIISIIOTh 1 MPOMOHYIOTH J0 BIPOBADKEHHS HOBI, OLIBIN JOCKOHAJI METOAH, IO
JI03BOJISIFOTh ICTOTHO MIABUIIMUTU SIKICTb 1 IHTEHCH(IKYBaTH Npolec HaBuaHHA. s
BUOOpY NPaBUIBHOTO MIAXOAY JJIi HaBUAaHHSA TEOpPii 1 HaBUYKaM KOMOIHATOPHUX 1rop
HEOOXiHO 3HAaTH BHUIU KOMII'FOTEPHUX HABYAIbHUX IrOp 1 BIUIUB KOKHOI 3 HUX Ha
JIONHMHY. AHAJII3YIOYH TIPOrpaMHe 3a0e3MeYeHHs, MOJKHA CKa3aTH, 10 KOMII'FOTEpHI irpH
MalTh BEJIUKI MOXIMBOCTI JUJIA 3arajbHOr0 IHTEJICKTYaJIbHOIO 1 eMOI[iiHO-
OCOOHMCTICHOTO pPO3BUTKY Jofed 1 ix HaBuaHHs. PosmisHeMo nani kiacu@ikartii
KOMIT' FOTEpPHUX IrOp 3a PI3HUMHU KPUTEpISIMH. 3a MUIMHA 1 3aBIaHHSIM HaBYaJbHI
KOMIT'FOTEpHI MPOrpaMu IUISATHCS Ha: K1 UTFOCTPYIOTh, 1[0 KOHCYJIBTYIOTh, IPOrpaMu-
TpEeHa)KepH, MPOrpaMy HaBYAJIBHOIO KOHTPOIIIO, ONepaliifHi cepenoBuma. Irpu MoxHa
JOUIMTH HA MiATPYNH, BUXOASYM 3 PI3HUX KPUTEPIiB: BIKOBOTO, CHOKETHOI TEMAaTHKH,
pIBHS CKJIaTHOCTI ITpOBUX 3aBAaHb, CKJIAJHOCTI YIPABIiHHS, 3aBIaHb PO3BHUTKY
PO3YMOBHX 3010HOCTEH Ta IHIIMX XapaKTEPUCTUK. Y BEIMKOMY aCOPTHMEHTI OCBITHIX
irop BUAUIAETHCS BEJMKA Ipyla HAaBYAJIBHUX 1 PO3BUBAIOUMX KOMII'FOTEPHHX Irop, sKi
CIeliaIbHO CTBOPIOIOTHCS ISl BAKOPUCTAHHA B OCBITHIX LiIsAX. L{e 1 okpemi mporpamuy,
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1 Habopu Tporpam, sKi MpeACTaBJIeHI y BUINISAAI OKPEeMHX KOJEKIIiH, MakeTiB, cepid —
3aJIeKHO B1Jl CTYNEHs IX «CHUIBHOCTI». AJle, B Iepuly 4epry, BCl OCBITHI I'pU MOXKHA
3rpynyBaTH B Takl BEJIMKI KJacu: pO3BUBAIOYl IrpU, HaBYaJbHI IFpU, ICPU-
eKCIIepUMEHTYBAHHSI, JIarHOCTHYHI IFPHU, Irpu-3a0aBu, TpeHYBaJIbHI 1 KOMOiHOBaH1. JJist
HAIIOrO JIOCJI/DKEHHST HEOOXigHO, 3 OMIHOro OOKY, pO3IISHYTH CHCTEMAaTH3allio
KOMIT' FOTEpHUX 1irop B3arami, a, 3 JpPYroro, 30kpema, Kjacu@ikalilo HaBYAIbHUX
KoMIT'toTepHux irop. Kiacugikamis irop motpiOHa HE TiABKH ST 3pyYHOCTI T'paBIld,
ajne W mejaroraMm CTae JIETIIE OpPIEHTYBAaTHCSA y BCbOMY OararcrTsi irop, i po3poOHHKam
JI03BOJISIE BU3HAUUTHUCh, SAKUX Irop Henocrae s (opMyBaHHS Tiel YW 1HIIOL
koMreTeHTHOCTI. Ha pucynky 1 mpencraBieHa kiaacudikalisi KOMI'IOTEpHUX irop, 110
BKJIIOYAE JEB'ATh KaTeropii [13].

‘ Komn’wrepHi irpn

Irpn 3 IrpH 3i MynbTHILIeEpHI
> opuroaamu > CIIOBAMH ® irpa
Crpareriuni Irpd Ha roginus
Irpu 3 . .
! vt | irpH Ha ocHOBI |—»{ TPaHCOOPTHHX
MOJeq0BaHHS 3aCc06iR

—> Iazau —* PouaboBsiirpn —¥ HaCTm]’.H.l =

KapTo4Hi irpu

Puc. 1. Knacudikariis KOMI'toTepHUX irop

[Ipu knacudikamii KOMO'OTEPHHUX 1rop, MPU3HAUYEHUX JUJII HaBYaHHS,
BUKOPHUCTOBYIOTH JIEPEBOIOIIOHY CTPYKTYPY, 1110 BKJIIIOUA€ KiJIbKa PIBHIB:

1-uii piBeHb — BIK, Ha SIKU HaIlpaBjIeHa rpa (HANPHUKJIAI, TITH 5-6 POKIB, IIKOJISPI
7-ro KJacy, CTyIeHTH, Jopocii). Hara aynuTopis — IMIKOJISApI CTapIIMX KJIAciB, CTYACHTH
Ta JJOPOCITI.

2-uii piBeHb — HaBYaJIbHA JAUCIMIUTIHA, Ui BUBYEHHS sIKOi mpu3HaveHa rpa. Lle
Moxe OyTu nucruutina “Teopist irop” abo “KomOinatopHa Teopis irop”.

3-it piBeHb — TeMa HaBYaJIbHOI AUCHUILIIHU. Tema: “OnTuMaibHi cTpaTerii 1is
irop HIM, HIM 3 obmexxennsamu, Jatu”.

4-i1 piBeHb — BHOIp Kiacy, TOOTO, SIKMM THUI TPH MIIXOAWTH JJisi piBHIB 1-3. 3
kiacuikarii irop, 1o MpeAcTaBiIeHa HAa PUCYHKY. |, HaM IiKaBa KaTeropist HaCTiIIbHUX
irop, amke KOMII'IOTEpHI KOMOIHATOpHI IrpuM 3apOAMJINCH HAa OCHOBI HACTIJIBHHUX
JIOTIYHUX 1rop.

5-uil piBeHb - AKHI 3 METOAIB KJIACHMYHOTO HaBYAHHS MOXeE MiATPUMYBATH Ipa.

Taki wmeroaw, MmO HAJAIOTh MOXIMBICTH HAOYyTTs HOBUX 3HaHb, TPEHIHTY Ta
HampamoBaHHs JOCBiy BHpIIIEHHA MaTeMaTHYHUX 3a7ad, SKI [pUTaMaHHI
KOMOIHaTOpHUM IrpaM, Ta IEPEBIPKU 3HAHb Ta YMiHb.
AHani3 miaxoxiB a0 iHTerpaumii mpoumecy HaBuyaHHsi B rpy. I[liaxing go iHTerparii
IpOIIECY HAaBYAHHS B TPy 3aJI€KUTh BiJl BHYTPIIIHBOTO YSBICHHS (MOZAENi) IPEeAMETHOT
o0yacTi, MO BUBYAETHCA B Tpi. 3a CIIOCOOOM MONAHHS MPEAMETHOI 00JIacTi MOXKHA
BUJIUIMTH ITpM HA OCHOBI IMITAlIfHOrO MOJEIIOBaHHS, HA OCHOBI CHUTYyaI[iHHOTO
MOJIEJIIOBaHHS 1 HA OCHOBI (popMasbHO-JIOrTYHOT Mozeni [14].

Imimayitini  modeni peanidyeTbcsa B Irpax-cuMmysaropax (simulator), ski
MOJICTIOIOTh peaibHI YMOBHM NPOQeCciiHOl TisTbHOCTI QaxiBId B ASAKIM Trady3i 3HaHb.
Jlo 1bOTO KIacy irop BiIHOCSATHCS CUMYISTOPH YIPABIIHHS Pi3HUMHU TPAHCIOPTHUMU
3aco0amMu, MEIHWYHI, TaKTW4HI, comianbHi Ta Oi3Hec-cuMyisITopu. Po3poOka
CUMYJISITOPIB  BKIIFOYAE PO3POOKY peaiCTUYHOI MOAENl Tpolecy Y BiANOBIAHIN
npeaMeTHIH olnacTi, MO CcKiagae mnpeaMeT BUBYeHHsA B rpi [15, 16]. Hampuxman,
po3pobka aBia-cumyinsaropa (Microsoft® Flight Simulator X, X-Plane Ta iH.) BuMarae
CTBOpEHHSI Mojenell (i3udHoi CKJIag0BOi (CHMYJSLisl HapaMeTpiB JiTaka i Horo
B3aeMoOJii 3 cepemoBHUIIEM) i Mozaenel rpadiuHoi CKIanoBoi (BipTyanbHa YW peayibHa
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MalMHa mijnota). IrpoBa ckiazoBa B TakuX irpax peami3yeTbCsli 3 BUKOPHUCTaHHSIM
Oaratux rpaiyHUX 1 3BYKOBHUX MOMKJIMBOCTEHM CYy4YacHMX 3aC00iB OOYHMCIIOBAIBHOI
TEXHIKM JJIs1 KOMIT'FOTEpHOI IHTepIpeTalii peaibHuX MPOLECIB.

DopmanbHo-102iyKi MOIENI TIPEIMETHOI 007acTi BUKOPHUCTOBYETHCS y TAaKHX
irpax, sk ma3au (puzzle games), irpu Ha 3icTaBjaeHHS 00'ekTiB (matching games), pi3Hi
BapiaHTH irop Ha TPpEeHyBaHHS MaM'sTi (memory games, brain training games) Taki irpu
IPYHTYIOTBCS Ha TIEpPEBipIll BiAMOBIIHOCTI JaHUX, IO BBOASATHCS T'PaBIEM, 3aJJaHUM B
cucTeMi nmaTrepHaM. BBesieH1 JaH1 IHTEpIPETYIOThCS K BUCIIOBIIIOBaHHS Ha MEBHINA MOBI,
3aJIaHOI0 TPaMaTUKo, (OPMasIbHO-JIOTIYHA MOJIENIb BUKOPUCTOBYEThCS JJIsl EPEBIPKU
ICTUHHOCTI BHCJIOBIIIOBAHb.

Cumyayitini mooOeni BUKOPUCTOBYIOTbCS B Irpax, /€ peajii3oBaHO HAaBYaHHS Ha
npukianax (“case study”-migxin) [17] 3 BUKOPUCTaHHSAM MOXJIMBOCTEH KOMITTOTEPHHX
irop (opraHizamnis Jiajaoris, Bi3yaJi3allis NepCOHaXIB, MOAINA 1 MICIS 1ICHYBaHHS TOLIO).
Li irpu, sIK IpaBUIIO, Peai3ylOThCs B poboBoMY (role-playing) abo MpUTOXHHUIIBKOMY
(adventure) xanpi. ['paBenb MOMIIIAETHCS B BipTyallbHE CEPEIOBUIIE, CTBOPEHE Ha
OCHOB1 OMHCIB CHUTYyaIlili 3 peanbHOi AIMCHOCTI, Ji€ BIAMOBIIHO JO 3aKJIAJEHOTO B I'PY
clieHapito (IJ1aHOM Jiiif), BeJe MOoNepeaHbo nependadeHi B rpl Alanoru, BUOMpae cBoOi
pilIeHHS 3 3aJaHuX HAOOpIB 1 B pe3yibTaTl HABYAETbCA Ha HPUKIALAX HPaBUIbHUX
pimens. [Iporec mpoekTyBaHHS TaKHX irop BKIOYAE PO3POOKY OIHUCY, irPOBOTO CIOKETY
Ha OCHOBI CIIeHapit0, po3po0Ky BIPTyaJbHOTO CEpeOBHINA 1 CITOco0y ii BimoOpaskeHHS.
OCHOBHUM 3aBIaHHSM PO3POOHHUKIB TAaKWX HaBYAJIBHHMX irop € BHOIp 1 peamizalis
croco0iB HAMOUTLIIT MTPUBAOIUBOTO 3 I'POBOT TOYKH 30PY BIITBOPEHHS CI[CHAPIIO.

Kom6inaropHum irpam HaiOuibllle MiIXOIUTh 3a KOHIENIIE cumyayiina

MOJleTIb, CaMe€ TaK y poOOTi 3ampollOHOBAHO HABYAHHS: TPaBellb IOMIIIAETHCS B
BIpTyaJlbHE cepelloBUIlle, i€ BIANOBIIHO [0 CLEHapiio, Beae Jiajorv, HpuiiMae
pillIeHHs, X CHCTeMa MepeBipsie Ha MPAaBIILHICTD 1, B PE3yJIbTaTi, HABYAETHCS HA CBOEMY
JIOCBI/I.
HaBuanbHi cuenapii 3 exementamu rpu. Croci® iHTerpaimii mpomecy HaBYaHHS 3
IrPOBMM TPOIIECOM BHU3HAYAETHCS CIIOCOOOM B3a€EMOII B I'pl IrpOBUX 1 HABUAJIBHUX [iH,
TOOTO crocoboM iHTerpalii HaBYaJILHOTO Kypcy B irpoBuii crenapiil. Ilig cueHapiem
HaBYaJIbHOI TpU pO3yMiIOTH HAOIp B3a€EMOIOB'I3aHUX EJIEMEHTIB CIEHapilo, MI0
IIPEJCTABIISIOTH IFPOBY 1 HABYAJIbHY KOMIIOHEHTH.

B ocHOBY HaB4aJIbHOrO ClLIEHApiIO, 10 BU3HAUA€ 3MICT IPEIMETHOI 00JacTi, sKa
orepye aOCTpaKTHUMU MOHATTSAMHU, B TOMY UM 1HIIOMY BHUIJIA/II MOKJIQAEHI JesKi 6a30B1
o0'eHYIOUI TPUHIMIK, Ha SKUX OylyeTbcs BeChb 3MICT. IHTepmperariss Takux
npeaMeTHUX o0JjacTeil B irpoBOMY KOHTEKCTI Moke OyTH peasli3oBaHa B IITYYHO
CTBOPEHOMY BIPTyaJbHOMY IrpOBOMY CBiTi, B SIKOMY KJIFOUOBI IOHSTTS IMPEAMETHOL
o0nacTi I1HTEPHPETYIOThCA SK CHCTEMa MpaBWJ, aKCIOM, CYTHOCTEH, BITHOCHH
BipTyaslbHOro cBiTy. HaBuanbHi 3aBOaHHS, HEOOXIJHI IS PO3BUTKY HABUYOK B
JOCIIIKYBAaHOI MpeaIMeTHOI 00JIacTl, IHTEPIPETYIOTHCS SIK IPOOJEMH IrpOBOTO CBITY,
BIJIMOBITHO PiIlICHHS 3aBJIaHb € PIIICHHSAMH IrPOBUX MPOOJIEM.

TakuM YMHOM, KOXKEH €JIEMEHT MPEIMETHOT 00JIACTI IHTEPIPETYETHCS SIK CIAEMEHT
irpoBoro creHapiro. I[IpeagMerHor 007acTIO JJIS HAac CIyrye KOMOIHATOpHI irpu:
BIJIIIOBIIHO ITPOBUIl clieHapii, cama rpa Ta (QyHKLIOHA, KWW MOKJIaaeHo y rpy. [lpu
IbOMY MHOXHHA €JIEMEHTIB MOXKE JOIMOBHIOBATUCS €JIEMEHTAMH CIEHapito, SKi HE €
IHTEpIpeTalisIMU TPEAMETHOI 00J1aCTi, TAKAM YHHOM, IO MPU I[bOMY HE MOPYIIYIOTHCS
JIOT1YHI 3B'I3KM MK €JIEMEHTaMH, 110 BH3HAYAIOTh HABUAJIBHUI CIICHApIi. AJITOPUTM,
KU BH3HAUa€ BUTPAIIHY CTPATETil0 — 16 HaBYaIbHUN crieHapiid. BiH dopmye 3HaHHS
IIO/I0 BUPIIIEHHS MPOONeM, fKi CTOATh y MpPEAMETHIH o0JacTi HUIIXOM Bizyamizamii
TIOHSTh «3aBIAaHHS-PIIICHHS-OI[IHKa.

ITig cueHapieM HaBYalbHOI I'PU PO3YMIIOTh HaOIp B3a€MOIIOB'I3aHUX €JIEMEHTIB,
0 MPEICTABISIOTh i2p08y | HABYANbHY KOMNnOHewmu. JIOMIHYBaHHSI B T'pi HaBYaJIbHOI
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a0o IrpoBOi KOMIIOHGHTH BH3HAYa€ THI CIICHAPIIO, peali3oBaHOro B Ipi. Buainsiors
YOTUPH CIIOCOOM oOpranizamii cCreHapiiB B HaBYaJbHUX Irpax [l4]: HaBYaIbHMIA
ClieHapiil; HaBYaJIbHUN CIIEHapiil 3 eleMEeHTaMM I'pU; He3aJIeKH1 IrpOBUM 1 HaBYAIbHUN
CIIeHapii; IrpOBUI clieHApiid 3 eIeMEHTaMU HaBYaHHS. Ajie HalOUThIl €()EKTUBHUM €
TaK 3BaHUUN KOMOIHOBAHULL CYeHapill, KOIH P06l ma HA8UANbHI 3a60AHHS BUKOHYIOMbCS
00HOYACHO, 10 J03BOJIAE 3a0€3MEYUTH OaaHC irpoBOi 1 HABYAIbHOI KOMIIOHEHTH. «Y
[[bOMY BUMAJAKYy T'paBellb Oyae MparHyTh JOCSTTH IrPOBOi METH, aje MPH IbOMY BiH
HesBHO Oyle MparHyTH A0 JOCATHEHHs METH HaBuYaHHs, TOOTO irpoBa Merta Oyne
nocsiratucs sk Metra HaBuaHHs» [11]. Came Takuii KoMOiHOBaHMH cCreHapiit
MIPOMOHYETHCS JIJIs1 HABUYAJIbHUX KOMOIHATOPHUX 1rop y 3B’ SI3KY 31 CKJIQJHICTIO BUBYEHHS
LbOTO MaTepiany, 1 L€ J03BOJIMTHh I'paBLIO JIETIIE MPONTH HABYAHHS, Mailke He
MTOMITHBIIN HOTO (HE aKIIEHTYIOUH YBary) B MPoOIIEC] TPH.

Cuenapiii HaBuaHHs OyayeTbCsd Ha OCHOBI aJTOPUTMYy BUIPALIHOI CTpaTerii 1
BOY/IOBYETBCSI B ITPOBUH Tporiec. YCi pillIeHHs TpaBlsl y HaBYaJIbHOMY CIleHapii
00pOOJISIFOTECS, B pa3i HEBIPHUX IMPOMOHYIOTHCS BipHI a00 TMOBEPHEHHsI Ha TMOTPIOHY
KUTBKICTh KPOKIB Ha3aJ, i B pe3ylbTaTi I'PaBellb HABUAETHCS BUSIBJISITH BHTpAIIHI
CTpaTerito st kKomOiHaTopHOi rpu. s koxkHoi 3 irop "HIM”, «HIM 3 oOMexeHHsIMn»,
«[latn», ctpareris pi3Ha, BIANOBIIHO 1 HaBYAJIbHUN CLieHapil pi3HUH, ajie L cTpaTerii
MaloTh CIUJIbHI PUCH, TOMY L0 Il iIrpX OAHOI'O KJacy — KOMOIHATOpHI.

Meroauka HaBYaHHA KOMOIHaTopHMM irpam Ha mnpukaaai irop HIM, HIM 3
ooMe:xxeHHsiMHu i Jlaru. CucreMarty3aliisi HaB4a/JbHOrO Kypcy. [Ij1s Kpaljoro 3aCBOEHHS
HaBYaJIbHOTO KYpCY MOro HeoOXiJHO CUCTeMaTH3yBaTH Ta IMOJIMTH Ha TeBHi eTanu. Y
TabJ/1. 1 TIpe/CcTaB/ieHa CUCTeMaTH3arlisi HaBYa/IbHOr0 KYPCy 3 KOMOiHaTOpHOI Teopii irop
B irpOBOMY KOHTEKCTi y BUIVISI[|i MYHKTIiB HaBUaHHS, SIKi TOBMHEH TPOWTH KOPUCTyBau
[I/1s1 OTPUMaHHSI 3HaHb.

Taoauns 1

CucremaTun3allis HABYJIBHOTO KYPCY B IrpOBOMY KOHTEKCTI
Po3nin kypcy HaB4aHHS Peanizarrist
KopuctyBau otpumye iHpopMaIlio, MO0 Teopii
KOMOIHaTOPHHUX irop.

TeopeTnyHi BiTOMOCTI

KopucryBau orpumye iHdopmarito, momo Teopii

AHai3 . ! )
PETPOCIEKTHBHOTO aHAITi3y KOMOIHATOPHHX irOp.
KopucryBau orpumye iHdopmalito, momo Teopii
PerpocniekTuBHUI Irpy Ha rpadax rpadiB, moOymoBu opieHTOBaHMX rpadi, iX
aHawi3 BUKOPHUCTAHHIO TPH PETPOCHEKTUBHOMY aHali3i

KOMOIHaTOPHHUX 1T0p.

KopucryBau orpumye iH(OpMali0 MPO aIrOPUTM

Onuc aaropuT™m .
PHTMY PETPOCHEKTUBHOIO aHAII3Y .

Bynyetbcst rpad 3 MO3MLISIMH TPH Ta MOXIUBHMH
repexoqaMu Mik HUMU. J[7s KiHIIEBUX TMO3UINH, a
HIM INonepenns niaroroBka TaKOX JAEKIJIBKOX THX, IO 1M TIepPeayloTh,
BHU3HAYAETHCSA X BUTPAIIHICTE a00 IMPOTPAITHICT
JUISL KOPKHOTO 3 TPaBIIiB.

KopucryBad HaB4aeThCsl BUTpAIIHINA CTparerii, 1o
AJITOpUTM BHTPAIITHOT CKJIQJa€eThCsl 3 JBOX  CTaliB:  BHU3HAYCHHS
cTparerii rpu BHTPAITHOCTI cTaHy Tpu 3a momomororo XOR Tta
ONITHMAJIBHOTO XOTY.

KopucryBau otpumye iHdopmaliro mpo Teopiro

Teopis Ulnpara-I'panni HlInpara-I'pangi, sika BU3Ha4Ya€e ONTUMAIBHY TPy Y

«HIM 3 0OMEKEHHIMI.
HIM 3 Bynyetscst Tpad 3 mo3WmisMH TPH Ta MOXIIUBUMH
O0OMEXEHHIMU mepexogaMu MK HUMH. JIsg  BCiX TO3WIIH,
[NomepenHs miaroToBKa MMOYMHAIOYH 3 KIHIIEBHX, 4 TAKOXK JEKIIbKOX THX, IO

iM TIepemyloTh, BU3HAYAETHCS 1X BHUTPAIIHICTE a00
MIPOTPAITHICTH [T KOYKHOTO 3 TPABIIiB.
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NPOI0BKeHHA Tadaui 1

KopucryBau HaBUaeThCS BHTpAIIHiil cTparerii, 1o
CKJIQJa€ThCsl 3 JBOX  €TaliB:  BHU3HAYEHHA
BUTPAIIHOCTI CTaHy I'pH Ha OCHOBI uncen ['panni Ta
ONITHMAIBHOTO XOTY.

AJITOpUTM BUTPAIITHOT
CTparerii is irop 3
OJTHIEI0 KYIKOIO

KopucryBay HaB4aeThCsl BUTpAIIHIN CTparerii, 1o
CKIIQNA€TbCsl 3  JABOX  €TamiB:  BH3HAYCHHS
BHUTPAIITHOCTI CTaHy I'pH HA OCHOBI KOHIICTIIIii CyMH
iTOp Ta ONITUMAIIEHOTO XOZY.

ANTOpUTM BUTPAITHOL
CTparerii uis irop 3
JIEKiTThKOMa KYITKaMU

Jaru

1) Bynyerscst rpad 3 MO3ULISIMU TPU Ta MOXKIIUBUMHA
nepexogaMu Midk HUMH. J[JIs KiHIIEBUX TMO3MINH, a
TaKOXX JAEKIJIBKOX THX, 10 1M TepeayloTh,
BHU3HAUYAETHCSA iX BUTPAIIHICT, a00 MPOrpaliHiCTh
JUTSL KOOKHOTO 3 TPaBIIiB.

2) s KOKHOTO  MOXJIHMBOTO  CTaHy TpHu
BHU3HAUYAETHCS 3a3MaJICTiAb HOTO BUTPAIIHICTE ab0
NPOTPAIHICT, Ha OCHOBI CTaHIB, ISl SKHX BXE
BU3HAYEHO BUTPAIHICTb.

[NonepeaHs miroToBKa

KopucryBad HaB4aeThCsl BUTpAIHINA CTparerii, 1o
CKIIAJIA€ThCA 3  JBOX  €TalliB:  BU3HAYCHHS
BHUTPAITHOCTI CTaHy, M0 BXE CTAIO BIiJIOMO IpH
TTOTIePETHIH ITiITOTOBIII, Ta ONITUMAIEHOTO XOJY.

AJNTOpPUTM BUTPALTHOL
cTparerii

Cuenapiii n1js rpu HIM. Tak sk MeTOrO JOCIIKEHHS € 3MCHILICHHS Yacy Ha OCBOEHHS
MaTeMaTUYHOI Teopii KOMOIHATOpPHHUX irop i 30epexeHHs irpoBoi MPUBAOIMBOCTI, TO
IPOEKTYBAHHS Ta PO3POOKAa METOAMKM Ha OCHOBI CHUTyalidHOI MOJAENi HaBYaJIbHOTO
CIICHApil0 3 eJIeMEeHTaMu Tpu Oyrne HaOutebim edexTuBHOW0. Y Tabi. 2 HaBeneHi
€JIEMEHTH IrPOBOT0 CLIEHApIl0, 10 00'€IHyE€ HaBYalIbHI Ta IrpoBi Jii, 1 peaynizye TaKuM
YUHOM MOJIEJIb HaBYAJIBHOI'O CLIEHapiIo 3 eaeMeHTaMu Ipu A «HIM».

Tabuauus 2
Omnuc eneMeHTiB irpoBOro Ta HaBYaJILHOTO crieHapito rpu « HIM»

Cuenapiii 3MicT efeMeHTa
., | "Tu Bxe 3Haem, mo Take HIM i six y Hboro rparu. JlaBaii Ternep po3IIsTHEMO IEBH
Hapuanbuuit " > I y P A PP y
Ipy.

BUU MBOIUMO IIPEIMETH H H 151 U, KIJIBKOCTI Ta 1. Hatu M i”.
Irpo BuBoaumo nmpenme a eKpaH y TpU KyNKH, KitekocTi 3, 2 Ta 1. Hatuckaemo “Jlam”
Hapuams il "Ilnst Toro, mob po3idparucs 3 UM, JAaBalTe PO3IVITHEMO pi3Hi irposi moswmmii. [lo-

Tnieplie, CKiIbKY B LIl Ipi IrpOBUX MO3MIIH?"
" Ilepepaxyemo Bce (y GirypHUX Ty>KKax MM IHCATUMEMO YHCIIO KAMEHIB Y KyIIKax):
HapuansHnii {1}’ {2}’ {3}3 {131}3 {251}9 {331}3 {292}9 {3’ 2}3 {19131}3 {29131}3 {39131}3 {2a231}s
{3,2,1}."
., | "Lle mo3muii, B SIKi MM MOXEMO IOTpAIUTH 4Yepe3 Kinbka XoxiB. Po3micTumo mani
HaBuanbHuit -
no3uii Ha rpadi.
IrpoBuii Buoaumo rpad i3 ycima nosuuisimu. [epersig rpada.
S AO— "O4eBuHO, 10 MoYKHAYK 3 mo3umii {1,1} BUrpae npyruit rpaBenp, a 3 mo3umnii {1},
{1,1,1} Burpae nepmuii. CipoOyit fani caM BU3HAYUTH BUTPAIIHICTh MO3HITIH."
Irposuii [Moznawaemo Ha rpadi BUrpAIIHICTh IMX MO3MILINA. BUBOAMMO moONs Ans BBEACHHS
BUTPAIIHOCTI iHIIHMX no3umiil. [lepeBipsemMo naHi, 1110 BBE/IEHI rpaBLEM.
"BianoBigHO MOXXKHAa BH3HAYWTH BHUTPAIIHY CTPATerilo — /0 SKUX BEPIIMH MOTPiOHO
Hapuamsauii MepexoauT, mooO Burpard." "Auyie OyayBardu JUIs KOXKHOI TpU IiJ] Yac MOMEPEIHbOI
MiATOTOBKY i MOBHUI rpad AOBro, a iHoxmi W ckianHo. JlaBail Tenep po3mITHEMO SIK
iHaKIIle BU3HAYUTHU BUTPAIIHY CTPATETiro."
T BuBoaumo o0y rpy. TyT moyaTtkoBuii cTaH Moxe OyTH 4d BUTPAITHUM, YU
P MIPOTPAITHUI, TOMY JaJi MOKa3aHi OOW/IBa BapiaHTH.
. . "lNo3unis mporpamHa. TyT MOXXHA XOIUTH
Hapuanenuit | "Lig no3uwuis urpammsal" M porpatn . y,,T a
10-pi3HOMY, Ha TBill BUOIp.
IrpoBwuit Kuonku: "Homy?". Haruckanas.
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"XOR-cyma kimpkoctedt mpenmeriB y | "Ockinbkun XOR-cyma HymboBa. 3Ha4uThH
Hapaamsmi | <YTKaX  HEHYIbOBA. .OT)KG MOXKHA | CXOIUTHU B HYJIBOBY no31/1ui10.,umo6 3QIHIIATH
("omy?") MEpEeBECTH I}0 TIO3UII0 B HYJIBOBY, | CYIIPOTHBHHMKA B IMPOTpAIIHii, HE BIACTHCS.
mo0 3IMIINTA CYNpOTHBHUMKAa B | Xomd."
MporpanrHoi mo3uirii."
IrpoBuit Kuonku: "k Burparun?"
T PRN— "3Haxoqumo XOR-cymy kinmpkocTelt s Beix kynok. Haszsemo 1i S." "Iopaxyii cymy:
... Beequ y none: <mone>"
IrpoBuit Busij mons ams BBoy urcina. BeeneHHs uucern.
"HesipHo. BBaxaii yBaxcHilie abo MoauBUCS
Hapuanpauii | "[lpaBuibHo." ak  BBakaeTbcsi XOR-cyma. [lpaBunbHa
BIIMOBIH: (res)."
"Tenep 3HaxoANMO B Lii CyMi, B IBINKOBOMY KOJIi, MicCIle TIEpIIO] OAWHHUIII. 3HAXOAMO
Hapuanenuii | KynKy, B sIKiif € OOWHUIA B Iiif ke mo3utlii. Taka xoua 0 omHa Kymka €, iHaKIe O i B
XOR-cymi He Oyno 6 opuanni." "Lle (Homep - X) Kynka - (1BifiKoBe ysiBIICHHS)."
"Tlopaxyit XOR-cymy S i po3amipy 3HaliIeHOT KyITKHA — OTPUMYEMO KiJIbKiCTh
HaBuanbHuii | npeaMeris, sike HOTPIOHO 3NMIIUTH B 3HANHACHIH KM IPU ONTHMaIbHOMY XOi."
"Bseau B nose:<nosne>"
IrpoBuii BuBij monst 17151 BBOIY UKCIIa
"HesipHo. BBaxaii yBaxkHirre abo omuBucs
Hapuanpuuit | "Tak" sik BBaxkaeTbess XOR-cyma."
"BinnoBins: (res)"
Hapuanphuii | "3HaunTh HaM MOTPIOHO 3ATUIIUTH B Ky (X) pubOK, TOOTO 3a0paru HeoOXiaHO iHIi."
IrpoBuit KopwucryBau pobuTts Xin y rpi.
"Tu BHEBHEHHWH, IO XOuem TaK OyTH
Hapuanenuit | "Uynoso! Bece npaBunsHo." cxoxum? Ile Moxe npusBecTd 10
nporpamry!"
"Tenep Tu 3Haem, sk rpati B HIM, BuKoprcTOBYyIOUH BUTpamnHy crpareriro.” "CrpoOyi
HapuaneHuil | mami BH3HAUMTH caM, CKUIBKA KaMEHIB 1 3BiOKW MOTpiOHO Oparm. Jlns mporo ToOi
3HAIOOUTHCS OIIOKHOT ISl pO3PaxyHKiB."
Irposuii KOpI/ICTyBa‘.I MOX€ pOOHTH Xozu. HapuanpHa cuctema CliKye 3a HUM Ta, SIKIIO BiH
XOJIUTh HEBIPHO, TOMpaBJisie HoTo.
Cuenapiii aas rpu HIM 3 oomexkenHsimu. OOMEXeHHSI — I11€ MOXJIMBICTh B3STH 3

KyIIKH HE JOBUIbHY KUIBKICTh MpPEAMETIB, a oOMexeHy. CriouaTky OyneMo po3risaatu
CIIPOLIECHY I'PY 3 OHI€I0 KYIKOIO.

VY Tabn. 3 HaBeleHI €IEMEHTH IrpOBOrO CIEHapilo, 10 00'€Hye HaBYaJIbHI Ta
IrpoBi Aii, 1 pealizye TAKUM YUHOM MOJIEJIb HaBYaJIbHOIO CI[€HAPII0 3 €IEMEHTaMH TPH
st «<HIM 3 00MEXEHHSIMH 3 OJHIEI0 KYITKOIOY.

Taoauua 3

Onuc enemenTiB cueHapito rpu «HIM 3 0OMeXEHHAMU 3 OHIEI0 KYTIKOIO»

Cuenapiii

3MiCT e1eMeHTa

Hapuanpuwnii

"Ot1xe, TH Bke 3Haem, mo B HIM 3 oOMexeHHIMH MH MOXXEMO OpaTy JIHIIe 0OMeXeHy
KIUIBKICTh KaMeHIB, Hanpukiaz, 2 i 3. Ha nepiunii momsin rpa 3MiHHIIacs HE3HAYHOIO,
ane 1e He Tak. Te pillleHHs, sike MU po3nsiand s kinacudnoro HIM-y, nst mporo
HaMm ToTpiOHO po3mmsiHyTH Teopito Illmpara-Ipanai, ska ckiamaeTbes 3 4 4YacTuH, 1
OCBOEHHSI KOXHO] ITOCTYIIOBO HAONMKAE HAC IO BUPILICHHS 3aBIAaHHS.

IrpoBuii

Bikna: «1. CrpomeHnii BapiaHT Tpy: OJJHAa HEBEIMKA KYIIKa, PETPOCIIEKTUBHIH aHAIi3y,
«2. Oyakmus mex», «3. Yncma Ipanany, «4. 3akoHOMipHOCTI B yncnax [panmn». B
KO)KHOMY 3 ITyHKTiB BUBOAUTHCS TEOPSTUYHHI Marepiall.

IrpoBuit

Iepersin Bikna 1. CropomieHni BapiaHT: OHA HEBENHMKa KYIKa, PETPOCHEKTHBHUM
aHaJI3.
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Hapuanbuwnii

"Po3misstHEMO CHOYarKy CIpOINEHY TPy 3 OAHIEI0 KYNKOIO: € OJHa KyNKa, B Hill 6
MIPEAMETIB, KOXXEH TpaBellb MOXKE B3SITH, NPHUIyCTHMO, jume 2 abo 3 mpenmeru.
[porpae Toii, xTO HiYOTO HE MOXe B3ATH." "TakuM umHOM, sikino 3anmmmiocs 0 ado 1
ImpeAMeT, TO HIYOr0O HE MO)XHa B3ATH - 1 [ TporpamHa cuTyadis. Tomy
PO3IISLIAaTIMEMO CTaHU I'pH, TIOYMHAIOUH 31 CTaHIB, 3 SKUX BXKE HIKYIM HE MOXKHA ITiTH
(0O i 1). Bu3HayMMO BWIpANIHICTH HACTYIHUX CTaHIB, BUKOPHUCTOBYIOUH
pEeTpPOCIEeKTUBHUHN aHaii3"

IrpoBuit

BuBonumo rpad 31 craHaMu TPH - 6 TO3HIIIH (TOMY IO y Hac 6 MPEAMETIB).

Hapuanpumi

"3 mo3umii 2 MoxHa nepeitu B nmo3umito 0. Buxomuts Bora Burpammna." "3 mo3umii 3
MoxkHa rieperiti B mo3umii 0 i 1. Omxe, BoHa Tex BurpamHa." "3 4 MOXKHA TIEPEHTH B 2
Ta | —Burpamna. 3 5 y 2 Ta 3 — nporpanrsaa, Tomy 1o 2 ta 3 Burpami. I3 6 nepexin y
3 ta 4. BoHu BUrpalllHi, 3HAYUTH 6 IPEIMETIB — I1€ IPOTPAIIHA O3UITis"

HaBuanpumnii

Ane mu po3iOpanucs 3 rpoo, KOJIU KyIKa IIPeAMETIiB — HeBeJIUKa (y HallloMy BUNAJIKy —
6 puboK). Mu 3actocyBaiy peTpOCIEKTHBHUI aHami3. Aje, SKIIO Kynka Oyne Beluka,
TO TaKHi aHali3 Hee()eKTHBHUIA, TOTPiIOHO BUKOpHCTOBYBarH Teopito IInpara-Ipanii.

IrpoBuii

Iepersin Bikon 2. @yHkuis mex, 3. Yucna [panmi

IrpoBuit

3H0BYy BUBOIMMO rpad 3i cranamu rpu s 10 npenmeris.

Hapuanpuwnii

"Bynemo Temnep BUTPAIIHICTH MMO3UIH BU3HAYaTH 3a JIONMOMOTo0 uduced I'panni, ue B
0araTboX BHIIAJIKaX 3pOOWTH aaropuTM Oinbml epekTHBHUM. [lounHaeMo 3i cTaHiB, 3
SKHUX yke Hikynu He MoxkHa miTH (0 Ta 1), y Hux uncna I'panai gopiBHIOOTH 0, TOMY 1110
e mporpaniHi crand. HacTymHi cTaHM BH3HA4Ya€EMO, BUKOPHCTOBYIOUHM (PYHKIIIIO mexX
BiJl MHOKMHU 3Ha4€Hb | paH/i 10 KOXXHOMY IEPEXOMY, 3BIAKM OTPUMYEMO Mmin, sIKE He
3yCTpI4aeThCs cepell IMX 3HaueHb. BinmosinHo oTpumyemo unciio [paHai moTo4Horo
CTaHy, SIKE TOBOPHUTH HAaM UM II€ BUTPALTHHUI CTaH, a came, SIKIIO Yhcio [ paHi HynboBe,
TO MpOTpaIllHe, iHaKIIe — BHUTrpaniHe."

Hapuanpumnii

"VaButu 1ie y Bursadi rpada mpocrime. Tyt G - gncna ['pasgn." "3i crany 2 MoxHa
nepeiitu TinbkH B cta” 0. G(2) = mex{0} = 1." "3i ctany 3 moxkHa mepeiitu B ctad 0 i
1. Orxe, G(3) = mex{0} = 1." "Bxaku HacTymHi 3HadeHHA 4wcen [paHmi AnsS BCix
CTaHIB, IO 3aIUIIAINC."

IrpoBuit

BuBonuMo mons Ui 3amoBHEHHs 4ucen [paHmi s kokHOi mosuiii. IlepeBipsemo
BBEJICHI 3HAUCHHS.

Hapuanpumii

"Uucna [panmi s qessKkux irop MOXKyTh Mary mepio. "

IrpoBuit

[epermsan BikHa «4. 3akoHOMIpHOCTI B unciax [panam». Busig rpady 3i cranamu rpu i
BiINOBiTHUM yucnamu [paHmi Ui HAX.

Hapuanpumii

"MoxHa no0adnTH, Mo B uyuciax I'paHmi Aist i€l Tpu € 3aKOHOMIpHICTH, a came,
mepion: 0, 0, 1, 1, 2. OcKUTBKY Tepiofi 9rcen 5, TO BU3HAYCHHS BUTPAIITHOCTI MO3MITIi
MOTPiOHO 3HAWTH 3ATUIIOK Bifl PO3MOAUTY KUIBKOCTI NMpeAMETIB y Kymii Ha 5. SIkmio
3anumIok JopiBHioe 0 4 1, 11e mporpamiHa mo3uilis. A sIKIIo penTa AopiBHIoE 2, 3 abo
4, TO e BUIPALIHA - XTO XOJUTh, TOW BUIPa€. 3BUUaHO, SKIIO0 MPABHIBHO XOOUTb.

Hapuanpuuii

"A sk npaBuwiibHO xomuTU?" "SIK MU BXXe 3HAEMO, NOTPIOHO XOAWTH TaK, MO0 CBOIM
XOJIOM 3pOOHTH MPOTpAIIHY MO3MII0 A 1HIIOro TpaBis. [loTpiOHO B3STH CTIIBKU
npeaMeTiB (2 abo 3), mo0 3aMMIIOK BiA MOAUTY Ha 5, OTPUMAHHWM ICHs B3ATTA
npeaMeTiB, AopiBHioBaB 0 ado 1." "ToOTo, SKIO MOYATKOBHUI 3aJMIIOK JOPIBHIOE 2, TO
B3STH 2 IpeaMeTH; Ko 3, To 3 abo 2 mpeaMeTH; ko 4, To 3 npeaMern."

VYV Tabn. 4 HaBeneHI €IEMEHTH IrpOBOTO CIIEHApIil0, M0 00'€qHYyE HaBYaJIbHI Ta
IrpoBI 1ii, 1 peaizye TaKMM YMHOM MOJIEJIb HABYAJILHOTO CI[EHAPIIO 3 eJIEMEHTaMH TPH
«HIM 3 0OMEeKEHHSIMU IS JEeKUTBKOX KYITOK».

Taoauusa 4

Onuc enemenTiB crieHapito rpu «HIM 3 oOMexxeHHIME U1 TeKiJTHKOX KYTTOK»

Cuenapiii 3MicT enemMeHTa
"SIk 1 panime, po3mILAAEMO TPY, KOJM 3 OHIET KYNKHM MOXKHa B3sATH 2 abo 3
Hapuams i npeameru'. Sk mpukiIaa po3mISHEMO Ipy 3 TpboMa Kynkamu 7. 5 Ta 4 mpeaMeTu
BignoBigHo. "Iy pimenHs rpu HIM 3 oOMeXeHHAMH U JCKIIBKOX KYIIOK
BBOJISITh TIOHSATTS CyMH irop".
IrpoBwuit G [Mepersin BikHa «IrpH 3 KiTbKOMa KyIIKaMH Ha OCHOBI KOHLIEMIIIT CyMH irop»
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"TloTpiOHO BW3HAYMTH, UM I TO3HWIlS € BUTPANTHOW. SKIIO Tak, TO MpH

Hapuansnuit ONITUMABHIHN Ipi NEPIIMKA TpaBelb BUTPaE. SIKIIO 1 MO3HUIS - TPOTpaIIHa, TO IPU
ONITUMANIBHIH Ipi epinii rpaBens nporpae.”
"Crogatky BBakaemo umcna [panmi G g KOXHOI KYNKH, i SKIIO KYIMOK TPH,
Hasuanpumnii motiM 3HaxoauMo G = G1 XOR G2 XOR G3. Axmo G>0, To mo3wuis - BUTpaIiHa,
igakmie skmo G = 0 - To mporparraa.”
"1 kovkHOT Kynku 3Haxoaumo G. st mporo 7, 5 1 4 nimmMmo Ha 5, 1 6epemo
o 3aIUIIOK Bif oty (00 3Ha4eHHs uncia [ paHmi is miel Tpu MaroTh mepion 3 5
Hapuanpumii . - .
yucen). Skio 3anumok nopishioe 0 a6o 1, To G = 0 SIkio 3anuimok qopiBHIOE 2
a60 3, 7o G=1. Sdxmo 4, 7o G=2."
Irpoii BuBomumo nosst 1yist 3anoBHeHHs 3HaueHb G1, G2 ta G3. IleperipseM BBeaeHI
3HAYEeHHSI.
HapuanbsHuii "[Migpaxyemo 3HauenHs G st cymu irop."
Irposuii BI/IBO}I.I/IMO nosie st 3amoBHeHHd 3HaueHHsS G = G1 XOR G2 XOR G3.
[lepeBipsieMm BBeeHE 3HAYCHHS.
"Y mac '"BurpamHa mo3uiis. Mu BKe 3HAEMO, IO MOTPiOHO, 00 y Ipyroro
T PR rpruﬂ Bnﬁmnq Hg3nuiﬂ, IS SIKO1 G:.O. 3HAUUTL HAXOIUMO 1? ik cymi, B
JBIIKOBOMY KOZIi , MICTO CcTapIoi OJMHUII. 3HAXOJUMO KYIIKY , B SIKiii € ONUHHLIS B
Til camiii sxe mo3umii." "Lle (HoMep - X) KyIiKa - (aBiiiKoBe ysiBieHH:)."
"IMopaxyii XOR-cymy S i po3mip 3HaieHOI KYIKH — OIEPKYEMO KIUIbKICTh
HaguanpHuii MPEIMETIB, SIKY MOTPIOHO 3ATUIINTH Y 3HAWAEHIH KYIIIi PH ONTUMAaJIbHOMY XO7i."
"BBeau B noie:<moie>"
IrpoBuii BuBij mosist 1u1st BBOIY YUcCia
Hapuanbuwnii "IIpaBuibHO. MOXxern XoquTu." HeHPaBHHLHO' Xo;l CHI e pa3
MIPOITH HaBYaHHS
IrpoBuit Knonku: "Ilpogomxuti HaBuaHHs" Ta "TloBepHyTHCH"
"Jlobpe. Ane oOMeXeHHSI MOXKYTh OyTH pi3Hi. MU pO3IISHYIN BUIIAIOK 3 2 abo 3.
Hapdansamii I[ng pi3ng O"6M6>KCHB moTpiOHO IIyKaTtd CcBOi 3HAYeHHA dWcen lpaHmi Ta
MIepPiOANIHICTD.
"BizbMeMo oomexenHs 2 1 4. Busnau 3Hadenns yucen ['panmi."
IrpoBwuit BuBoanmo rpad Ta 1o Ui 3ar0BHEHH 3Ha4YeHb. [lepeBipsieM BBeAeHI 3HAUYCHHS.
Hapdannamii "HpaBynLHo. Axa mepiogmunicts  QyHkmii | "Hi TH mommmuBcs."
I'panmi?"
Irpoii BI/IB.OJII/IMO noje Ui 3arOBHEHHA 3HAYCHHSA KH.OI'[KI/I: "CnpoOyBaru" Ta
nepionuyHocTi. [lepeBipsieM BBeZieHE 3HAUCHHS. "Jli3Hatucs pe3yasrar'
. "Hi Tv momuiuBcsi. Xouer
HaBuanbanit "IIpaBunbHO." "
cnpoOyBaru 1ie pas?
HaBuamsHuit "CrpoOyii Terep 3irpary B Tpy, 1€ TH MOXKellI B3sTH abo 2 abo 4 npenmern.”
IrpoBuit CrtBOproeThed Ipa 3 6, 4, 3 npenmeramu
I TO—— “3anmani 3 KYIKH p’1’4601<. Moskna Opatu 2 un 4 pubku. XT0 BUTpae MpH
ONTUMAITBbHIN TPi?
IrpoBuii Kuonku: “Cripobysaru BiacHopy4” Ta ““SIk Burparu”
Hapuansuuit "Mosken: CKopHcTaTucs OoKkHOTOM" ’ Iepexin 10 pexxuMy MiIKa30K

Cuenapiii njsa rpu Jaru. ¥V tabmumi 5 HaBe[eHI e1eMEHTH IrPOBOTO CIIEHAPI0, 110
00'eHy€e HaB4aslbHI Ta IrpoBl Iii, 1 peayli3ye TaKMM YUHOM MOJENb HaBYaJIbHOIO
CLIEHAPIIO 3 eJIeMEHTaMU I'pH 11 I'pu «JlaTuy».

Taoauuga 5

Onuc eneMeHTIB IrpoBOro Ta HABYAJIBHOTO CLIEHapito rpu «JlaTtuy

Cuenapiit 3MicT eleMeHTa
I'pa [aru BigHOCHTBCS 1O TpH, A€ M BH3HAUSHHS BUIPAIIHOi cTparerii
3aCTOCOBYETHCS PETPOCHEKTHBHUN aHami3. "ToOTO i KOXKHOI TO3WIii B Tpi
3a37aieriib HeoOXiHO BH3HAYMTH BUIpallHA BOHA 4M Hi. "Bi3bMeMO mommpeHui
Hapuanenuit | BapiaHT rpu, Konu KiHneBoro maror € 31 rpymas." "l mepmoro rpasms mara 31

rpyaHs € nporpamHoio." "OCKUTbKY TpaBLi MiJ Yac XOAYy MOXYTh 30UIbITYBaTH A€Hb
4yu Micamp Ha 1 abo 2, To MmoxuBuii mepexin y naru 30.12, 29.12 ta 31.10 (gatu 31.11
He icHye)"
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NPOAOBKeHHs Ta0auli S

"3 anropuTMy 3HaEMO, IO 3 SIKOICh MO3MIII BCi pedpa BeXyTh y BUTPAIIHI MO3MIii, TO

Hapuanenuit | ns mosuirist nporpamrsa”. "Otxke, mo3umist 30.12 ta 31.10 — mporpamiHi 11 mepiroro
rpaBus. A 29.12 Burpanina, OCKiIbKY 3 HEl MO)KHa niepedTn 0 30.12".
IrpoBuit [lo3Hagaemo Ha irpoBOMY MOJIi PO3IVISIHYTI JIaTH BiJIIOBITHUM KOJIHOPOM (ITO3HAYKOIO).
"BizpbMemo HacTynHy nary — 28.12. Mu moxemo 3 Hel nepeiitu o 29.12 ta 30.12" "3
HauanbHuii | anroputmy 3Ha€EMO, IO SKIIO 3 SIKOICh MO3HIT € peOpo B MPOTpallHy MO3MIi0, TO LIS
no3uiis urpanraa.” "Toni BepriuHa 28.12 - Burpamisa (30.12 - nporpariiza)”
Irpouii [o3ragaemo Ha iIrpOBOMY ITOJI PO3TISHYTY nary 28.12 BiAMOBIIHAM KOJIBOPOM
(T03HAYKO1O).
Bi3zememo HactymHy nary - 27.12. Mu moxemo 3 Heil mepeiitn B 29.12 1 28.12" "3
., | aNropuTMy 3Ha€EMO, 11O SAKIIO 3 SKOICh MO3MILi BCi pedpa BelyTh y BUTPAIHI MMO3HIIII,
HaBuanbHuit . " o
To 1 mo3uuiga mporpamHa" "Tomi BepmmHa 27.12 - mporpammna (28.12-29.12 -
BUTpalHi)"
Trpoii [No3Hagaemo Ha irpoBOMY MOJII PO3IAHYTY Aary 27.12 BiIOBIAHUM KOJIHOPOM
(T03HAYKO1O).
"Bizememo nary - 30.11. Mu moxemo 3 Hei nepeiita B 30.12" "3 anroputmy 3HaEMO,
Hapuanbhuii | mo sKmo 3 sKoich Mo3uuii € pedpo y MporpamHy MO3MLII0, TO ISl TO3UIIS €
Burpamraoto." "Toxi BepnnHa 30.11 - Burpamna (30.12 - nporpaniaa)”
Irposuii [MTo3Havaemo Ha irpoBoMy noui po3nisiHyTy Aary 30.11 BiANOBITHUM KOJILOPOM
(TT03HAYKOI0).
"3 maru 29.11 moxxemo niepeiita B 29.12 1 30.11" "3 anroputMy 3HAEMO, IO SIKIIIO 3
HapuanmeHuit | sikoich mo3ulii Bci pedpa BeIyTh IO BUTPAITHUX MO3MIIIHA, TO I MO3MIis porparrHa’
"Toni Bepmmna 29.11 - mporpamna (29.12,30.11 - Burparsi)"
Irposuii [No3Hagaemo Ha irpoBOMY MOJIi po3IsIHYTY nary 29.11 BiAMOBIAHMM KOJIbOPOM
(TT03HAYKOIO).
"OTxe T! Oaywil, o, PO3MIAJAIOYH MO3UIIIi, MU PyXaeMOCs, TIOCTYIIOBO 3MEHIITYIOUN
Hapaanmsamii | 24T TobTo po3misimaroun sIKych Jary, HaM MOTPiOHO posymiTH, B sKi HOSI/II.[I'I‘.MI/I
MOXEMO HepelTH 3 Hel, I TOro 100 BH3HAYUTH BUTPALIHICTH 200 MPOTPaIIHICTH
JIaTH, [0 PO3TISAAEThCA "
"Cripo0y¥i 1ajti caM BU3HAYHMTH, SIKOYO € TO3HMITis JuIst ati 26.10. Ane Ti Maenn
HaBuanbHuii | BU3HaYMTH Ha NOYATKy BCi HacTymHi Bif gatu 26.10 mo3umii." "V pasi nmorpedu tm
MO)KEIll IEPEISIHYTH AJITOPUTM PETPOCHEKTUBHOTO aHaizy." "Bubepu nary."
Trpoii BuBonuMo KHOIIKY Ui IEpErIsiaAy ITOPHTMY. HaTHCKaIOqH Ha Hei, KOPUCTYBay MOXeE
MEeperISTHYTH AITOPUTM BHU3HadeHHs no3uuii. Odikyemo BUOOPY AaTH.
KopucryBau 00paB KOpeKTHY s
Irposuii KOpI/ICT}{Ba‘{ o0paB ary, 3 AKkoi He Yyci | mepensiay Jary. KO].)I/ICTYB.a'-.I.
HACTYIIHI JIaT¥ PO3IVISIHYTI. BU3HAYA€, SIKOIO € BHUIPAIIHICTH M€l
JIaTH.
o | w . . " BuBoasThcs BiAMNOBIAHI MOBIAOMIIEHHS
Hapuanbnuit | "[loTpiOHO pO3mISIHYTH HIONEpeHI qaTh !
PO NMPABWIIBHICTH BHOOPY.
IrpoBuit Kopucrysau Bu3Havae mmo3uuito garu - 26.10.
"Mu posmisiHynu 31 rpyqHs SK KiHIEBY ary. SIKIo B3STH iHILY AaTy, TO CTpareris He
HaBuanbHuii | 3MiHIOEThCS, TUIBKH Tpeba pyxaruch Hazaz Bij wmiel maru" "Bi3zpMeMo KiHIEBY Aary —
29.11 Ta moyarkoBy — 15.08."
S PR— "Bu3nau fI/II‘paIHHiCTL mo3utliit Bix garu 29.11 g0 15.08, T00TO y 3BOPOTHOMY
TIOPSIIIKY.
IrpoBuit KopucryBau Bu3Ha4ae BUTPAIIHICTh BKa3aHHUX ITO3ULIIH.
"Jlobpe. A Temep BUXOMSIYM 3 PO3MITKH KOXHOI MO3WIIi, TH MOXem (opMyBaru
S PR—— CTpaTeriIo C.BO'I'X nepexoniB. Cnpo6y§-1.v10 3irpard B Ipy 3 KOMIT'IOTEPOM, 1 Ha OCHOBI
TBOET PO3MITKH, CIIJYIOYM CTparerii, TH MOXem Jocsirtd nepemoru.” "Bubepu
MIOYaTKOBY jary"
KopucryBau ob6upae mnouarkoBy pgary 15.08. CTBOproeTbCS TIpa 3 KOMIT FOTEPOM,
IrpoBuit nodnHaroun 3 odopanoi maru 1o 29.11. KopucryBau poouts kpok. Komm’rorep poOuTh
KPOK y cBoto uepry. [Ipu 3akiHU€HHI TpU BUBOJIUTHCS PE3YIIbTaT.
i .. . "Tu  HempaBWJIIBHO  3aCTOCYBaB  CTpATerilo,
., | "Birato, TH OCBOIB CTpaTerito rpu o .
Hauanbauit B arn." MOTPaNWB y MpPOTPallHy MO3MIII0 1 HE 3MIT
Burparu."

Y3arajbHeHa MeTOIMKA JJIs HABYAHHS KOMOiHATOPHHUM irpaM. Meronuka HaBYaHHS
KOpHCTyBaya Teopii KOMOIHAaTOpHHMX irop Oa3yeTbcs Ha CIEHapifixX HaBYaHHSA IS

PO3MIIIHYTUX ITOP 1 € 1X y3araJbHEeHHSIM.
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I.  O3nHaiiomyeHHS 3 TEOPiIE0 KOMOIHATOPHUX irOp

II. TlomepeaHss mOiArOTOBKAa 10 Tpu: O3HAHOMIJIEHHS 3 IpaBUIaMM, BuUOIp
MapaMeTpiB I'pH; HACTYIHI 3 MyHKTU BUKOHYIOTHCS IIPU HEOOX1AHOCTI M1 YIIPABIIHHAM
BUYMTENS; MOOYI0Ba HEBEIIMKOI YaCTUHU rpada rpu, NOYMHAIOYU 3 TOYATKOBUX BEPILUH;
po3MiTKa BeplmMH Tpada, TOOTO BHU3HAYECHHS BHUTPAIIHOCTI ab0 MpPOrpamHOCTi It
KOXKHOT BEPIIMHU; BHUSIBJICHHS 3aKOHOMIPHOCTEH B PO3MITIII BEPUIMH (SKIIO BOHHU €).
HacTynHi myHKTH BUKOHYIOTHCSI [Tl HABYAHHS TPABIL, SIK MIPABHIBHO XOAUTH Tif Yac
Tpu.

III. BupobinenHs mnpaBuwiIbHOrO Xxoay (mig KEpiBHULTBOM cUCTeMH abo
CaMOCTIHHO): 3HAaxXO[UKEHHs THIy IOTOYHOIO CTaHy TIpu (BUTpallIHa/IporpaliHa);
OOYMCIICHHS TPAaBHJIBHOTO XOAY, 100 MEPEBECTH CYNPOTUBHUKA Y MPOTPALIHUN CTaH
(SIK1I10 11€ MOKIIUBO)

IV.  KoHTpoip mnpaBMIBHOCTI XO#y KOpUCTyBaya: IONEPEIKEHHS  IpO
HEMpaBUJIbHUNA XiJ; MONEpeKeHHs PO HEeBipHE BBENCHHS NaHUX; SKIIO0 KOPUCTYBay
MIOTO/IMBCS HA JIOMIOMOTY, TO BUKOHY€ETHCSl TYHKT V.

V. Iligka3ku 1Mo XOny rpy: BUTPALIHICTh MO3UIIH — BUTPAIIHA UM MPOTpAIIHA; K

BU3HAYAEThCS BUTPALIHICTh KOXKHOI MOTOYHOI MO3MLIT Ta SIK 3pOOMTH NpaBUIIbHUN X1
(nuB. myHkr I1); sx paxyBatn XOR-cymy Ta uncna I'panni.
IIpoexkTyBanHsi Ta BUNPOOYBAHHSA MNPOTrPaAMHOI CHCTEMH VISl HABYAHHS Teopil
KoMOinaropuux irop. Jlami npencrasieno UML miarpamy BapiaHTIiB BUKOPHUCTaHHS, Ha
OCHOBI1 SIKO1 CIPOEKTOBAaHO CHCTEMY HaBYaHHS KOMOIHATOPHUM irpaM (pUCYHOK. 2).
Takum uyMHOM, rpaBellb MOXKE MOYaTU TPy, BUOPABIIHN TUII Ta MapaMeTpH, MEePErIIHYTH
MUHYJIl XOIW, CKOpUCTaTHCS OJNOKHOTOM s oOumcieHb. [lim wac rpu omepxkye
HaBYyaJlbHI MaTepiajau Npo KoMOiHAaTOpH1 irpu B3arami, a Ttakox “HIM”, “HIM 3
oOMexeHHsMu” Ta “JlaTi”; TPOBOAMTH MapTii 3 CHUCTEMOIO, MPH ILBOMY OIEPKYE
MiJKa3KK MO0 XOAY TPH 3T1IHO 3 pO3POOICHUMH CIICHAPIsIMHU.

Cluge -

O (. HagriaiHa Teopii ) _— —
o P .

e
—_— I DEssoHCTPALIR NoLyEy
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-~ nClud: ,.--"' T
I | o Haeseaa HiM-y 3 )
\ Menbatia waBis by [Py | T afuakpHHAN
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Puc. 2. /liarpama BapiaHTiB BUKOPUCTAHHSI CUCTEMH HaBYaHHS KOMOIHaTOPHUM irpam

IIpun peanizamii cucTeMd OJHMM 13 JOLIUIBHMX BapiaHTIB € BUKOPUCTAHHS

IHCTpyMeHTalbHUX 3ac00iB, sk Unity3D/C#.
HaBuanns irpam 3a J0noMOrol HaBYaJIbHOI MNporpamMHoi cucremu. B sxocti
MIpeMETIB B KyIKax BUOpaHi puOKH, B 3a0upae puboOK 3 Kynok — koriend. [1in gac rpu
3By4aTh JIETKi 3ByKU npupoau 01t o3epa. Konu Bubupaemo pubOK, cripanboBye 3BYK
IJIECKOTY pubH. | € 3ByKOBI TOPIXKKK B KIiHII TPH, SKi CUTHANI3YIOTH PO IMepeMory abo
IIOpa3Ky.

I'pa “HIM”. TlounHatouu rpy, KOPHCTYBad MPOXOAUTH MOMEPEIHIO ITiITOTOBKY.
CrioyaTky OKa3yloThCs BiKHA 3 TEOpPi€r0 Mpo KOMOIHATOPHI irpH, a Takox rnpo rpy HIM.
[TotiM po3rasaaroThes pi3Hi irpoBi mo3umii. Hanpuknaa, ans rpu 31 ctanoMm — 3, 2 Ta 1
pubKa y Kymkax BiAmoBigHO - 1ie HactymHi {2,2,1}, {2,2}, {2}, {1} ta inmi. i Bci
MO3MIIi MOKa3ylOTh KOPUCTYBauy y BHIVIIII CITUCKY, a TAKOXX aBTOMATHYHO OynyeTbcs
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opieHTOBaHUM rpad rpu, 1e BEpPIIMHH — II€ BCI MO3MIIi1, a peOpa MOKa3yrTh BCI MOXKJIUBI
MepEXO/Id MK MO3ULISAMHU (PUCYHOK 3). Ta KOpUCTYBa4 po3Mivae rpad, ToOTO BU3HAUAE
BUTPALIHICTh a00 MPOrpalHiCTh I yKazaHuUX BepiiuH (craHiB rpu). Ilicis mporo
IporpamMHa cucreMa InepeBipsie NpaBUIbHICTb BIMOBIEH.

B pexumi HaBYaHHS MIC)IA TONEPEAHBOI IMIJATOTOBKH BEACTHCS T'pa 3TigHO 3i
CIICHapieM, IMoKa3aHUM B TaOymmi. 2. CucTema JonoMara€e KOPHCTYBaudy CIOYaTKy
BU3HAYMUTH, YU € TO3MLISA JJIS HHOTO BUTPAIIHOIO abo mporpamHor. | skmo BoHa
BUTpAIIHA, TO BEJE€ WOT0 B3IOBXK I'pH, MO0 BiH IpaB ONTUMAILHO, HA JESKUX KpOKax
miJKa3ye, Ha IeIKUX MepeBipse i KopucTyBaya.

- I {‘-‘21111}' - . {21211}'- - {31-‘-:1}' - '. k
{z.2.1}- 0 -

L ] 1 J
Puc. 3. KopucryBau posrisinae rpad rpu Ta BBOAUTH BUTPAIIHICTh BKA3aHUX MO3ULIIN

I'pa “HIM 3 obmedscennsamu 0as oowici kynku' . TlodnHarouu rpy, KOpUCTyBau
IIPOXOAUTH IMOMNEPENHI0 MIArOTOBKY: IOKa3yeThCsl BiKHO 3 Teopieto Illmpaxa-I'panni;
IIOTIM MTOKa3y€eThCs I'pa 3 OAHIEIO KYINKOIO, B SIKil, HallpUKIIaj, 6 puboK, 1 BU3HAYAETHCA,
10 MOXKHA OpaTu 3 KyNKU TUIbKU 2 a00 3 pubKu; 1S i€l Ipyu aBTOMATUYHO Oyay€eThCs
rpad, ananoriuno, HIM, TinbKu cTaHu Ta MepexoAau MK HUMH iHIIi. J[ani BU3HaYa€eThes
ONTHMaJbHA CTpaTeris I'pu, IS IIbOTO KOPUCTYBad po3paxoBye uucia [pannui ans
CTaHIB T'pH, MOYMHAIOYM 3 TIOYATKOBHX MO3MUIlIHA, Ta BBOAWTH Yy 3a3HA4YCHI MO iX
3Ha4YeHHs (PUCYHOK 4), a cucTeMa iX IepeBipse; SKIIO € 3aKOHOMIPHOCTI Y Psiii dHcel
I'pangi, To cucTtemMa NPOCUTH Y KOPUCTyBaua 3BEPHYTH Ha I1€ yBary.

Jamni, 3rigHo cueHapito HaB4aHHS (Tabmuis 3), rpaBelb Ha OCHOBI uncia [panai
BH3HAYa€ BUTPALIHICTB MO3UII, pOOUTH XiJ, 1 cHCTEMa BiCTEXY€E ONTUMAJBHICTD T'PU
Ta JAa€ MIIKa3KHU.

Puc. 4 KopucryBau po3misaae rpad rpu ta po3paxoBye urcna [ panai

I'pa “HIM 3 obmesxcenusimu ons dexinbkox kynox”. [lourHaIOYU rpy, KOPUCTYBad
IIPOXOAUTD MOMEPETHIO MIATOTOBKY: MOKA3y€e€ThCS BIKHO 3 TEOPIEI0 PO CYMY irop; MOTIiM
MOKA3yEThCS Tpa 3 TPhOMA KYIKaMH, B SIKMX, HApuKiam, 7, 5 1 4 puOKu BiAMOBIIHO, 1
BHU3HAYAETHCA, 110 MOKHA OpaTu 3 KYNKU TUIbKU 2 abo 3 puOku. Jlani BU3HAYAETHCS
ontuManbHa cTpateris rpu. Crmodarky, 3TiIHO CIIEHapil0 HaB4YaHHS (TaOmuus 4),
BHU3HAYAETHCS BUTPAIIHICTD IO3MIIII, IS IIHOTO KOPHCTYBau po3paxoBye uncia ['panmi
s kokHOoi kynku Ta ix XOR-cymy. I'paBents poOHMTH Xif, Yy BUIAJAKYy BUIPAIIHOI
MO3UIIIi CHCTeMa BiICTEXKY€E ONTUMAIILHICTh TPH Ta JIA€ MiAKA3KH.

I'pa “/lamu”. TlounHaOuu TPy, KOPUCTYBAY MPOXOAUTH MOMEPEIHIO MiATOTOBKY:
MOKa3y€eTHCS BIKHO 3 TEOPI€I0 PETPOCIEKTHUBHOIO aHaJi3y irop; MOTIM MOKa3yeThCs Ipa
y BUIJISII KaJeHJaps AJI OJHOTO MIiCSIs, HANPHKIAN, TPyIHs (PUCYHOK 5), TOMY IO
KiHneBa gara - 31 rpyansa. [ami rpaBemp, 3rilHO CIeHapito B TaOmuIi 5, BU3HAUa€
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MOYaTKOBY JaTy Ta 3a JOMOMOIOI CHCTEMH BH3HAua€ BHUTPAIIHICTh AJIA IEPLIOTO
T'paBIls BCIX MO3HMIIIHN Bil OCTAHHBOI JO MOYATKOBOI 32 YMOBH, IO MiJl Yac XOAY MOXKHA
30uThITyBaT Ha 1 260 2 260 neHp Ha Micsill, abo MicsIlb, aje He Te i iHme Biapasy. Ha
puc. 6 300pakKeHO pe3yJIbTaTH BU3HAYEHHS BUTPAIIHOCTI JCKUJIBKOX JaT, MOYMHAIOYH 3
kiHneBoi 31 rpymHs. UepBOHMM MO3HAYEHO MPOTpallHi JaTH IJs MEPIIOro T'paBIis,
3€JICHUM — BUTPAIIIHI.

3 IbOro MOMEHTY BXKE IMOYMHAETHCS Tpa, 1 TpaBelb I MPOBOAWTH 3TiAHO i3
3a3/1aJierigb BUBHAYEHUX BIIACTUBOCTEH JIAT, @ camMe X BUTPAIIHOCTI.

rPYOEHb

Puc. 5. KopucryBau BU3Ha4a€ BUTPALIHICTD AT

BucHoBku. Po3pobneHo y3arajibHeHy METOIMKY JJIi HaBUaHHS MaTeMaTU4YHOI Teopii
KOMOIHaTOpHUX 1rop, 110 BKJIIOYA€ CUCTEMAaTHU3allil0 y400BOro Kypcy npo KOMOIHATOpHI
irpy Ta HaBYAJIbHI clieHapii 3 enemeHTamMu rpu i “HIM”, “HIM 3 oOmexeHHsIMEU 1
“Ilatu™.

HapuanpbHa koMOiHaTOpHa Tpa TO3UILIOHYETHCS SK TPAHCIAIIS OCBITHBOTO
MOB1IOMJIEHHS JIJIs 3arajibHOi ayauTopii rpaBuiB. L{inb rpaBus B Takiil cucTemi nossrae
B OTPUMAaHH1 TEOPETUYHUX BiJOMOCTEl — iHPOpMallii, a TAKOXK BIOCKOHAJIEHHS HABUYOK
rpu — aii. 3a HasBHICTIO IFPOBOTrO CIOXKETY I'pa BIIHOCUTHCS J10 irop, 1110 3aCHOBaHI Ha
npaBwiax. ['pa BemeTbcs B pealibHOMY 4Yacli Ta pO3paxOoBaHa Ha OJHOrO TpaBIIs.
IaTepdeiic kopucTyBada 3 OTpuMaHHS irpoBOi iHGOPMAIIiT CKIIAAA€THCS 3 elNeMeHTIB 2D
rpadiku. [Ipu mepenadi JaHuX 10 IpU BUKOPUCTOBYEThCS IITYYHHI iHTepdeiic, a came
NMO3ULIHHUHN mpucTpiit TrIy “mumma” ado Touchpad.

CtBOpeHa mMeronrka BUNpoOyBaHa MpH peastizauii Bumesraganux irop. Cucrema
BIIPOBAKEHA B KIIIEHTCHKY MPOrpaMHy YacTUHY NpoaykTy «Game of Strategy», sika €
KOMIT'FOTEPHOI0 HACTUIBHOIO TPOIO IS Oprasizalii mporecy HaBYaHHS MaTeMaTH4HOI
Teopil 1rop, BU3HAUEHHS BUIPAIIHOI CTpaTerii, CTEXKEHHsA 3a TIPOI0 KOPUCTyBaua,
HaJlaHHS JOTIOMOTH Ta MiKa30K. TakoX peani3oBaHO MOKJMUBICTh MEPErISIAY MUHYIUX
XOJIIB Ta MOXKJIUBICTb POOUTHU MIAPAaXyHKU y OJIOKHOTI IiJ] 4ac TpH.

Po3pobiiena meronuka Moxke OyTH BUKOpPHUCTaHa K Ui CAMOCTIHHOTO HaBYaHHS,
TaK 1 JUIA TIOPUAHOTO, KOJIM CTYIEHT CIyXa€ JIEKIii Ha TeMy, a TMOTIM JJIsl Kpaloro
3aCBOEHHS MaTepiajly BUKOPUCTOBY€E po3poOiieHy cucTeMy. [l BUKIaJaHHS MaTepiary
Ha L0 TeMYy BUKJaaady HeoOXinHo 8 mekuii (16 rogwH) ais BUKIagaHHS Teopii Ta 4
MPaKTUIHUX 3aHATh (8 ToguH + 8 rogwH caMoCTiitHOI poOOTH) NJsi HOrO 3aCBOEHHS,
TOOTO OMaHyBaHHS TEOPETUYHOr0 MaTepiay 1 onpoOyBaHHS LIMX 3HaHb y I'pi, BChoro 24
TOAUHM. 3TifHO 3 pe3yJbTaTaMU IPOBEJCHOI0 EKCIEPUMEHTAJIbHOrO BUIPOOYBAaHHS Y
riOpUIHOMY PEXHMMI, KOJU CTYICHTH 3aCTOCOBYBAJIM CUCTEMY TIJIBKH JUIS TPAKTHYHHX
3aMHATTS Ta CaMOCTIMHOI pOOOTH, 3aCTOCYBaHHS PO3POOJICHOI MPOrpaMHOI CHCTEMHU
JI03BOJIMJIO CKOPOTUTH Yac y CEpelHbOMY A0 8 TOAMH, TOOTO B 2 pa3u.

Hanani nimanyeTbest JOONpamfoBaHHs HassBHUX CI[EHAPIiiB HAaBUYaHHS 3 €JIeMEHTaMU
T'pU, AOJABAaHHS IrPOBOi YACTHHU CIIEHAPIiB OUIBINOI THYYKOCTI, MOALI iX HAa MOMYMI,
JI0/laBaHHS 1HIIOTO TUITY B3a€MOIl 3 KOpHCTyBaueM 3aMicTh iHCTpyMeHTiB Unity "User
Interfaces", MmoxnuBicTe OyayBatu rpad ans koxHOi rpu. BimnoBigHo, 3poduTH Ime
3pYYHILIMM Ta 3pO3YMITIIINM ClieHapii HaBYaHHS.
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INFORMATION TECHNOLOGY FOR TRAINING THEORY AND
PRACTICE OF COMBINATORIAL GAMES

V.M. Ruvinska, A.S. Troynina

National Odesa Polytechnic University
1 Shevchenko Ave., Odesa, 65044, Ukraine
emails: iolnlen@te.net.ua; anastasiyatroinina@gmail.com

The aim of the work is to reduce the time to study the theory and practice of combinatorial games through
the development of a methodology and training system and integrate it into a computer training game that
helps to build the correct strategy of the game, makes hints for the optimal move, allows you to
conveniently observe the results of the games, review past moves, do mathematical calculations, herewith
offering a unique and interesting design. As a result of the work, the training methodology and software
product has been developed, which is a game that organizes the process of study the definition of winning
strategies for each combinatorial game using the developed methodology and training system. The
development tools are the Microsoft Visual Studio integrated development environment for programming
in C#, a multi-platform tool for developing two-dimensional and three-dimensional games Unity3d,
StarUML, as a tool for modeling business logic of an application and using version control system Git.
Keywords: teaching methodology, game and training script, training program, mathematical
combinatorial theory of games, game strategy, winning position, losing position, XOR -sum.
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MOJUPIKAIIA METOY BUBOPY KOHTEMHEPA JIJIsI SMEHIIIEHHS
YYTJUBOCTI CTETAHOIIOBIIOMJIEHHS 10 35YPHUX JIN

C.M.CoxanbCbKuii

Hamionansauit yaiBepcuteT «Oecbka MO TEXHIKA
1 lleBuenka mp., Oneca, 65044, Ykpaina
email: sokalskiyserhiyl @gmail.com

[MuranHs 3axucTy iHGOpMAaIii Bi HECAHKIIOHOBAHOTO JOCTYITY CHOTOIHI € OTHUM
13 KIr0ouoBHX B cepi iHpopmaniiauX TexHOIOTiH. OCKIIBKH NOMMPEHHS IUPPOBUX
TEXHOJIOTiH B yCi cepH JIIOJCHKOI isUIBHOCTI HE 3YNUHATHCS, i METOAM 3aXHUCTY
iHpopmarii Bifg HeOaKaHOTO MOCTYNY TIOKPAIIYIOTECS, TO HE 3YNUHIETHCA 1
PO3BUTOK METOMIB Ta TEXHOJOTIH OTPHMAaHHS HECAHKIIOHOBAaHOTO IOCTYIY MO
koHpineHiiHoT iH(opMalii y 3M0BMUCHUX 1IIsIX. TOMy BaXKIMBO MPOJOBXKYBATH
BJOCKOHAIIIOBATH CHCTEMH 3axUcTy iH(pOpMallii, THM CaMHM MEepPEIIKOKAYN
370BMHCHUKaM. CKJIaZ0BOI0 YACTHHOIO OyIb-iKOI CydacHOI CHCTEMH 3aXHCTy
iHpOpMAIliT € cTeraHoCHCTEeMa, 110 3a0e3Meuye MPUXOBAHUI KaHaN repenadl JaHuXx,
SKHI JTO3BOJIUTH TepenaBaTH iH(QOpPMaIlilo, He BUKPUBAIOYH TIepe]] 3JI0BMHUCHHKOM
¢dakT T HasBHOCTI. 3amaya BHOOpPY creraHorpadivyHOrO KOHTEHHepa JJI03BOJISIE
BHUPIMINATH AESKi 13 BAMOT, IO CTAaBIATHCS IO CTETaHOCHCTEMH NpH ii moOyaoBi.
OnHicro 13 HAHBAXIIMUBIIIAX BHMOT € 3a0€3II€UeHHs CTIMKOCTI CTETaHOCHCTEMH IO
aTak TpoTH BOYIOBAHOTO TOBIIOMIICHHS, QK€ TaKi aTaku HE BHMAararmoTh Bif
3JI0BMHICHHKA OOIIMPHUX 3HaHb y Tamy3i creraHorpadii Ta creraHoaHamiza i He
BHMAararoTh HasBHOCTI CIEIiAIbHUX TEXHIYHUX 3aC00iB, [0 pOOUTH TaHWW BHJ aTak
MPOCTHM Ta PO3IMOBCIOLKEHUM. Memorwo pOOUTH € TiIBUIICHHS e(QeKTUBHOCTI
CTETAaHOCHCTEeMH NUIIXOM Moam(ikamii meromy BHOOpY KOHTEHHepa 3 IOJAHOI
CYKYITHOCTi, pO3pOOJICHOTO aBTOPOM paHimie, IO 3a0e3MeYNTh MaKCHMAalIbHO
MOJKJIMBY JUTSI aHATI30BaHUX 300pakeHb, a0 ONM3BbKY 0 MaKCHMAIbHOI, CTIHKICTh
CTETaHOTIOBITOMJICHHS JO aTak MpoTH BOymoBaHOTO moBimomueHHs. [loctaBnena
MeTa Oyna JOCATHYTa NUIIXOM Moar(ikamii KiTbKiCHOI OIIHKU 00'eMy 3aXHIICHOT
iHpopMarllil, a camMe BUKOPHCTaHHSIM BIJIHOCHOTO 3HauyeHHS 00'eMy 3axXUILEHOT
iHpopmariii 1o o0'emy Bciei BOymoBanoi iHQopmarii. Pe3dynbrarom poGotu €
po3pobka moaumdikamii MeTomy BHOOPY creraHorpaiqyHoOro KOHTeWHepa, 10
TOTOBHUI1 10 IPAKTUYHOTO 3aCTOCYBaHH:. E(heKTHBHICTD 3aIpOIIOHOBAHOTO METOLY €
BHUIIOI0 HDK METORY-NPOTOTHILY, TA 3AIMIIAETHCS BHCOKOIO HE3AIEKHO BiX TOTO,
SKHI CTEraHOMETO/ 4K 30ypeHHs1 OyJM BHUKOPUCTaHi. 3HAYYyNIICTh PE3YJbTATY
noJsira€ 'y MWiJBUILNEH]I 3aragbHOl CTIHKOCTI CTEraHOCHCTEMH JO arak IpOTH
BOYZOBAHOTO MOBIJOMJICHHS 33 paXyHOK BHKOPHCTAHHS JAAQHOTO METOAY A BUOOpY
CTEraHOKOHTEMHEpa.

KawuoBi cinoBa: creraHocucrema, creraHorpadiqyHuii  MeToJ,  CTIHKICTBh
CTEraHOCHCTeMH,  CcTeraHorpagiuHuii  KoHTeiiHep, uuppoBe  300pakeHHS,
CHHTYJISIPHI TPIHKH.

Beryn. B pesynbraTi OypXJIMBOTO pPO3BUTKY KOMIT'IOTEPHUX Ta i1HGOpMaLiiiHUX
TEXHOJIOT1H mporecu oOMiHY, mepenadi Ta 30epexeHHs KoH(ineHUidHOT iHpopmamii
3afHSIM BOKJIMBE MiCIe Y KOXKHIN cdepi aroacekoi misuibHOCTI. CamMe TOMYy NMUTaHHS
3axucTy Ii€l iHdopmarllii BiJi HECAHKI[IOHOBAHOT'O JIOCTYNY, 3MiHH Ta CIOTBOPECHHS €
Ha/I3BUYAHHO BAXKIIMBUMH.

3apa3 TSKKO YABUTH KOMIUJIGKCHY CHCTEMYy 3axucTy iHgopmanii 6e3
CTEraHOCHCTEMH, MeTa SKOi P OpraHizaiii KaHaily 3B 3Ky MOJSrae y IpUXOBYBaHHI
camMoro (axkTy HasBHOCTI CeKpeTHOi 1HQopmalii MmUIsIXoM BOYJOBYBaHHS Ii€l
iHpopManii y neskuil iHGOpMaliiiHMI KOHTEHT — KOHTEeWHep, 3a3BHuYail IU(pOBUI
[1-5], sxuii He mpuBepTae yBaru. Ilicig BOy10BH NpuX0BYBaHOI 1H(popMallli OTpUMaHUN
KOHTEHT MOBHMHEH HifIK Bi3yaJIbHO HE BIAPIZHATUCS BiJl KOHTeWHepa, ToOTO 30epiratu
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HAJIHHICTh COPUUHATTA. AJie 13 PO3BUTKOM TEXHOJIOTIH 3axHMCTy iH(popMarlii TaKox
PO3BHUBAIOTHCS 1 CIOCOOM OTPUMAHHS HECAaHKLIOHOBAHOI'O JOCTYIYy 10 KOH(1AEHLIHHOT
nepenayi JaHUX 3aIMIIAE€THCS aKTyaJIbHUM 1 Ha ChOTOJHIIIHIN JICHb.

[Ipouiec creraHorpadyBaHHS yMOBHO MOXKHA PO3IIIMTH Ha TPH €Tamu: BHOIp
KOHTEHHepa, MonepenHe KOoAyBaHHs iH(opMallii, Mo nepenaeTbcs, pe3yiabTaT SKOro
HaJalli Ha3uBaEThCA ToAaTKoBoI0 iHpopmatiero (/I), i BOynoByBanus /Il y koHTElHED,
B pe3yJIbTaTi 4Oro OTPUMYETHCS CTEraHoIoBimomiieHHS. KoHTelHepn MOXyTh OyTH
JIBOX THITIB — MOTOKOBi a00 ¢ikcoBaHi. [I0TOKOBI KOHTEHHEpPH MPEACTABISAIOTH COOOIO
MOCIIIOBHICTh OITIB, fIKa MOCTIMHO 3MiHIOETHCS B 4aci, 1 JII BOynoByeTbcs B HUX Yy
peasibHOMY MaciITadl yacy. Y TakoMy BUIaJKy 3aBYaCHO HEMOKJIMBO BU3HAYUTH 00CAT
iHpopMmarii, sKy MokHa Oyne BOyIyBaTH y KOHTEHHEp, Ha BiAMIHY BiZ (iKCOBAHOTO
KOHTEWHepa, 110 MA€ YITKO BU3HAYEHI XapaKTEPUCTHKH, 30kpeMa po3mipu. Came mpu
BUKOPUCTaHHI (JIKCOBAHMX KOHTEHHEPIB € MOMKJMBICTh 3aBUYaCHO OOYHCIUTH OOCST
iH(dopmarlii, sKy MoxxHa BOyyBaTH y KOHTeiHep. BpaxoByroun 11e, a TaKox crenudiky
3a/ayi, 0 PO3IIIANAETHCS B poOOTi, SKa 3a3HAYAEThCA HIDKYE, Al PO3TIIsIaloThes
¢ixcoBaH1 KOHTeHHepH — U poBi 300paxkeHHs (L13).

[Tpu moOyn0Bi CTEraHOCHCTEMH 10 HEl BHUCYBA€THCS PSAI BUMOT, Cepell SIKHX
3a0e3MeYeHHs CTIMKOCTI 0 aTak HpoTH BOYIOBAaHOIO IOBIJOMJIEHHS, HAaJIHHICTb
CIPUIHATTS CTETaHOMOBIJOMIIEHHS, CTIMKICTh A0 cTeraHoananizy, Tomo [6,8]. Ha
ChOT'OJIHI caMe CTIMKICTh CTEraHOCUCTEMH 1[0 aTaK MPOTHU BOYZAOBAHOIO MOBiIOMIIEHHS,
METOI0 SIKMX € BHECEHHS 3MiH B CTEraHONOBIIOMJICHHS, HACIIKOM YOTr0 MOXE CTaTh
CIIOTBOpPEHHsI ab0 HaBITh MOBHE 3HMINEHHS BOymoBaHoi [II, BBaxaeThcs HaNOLIBII
MPIOPUTETHOIO LJUIIO: HAa BIIMIHY B1Jl CTEraHOAHAJNITUYHUX aTak, fKi, K MpPaBUIIO,
NOTpeOyIOTh CIeliajJbHUX TEXHIYHUX Ta IPOrpaMHUX 3ac0o01B 1 BUCOKOI KBamidikarii
aTaKyluoro, aTtakd MPOTH BOYIOBAHOTO MOBIIOMJICHHS MOXYTh MPOBOJUTUCH 0e3
cnenudiyHOro TporpaMHOro abo TEXHIYHOro 3a0e3nedueHHs, Oe3 crheriaabHol
MIATOTOBKH Ta KBaJTi(piKaIlii 3JJOBMUCHHUKA, HAITPUKJIAJ, aTaka CTUCHEHHSM, HaKJIaJIeHHS
urymy, ¢inbrparis. Lle poOuTh Takuil BUJ atak HaJA3BUYailHO MPOCTUM 1 MOUIMPEHUM, 1
caMe I JHUKTye BHCOKY TMOTpeOy Yy 3abe3medeHHi CTIMKOCTI MPUXOBAHOTO
MTOBITOMJICHHS J10 30 ypHUX JTiH.

[Ipu opranizamii NpUXOBaHOTO KaHANy 3B 3Ky MOXYTh OyTH BUKOpPHCTaHI
BUIIAJKOBI, HaB A3aHi a00 k oOpaHi KoHTelHep. Came 0OpaHi KOHTEHHEpH B OLNIBIIIN
9Y¥ MEHMIIH CTeNeHi JO3BOJIAIOTH IMOKPAIIUTH BIACTUBOCTI YU 33JJOBOJILHUTH BHUMOTH,
10 BHCYBAIOTHCSI O OTPUMYBAHOT'O CTETAHOINOBIJOMIICHHS, 3aMINAI0YN aKTyaJbHOIO
3ajady iX BUOOpY, po3B’ 3Ky KO MpUCBsYeHa JaHa podoTa.

[Mutanusam dopMyBaHHS METOAy BHOOPY KOHTeHHEepa 3 MeTo 3abe3rneyeHHs
MEBHUX BUMOTI' CTETAaHOMOBIIOMJIEHHS 3aiiMaloThCs OaraTto BueHUX-cTeranorpadis. Tak
y [9] mani xoHTeitHEpa MOAEMOIOThCs K mpoiec ['ayca-MapkoBa. OCHOBHOIO LIJIITIO
BUCTYMAa€ 3a0€3MeUEHHs CTIHKOCTI CTEraHOCUCTEMH JI0 CTEraHOaHaMlI3Yy.

VY pobGorti [6] migHIMaeThbCs TUTaHHS 3a0€3MEUYCHHS HAAIMHOCTI CHPUHAHATTS
CTETaHOIOBIJJOMJICHHS Ta CTIMKOCTI CTETaHOCHCTEMH 10 CTEraHOaHai3y, aje IMUTaHHS
3a0€3MeUYeHHs] CTIMKOCTI J0 aTak NpoTH BOyJAOBaHOrO MOBIIOMIICHHS B [6,7] He
PO3TIISIA€THCA.

VY [10] BuOip KoHTeiiHEpa MHPOBOAUTHCS JIMIIE I OJHOTO CTEraHOMETO/a
benrama-Memona-Eo-lOnra. Take 3HauHe OOMEXEHHs /Jii 3aCTOCYBAHHS IOTO
METOZy POOHUTH HOro HEMOXIJIMBHM JJISi PO3TIISAAHHS y SKOCTI BUPIIICHHS MPOOieMu
3a0e3MeYeHHs CTINKOCTI CTEraHOCHCTEMH JI0 aTaK MPOTH BOYJI0BAHOTO MOBIJOMJICHHS B
LiIOMY.

VY pob6oTi [11] Oyno mpencTaBiaeHO METOJ, 10 0a3yeThCs HA OCHOBI1 TOHSTTS
o0csry 3axuiieHoi iHdopMmallii, 1o KUIbKICHO BU3Havae 00'eM BOyq0BaHOI iH(oOpMariii,
sKa € 3aXHIICHOI BiJ JAesKoi 30ypHOi Aii. 3HaYHOI MEpeBarol IbOI0 METOHY €
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BIJICYTHICTh OOMEXKEHb Ha 3aCTOCYBaHHs CTErHOrpaidyHUX aJrOPUTMIB 1 KOHKPETHKH
MPOTHO30BAHUX aTaK.

VY pobori [12] 3ampornoHoBaHO MeTOJl BUOOpPY cTeraHorpagiuyHOro KoHTeiiHepa
Ha OCHOB1 BBEJIEHOI KIIbKICHOI XapaKTepUCTHKH, 10 XapakTepusye 00'eM iHdopmarii,
gka OyJne TNpaBUIBHO JEKOJOBaHA Iicls aTakKd Ha CTEraHoOMOBIJOMIJICHHS, Ta
OOYHMCIIIOETBCSA 3 BpaxyBaHHSAM BeKTopy posmoainy JII cepem BiacHUX BEKTOpIB
CHMETPUYHOI MAaTpPHUIll KOHTEHHepa Ta YyTIMBOCTI IUX BEKTOPiB 10 30ypHOI nii E, 1o
BiJoOpakae 30ypeHHs Bil IPOrHO30BAHOT aTaKU HA CTEraHOMOBIJOMJICHHS.

Leit meTon GazyeThCcsi HA MOXKIMBOCTI NMPEACTABJICHHS CTEraHONEPETBOPEHHS,
TOOTO TpoIecy BOYIOBYBaHHS JOAATKOBOI iH(OpMaIlii, SIK JesIKOl aAUTHBHOI orepartii
Haj Matpuueto 1[3-koHTeliHepa:

F=F+AF (1)
ge F - nxn-Matpuus KoHTeitHepa, F - Matpuis CII, AF - nxn-MaTpuiis 36ypeHHs, ke
BUHUKIIO B pe3ynbTaTi BOynoByBaHHs /I y koHTeliHep. Y poOOTI BBeAEHE MOHATTSA
3axuiieHoi Big 30ypHoi aii E indopmartii, ne E — marpuyne npencraBieHHs 30ypHOi fii,
10 BUHMKJIA B MPOLIECI aTaku MPOTH BOYAOBAHOrO MOBiAOMIIEHHS. AJie, sSIK TOKa3aia
npakTuka, Mk o0'eMom 3axuiieHoi iHpopmamii (31), po3paxyHkoBa (opmyna sSKOro
3alpoOlIOHOBAaHUM B po0OOTI, 1 00CAroM MpPaBWIBHO JI€KOAOBAaHOI i1H(opMarii
CHUCTEMAaTHU4Ha BIANOBIAHICTH BIACYTHA. KpiM TOro BHMKIMKAa€e CyYMHIBH JOLUIBHICTbH
BUKOPUCTaHHS TIpU po3paxyHkax 3] cmekrpy maTpuili KOHTEWHepa Ta ii BIACHHUX
BeKTOpiB. OCKUIBKHM JJI1 OTPUMAaHHSI IIUX MMapaMeTpiB HEOOXiTHO CIIOYATKY BUKOHATH
Mpolec CUMeTpH3allii MaTpHIll KOHTEWHepa, TO Ileld Halip mapamMerpiB OJHO3HAYHO
BH3HAYa€ HE TMEPBICHY MATPHUII0 KOHTEHHepa, a ii cnemudiuny moaudikamito. 3
ypaxyBaHHSIM BUILEHaBeIEHOTO y poOoTi [13] mpucBsueHiit 3amayi, mo po3risiIaeThCs,
ueil Hablp napamerpiB OyB 3MiHEHMIl Ha CYKYNHICTb CHHIYJISPHUX BEKTOpIB 1
CHHTYIISIPHHX YHCEIl 71 Xn-MaTpHUllli KOHTeHHepa F (JOBUILHOI CTPYKTYpH), SKi MOXKHA
OTPUMATH 3a JOIOMOT'0K0 HOPMAJIbHOTO CHHTYJISIPHOTO PO3KJIaLy:

F=UzV" ()
ne U, V - opTOroHanbHi 7 Xn-MaTpuIli, CTOBMII SKUX i, ¥;, i = 1,7, € JiBUMH Ta
NnpaBUMH CHUHTYJIsipHUMH BekTopamu (CHB) Bignosimno, mpu unpomy niBi CHB
JI0AATKOBO € JIEKCUKOrpadiuHO JomaTHuMu; X = diag( oy ..., G,), 0, = ... 2 &, 20 —
curynsapai uuciaa (CHY) F. CHY noBuieHOI F, K 1 BiIacHI 3HAY€HHS CUMETPUUYHOL
MaTpHili, € 700pe 00yMOBJICHIUMH Yepe3 CIiBBiTHOIICHHS [19]:

max,; |Gl.(F)—O'l.(F+E)| < ||E||2 3)
ne ||-ll, — cnekrpanbHa matpuuna HOpma, E — nxn marpuis 30ypeHHs, Mipor0 XK
gyTiauBocTi 10 30ypens CHB u; noci BBaxkanacs BiJOKpEMIIEHICTh

o,~0| 0

1

svdgap(i, F) =min,
BianosigHoro CHY &; 3rigHo 3 ¢popmyoro:
sin26, < 2||E||2 / svdgap(i, F) (5)
ne €, - KyT moBopoTy u; B pe3yibraTi 30ypHoi nii E. OueBHaHO, 110 CHiBBIJHOLICHHS
(5) nae ouiHKy 3Bepxy AJi KyTa 8; TUIBKM TOJi, KOJW HOro ImpaBa 4acTMHA MEHIIE YU
nopiBHioe 1. IHakmie moBemiHKa BeKTOpa 1i; Micis aTaku HenependauyyBaHa. Jlis
BHU3HAYEHHS «KOHTPOJILOBAaHUX» PopmanbHux napamerpiB (CHB) B [13] Oyno BBeneHo
nousatts CHY o, marpuni F, sike Mae 1octaTHIO BIOKpEMIIEHICTD 1110710 30ypHOi 1ii E.
s takoro CHY mae Miciie CIiBBiAHOIICHHS
svdgap(i, F) > 2||E||2 (6)
npu oMy BianosinHuii CHB wu; Ha3uBaeThes 3axuiieHuM Bin 30ypHoi aii E.
Jns dopMyBaHHS MeTOAy BUOOpPY KOHTEHHEpa 3 CYKYIHOCTI JaHUX, IO
3a0e3MmeynTh MakcuMaibHy (ONU3BKY [0 MaKCHUMaJbHOI) CTIMKICTh BIiJIMOBIIHOTO
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CTETaHOIOBIJOMJIEHHSI 10 aTak MNpoTH BOyAOBaHOro mnoBigomieHHs, B [13] Oymo
BBE/ICHE TMOHATTA MO, MO 3axuiieHe BiA 30ypenHs E, ske sBisge coboro cymy
OJTHOPAHTOBUX MAaTPHIlb, KOXKHA 3 SKUX BIJIMOBIJA€ CHUHTYJSIPHIN TpiHIl (cl.,u,.,vl.) e
CHY mae nocTaTHIO BiIOKPEMIICHICTh CTOCOBHO 30ypeHHsI E, TOOTO € MalopaHTrOBOIO
anpoKCUMalli€el0 MaTpulll KoHTeiHepa. Onuparoduch Ha 1e, OyJo 3amporOHOBAaHO
dbopmyny mns obuncnenHs o0'emy 3axuineHoi Bin E iHdopwmartii, sika crasa OCHOBOIO
BI/IMIOBITHOTO METOY:

mo__ . m .

S= Zak'uk'vk _zo-k’”k'vk (7)
k=1 k=1

ne m — MakcuManbHui iHaekc cepen CHY F', siki MaloTh TOCTaTHIO 1O B1IHOLIEHHIO J10

E BigOKpeMIIeHICTb, (c_sf,;i,\_z,- - CHUHTYJISIpHI TPIMKM MaTpHlll CTETaHOINOB1AOMJICHHS.

@opmyna (7) sBusie coboro iHopmarito, mo Oyna BOyIOBaHA y 3aXHUINCHE IOJIE

KOHTEMHepa 1 BU3HAYAETHCS SK PI3HULS MAJOPAHIOBUX allpOKCHMALIM MaTpull

KOHTEWHEepa Ta CTEraHOMOBIJOMJICHHS.

3anpononoBaHuii B [13] meTon € epeKTUBHIMINM 3a HAasIBHI aHAJIOTH, aJi¢c BiH HE
rapaHTye CHUCTEeMaTHYHO BHOIp KOHTeiHepa, 10 3abe3meuye MaKkCUMajIbHO MOKIHBY
CTIMKICTh BIATIOBIIHOTO CTETaHOMOBIAOMIICHHS 710 30ypEHb.

MeTta cTarTi Ta NOCTAaHOBKA [0CJHiIKeHb. MeToro poOOTH € TiABUIICHHS
e(EeKTUBHOCTI CTEraHOCHCTEMH LUISIXOM Moju(ikauii MeToay BUOOpY KOHTeHHepa 3
MOJIaHO1 CYKYITHOCT1, 3amponoHoBaHoro B [13].

ITin epeKTUBHICTIO CTEraHOCHUCTEMH PO3YMIEThCA il CTIHKICTH JO aTak MPOTH
BOY/ZIOBAHOT'O TIOBIJIOMJICHHS, IO KUJIBKICHO OIIIHIOETHCS 3HAYCHHSM KoedillieHTa
kopensinii NC wmix BOynosanoro [JII, mo mnpencraBisie OGiHapHYy MOCTIAOBHICTh
PPy P P; € 10,1}, = 1,t, Ta 1eKONOBAHOIO Py, Py, - PP, € 10,1}, i = 1,¢, NI
[23]:

!
NC=+3——
t
nep; = Lp;=Laxmop; =Lp; =1,ip;=—-1Lp;=—Laxmop; =0,p; =0.

Jl1 1OCATHEHHSI TOCTABJIEHOI METH B POOOTI PO3B’SI3yIOThCSI HACTYIIHI 3a0ayi:

1. MoaudikyBaTu KiUIbKICHY OIIIHKY 00'eMy 3axuieHoi iH(opmallii, 1110 € OCHOBOIO TS
monudikaii metony [13] Bubopy creranorpadiuHoro KoHTelHHepa;

2. TlpoBectu OIIHKY €()EKTHBHOCTI, 30KpeMa MOPIBHSIbHY, MOAH(IKOBAHOTO METOIY
BUOOpY KOHTEiIHepa.

06’exmom NOCHIKEHHST € NpoLecH 3a0e3ledeHHs] MEBHUX XapaKTepPUCTUK
CTETaHOMOBIJOMJICHb ITPU OPraHi3allli IPUXOBAHOI'O KaHATY 3B’ S3KY.

IIpeomemom AOCHIKEHHSI € METOIU BUOOPY KOHTEWHEepa 3 3aJJaHOi CKIHYEHHOI

CYKyNIHOCTI ~MOXJIMBHMX, $IKOMY BIJMOBIa€ CTEraHONOBIJOMJICHHSA, IO Mae
MaKCHMaJIbHO MOXJIMBY/OJIM3bKY 4O MAaKCHUMaJIbHO MOXJIMBOI CTIMKICTh 10 aTak MPOTH
BOY/IOBaHOT'O MTOBIIOMJICHHS.
OcHoBHa yacTuHa. OCKIJIbKU Oy/b-sKE CTEraHONEPETBOPEHHS MOXHA MPEICTaBUTHU SIK
nesike 30ypeHHs matpuui L[3-konTtelinepa 3rigHo 13 popmysoro (1), To popmansuo /I,
ska BOYIOBYETbCS, MOXXKHAa HPEJCTaBUTH Yy BUIIAAlI MaTpull 30ypeHHs AF, Ta
BHpaxyBaTH 32 GOPMYIIO0:

AF=F-F )
ne F'— marpuns 13 konteitnepa, F - matpuus L3 creranomnosigomiieHHs. OueBUAHO,
110 B 3arajbHOMY BHUIMAJKy HaBITh MIpU ONHIN 1 Till camiit [I, sika BOy1OBy€eThCS OHUM 1
THM CaMHUM CTEraHOMETOJIOM, ajie B pi3Hi L[3-koHTeitHepH, opMalibHe TpeCTaBICHHS
NI, mo oTpuMyeThCs 3a 1onoMororo (9), Oyzae pizHUM.
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VY meroni, mo npeacraBieHuid y po6oti [13], 3rigao 1o dopmyau (7) ob'em 31
BUPaXOBY€EThCS K HOpMa MaTpUIll PI3HULI MaJOpPaHrOBUX ampokcuMauiil Matpuis 113
KOHTEWHepa Ta CTETaHOIMOBIJOMIJICHHS, a L1€ 3HaUUTh, 10 Ha 00'eM 3] BIuMBae He JuIIe
kimbkicte CHY, mo mMaroTh JOCTaTHIO BIJOKPEMJICHICTH MO BIIHOMICHHIO 0 30ypHOI
Iii, 1m0 3a70BOJIbHSIE CHiBBiAHOMIEHHS (6), ane ¥ 30ypeHHs, 10 MaTpUllsd KOHTEHHepa
OTpUMY€E BHACi 10K BOynoByBaHHs 1.

Kpim TOro, moHsaTTs noctatHboi Bimokpemienocti CHY (6), a Takox
BiamoBimHoro 3axumeHoro CHB BBoauThes 10 BigHomeHHIO 10 30ypenHs E.
BuxopucTtoByBaHa KilbKicHa owiHka 30ypeHHs, ke ckpizb ((3), (5), (6)) dirypye y

BUIJISIII MaTPUYHOI HOPMU ||E ,» Oyne samexatu Bix posmipy matpuui E, T00TO Bix

po3mipy Matpuui L[3-koHTeliHepa: YuM OuIbLIE PO3MIP MAaTPHIl, TUM OljbIle ||E| ,» 1o

MIATBEPDKYETHCS pe3yJabTaTaMU OOUYMCIIOBAJIBFHOIO EKCIEPUMEHTY, HaBEJACHUMHU Ha
puc.l.
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Puc.1. 3anexuicts ||E||2 Big posmipy marpuui L[3, koo E Bimnosimae: 1 — crucky L3 3

Brpatamu 3 QF=75; 2 — HakmamaHHIO TaycCiBCHKOTO IIyMYy 3 HYJIbOBUM MAaTEeMAaTHYHUM
ouikyBaaHsM 1 D=0.001; 3 — HakJIagaHHIO MyaCCOHIBCHKOI'O LITyMY

AJe X KOHKpeTHKa 30ypeHHS, XapaKTepUCTHKUA aTaKd MPOTH BOYIOBAHOTO
MOBIJOMJICHHSI (CTUCKY 3 BTpaTamu, HaKJIaJaHHS MIyMy, (UIbTpaIis, PO3MUTTS TOIIO),
T00TO ii BHJ, BIACTHBOCTI, 30KpEMa «CHJIa», HIIK HE 3aJIeKUTh B PO3MIpYy TOTO
KOHTEHTY, Ha SIKUI BOHa CIIpsIMOBaHa, 30kpeMa L3, a Bu3HayaroThcs mapamerpamu i€l
30ypeHHs (koedimierToM sikocti QF — cTUCK 3 BTpaTamu, MaTEMaTUYHUM OYiKYBaHHIM
1 IMCIIEPCi€r0 — HAKJIaIaHHS ITyMY TOIIIO).

CHUY 3 nocTaTHROI BIJOKPEMIICHICTIO — 1€ 7 HaiOuIbmmMX 3a 3HaueHHs M CHY

[13]. 36inmpmenns po3mipy L3, sk mpaBwmiio, TPUBOAUTH 10 30UIBIICHHS 3HAYCHHS
makcumanbanx CHY. Hiticho, enepris N(F) L3 3 nxn-matpuneto F 3 eneMeHTamu f;

1)

MOXKe OyTH O0YHCIIeHa Yy BIAMOBITHOCTI 3 hopmymoro [13]:

N(F)= if,fZiG? (10)

i, j=1
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n
. 2 . .
31 3pOCTaHHAM 7 TPEHJOM TYT Oyze 3pOCTaHHS z J; 1, 5K BUTIKae 3 Gpopmynn
i, j=1
(10), 3poctamns N(F), a, BpaxoBywouu cmiBBigHOmeHHs Mibk CHY wmatpumi
opurinansHoro 113, a came: 6, >>G, >...> G, , O4IKyBaHUM € 301JIbIIEHHS HAKOUIBIINX

CHY F. Lli 3MiHM HIAK HE TOB’s3aHI 3 MPOIECOM, IO PO3TIANAETHCA, TOOTO 31
30ypeHHSIMH, IO 3aCTOCOBYIOTHCS 10 300pa)KEHb B MPOIIEC] CTEraHONEpPEeTBOPEHb Ta
aTak MPOTH BOYTOBAHOTO IOBIIOMJICHHS, aji¢ BOHHM Bili0’IOTHCS MEBHUM UYWHOM Ha
cknanoBux popmymnu (7).
3 ypaxyBaHHSM BHIIEHABEJACHOTO KOPEKTHE BHKOpUCTaHHS Qopmynu (7) s
MOPIBHSHHSL BJIACTUBOCTEM KOHTEHHEpIB B OJHAKOBMX YMOBaxX iX BHUKOPHUCTAHHS
BHMarae, KpiM iHIIIOTO, TOro, o6 Bci 13, 1o npeTeHayroTh Ha poiIb KOHTEHHEpa, MaIl
OJTHAKOB1 PO3MipH, ajie Ha MPAKTHIII 11e, IK TPaBUIIO, HE BUKOHYETHCS.

Jlnst 3MEHIIeHHS BIUIMBY HAaBEJCHUX HETaTUBHUX (AKTOPIB TMPOMOHYETHCS
MO (IKYBaTH pO3paxyHKoBY ¢opmyity (7) 00’ emy 31 HacCTynmHUM YHMHOM:

m

m

T

Zo-k U Vi _Zo-k U Vi
k=1 =1

F-F

G- (11)

®opmyna (11) 3a 3mMicToM yMOBHO Hazae BigHOCHY KinbkicTh 31 BimHocHo [II B i
KOHKpeTHOMY i1 gaHoro L[3 mpencraBieHHI 1 € OCHOBOIO ISl MOAM(IKOBAHOTO
METOy BUOOPY KOHTEHHepa, 110 3a0e3neuye MaKCUMalIbHY/OIM3bKY 10 MaKCUMaTbHOL
CTIMKICTh  BIAMOBIAHOTO CTETAHOMOBIJOMJICHHSI IO aTak TMpOTH BOYIOBAaHOTO
MTOBIJTOMJICHHSI, OCHOBHI KPOKHU SIKOT'O HACTYIIHI.

Hexaii K — 3amana mHoxuHa I[3-KoHTelHepiB, 3 SKUX BiAOyBa€eThCcsi BUOID,

Di»D;-.p, - OiHapHa MOCHIIOBHICTh — pE3yJbTaT MONCPEAHBOrO KOLYBaHHSI

MTOBITOMJICHHSI, 1110 TIepecuaeThes, Ms - oOpanuit 1yt 3acrocyBanus J[I creranomeron,
E — ¢QopmanbHe mpencTaBieHHs MepeadadyBaHOi aTaku MNpOTH BOYIOBaHOTO
MTOBITOMJICHHS.

Kpox 1. 1ns xoxHoro 113 FeK :

1.1. Bukonartn BOynoByBamus I p,,p,.p 3a J0IOMOror BHOpaHOro

creraHorpadiunoro merony Ms B koHTeliHep F. Pesynbrat — CII 3 maTpunero F ;

1.2. TloOynmyBaTtu HOpMaJIbHE CHHTYJISIpHE po3KiIananus (2) mis F;

1.3.  Busnauutu BigokpemieHocTi (4) ans orpumanux CHY;

1.4. Busnauutu MHOXUHY M 1H1ekciB CHY 3 1ocTaTHROIO BIJOKPEMIIEHICTIO
10 BIAHOIIEHHIO 110 30ypeHHs E;

1.5. TloGyayBaT HOPMAIbHE CHHTYISPHE Po3KiafanHs (2) ais F ;
1.6. Bupaxysatu BimHOCHE 3Ha4YeHHs 00'emy 31 S 3a hopmyoro (11);
Kpok 2. Cepen Bcix 13 MHOkUHM K BU3HAUUTH Take [, , JUIs SIKOTO BIAHOCHE

3HayeHHs o00'emy 31 S(10) BigmoBimatume BimHowmweHHIO S, =maxS, U3 F, -
FeK

LIyKaHUN KOHTEHHEp.

Ouinka edpexTuBHOCTI MOAN(piKOBaHOTrO MeTOAY BUOOPY KOHTelHepa. J{s OLiHKK
epeKTUBHOCTI MOIU(PIKOBAHOTO MeTONy BUOOpPY cTeraHorpadiuHoro KoHTeHepa 0y
MPOBEICHO OOYHMCIIOBATbHUN EKCIIEPUMEHT, B XOJAl1 SKOro Oyiau BUKOpPHCTaHI
creranomeronu: JKao 1 Koxa [14], monudikarii Halimenmoro 3Hauymoro Oita (LSB)
[15], a Takox MeTonu 3ampornoHoBaHi y poboti [16] ta [17]). B sxocTi atak mpotu
BOYJOBAaHOTO TOBIJIOMJICHHSI PO3TJISIANNCS: HaKJIaJaHHS MYJIBHIUTIKATUBHOTO Ta
raycCciBCbKOrO IyMIiB 3 PI3HUMH [apaMeTpaMH, aTaka CTHCHECHHSIM 3 pI3HHUMH
koedimienTamn  sKocti. KiHIeBa CyKymHICTh KOHTEHHEpiB-peTeHIeHTIB Oyna
npexacrasieHa 1000 mudpoumu 300paxkenHsIMH Gopmaty .jpg Ta posmipom 400x400
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MmiKcemB, mo Oymu B3ATI 13 He3adexHoro kepena [18] 1 100 mudpoBumm
300pa)KeHHSIMH 3pOOJIEHUMH Ha aMaTopcbky Hu@poBy kKamepy po3mipom 400x400
TIKCETIB.

s OIIIHKHU e(heKTUBHOCTI 3alpOMOHOBAHOI O METOY BUOODPY
CTETaHOKOHTEfHEpa BUKOPHCTOBYEThbCs, To aHanorii 3 [13], pisauus mixx NC (8)
KOHTelHepa 3 HalOuibmuM 00'eMoM 3axuiieHoi indopmaii (11), ta Haibinpmmm NC 3
yciei BUOIpKU KOHTEHHEPIB-IPETEHACHTIB.

Jlesiki 3 pe3ysIbTaTiB OOUHCITIOBAIBHOTO €KCIIEPUMEHTY BioOpakeHi Ha puc.2-5.

e~ 3anexHicTe NC Big o6cary 3axuwenoi inchopmauii 042 3anexHicTe NC Big o6csiry 3axuweHoi iHopmayii

0.07 +
01}
0.06

0.05 0.08

0.06 |

NC

0.03

NC

0.02 004 |

001+
0.02

Approximation 0
Initial data

001/ ‘

| — Approximation |
. | Initial data
0 50 100 150 200 -0.02 -

. - 0 2 4 6 8 10
O6csir 3axuileHoi iHdopmauii - ”
OB6csr 3axuwieHoi iHopmauii

a) 0)
Puc. 2. 3anexnicte NC Big 00'eMy 3axuineHoi iHdopmarii: a — merop [13], 6 — mertox,
3alpONOHOBAHUN B po0OOTi, 3 BUKOPUCTaHHIM creraHomerony LSB B ymoBax ataku
CTHCHEHHSM 3 Koe(inieHToM sikocTi OF=85

-0.02

Ha puc. 2 HarmsgHo BUpakeHO 3ajiexHicTh Mk NC Ta 00'eMOM 3axuIeHOT
iHpopMarii ans muppoBuUx 300pakeHb. | xoua mpsMa 3aJeKHICTh BiJICTIIKOBYETHCS K 1
B BHIIQJKy BHUKOPHUCTAHHS METONY OOYHCICHHS aOCOJMIOTHOIO 3HAuYeHHs 00'eMy
3axuieHoi iH¢opmamii, Tak 1 B BHUNAAKYy OOYHMCIEHHS BIJHOCHOrO 00'eMy, aie
e(eKTUBHICT, METOMAIB BIAPI3HAETHCA: Tak y mepmomy Bumnanky NC, mo Biamosimae
nuppoBOMy 300paKEHHIO 3 HAWOUTHLIIUM aOCOTIOTHUM 3HAYCHHSIM 00'€MY 3aXHIIEHOT
iHpopmarii, cranosuts 0,0609, a y npyromy Bunaaky — 0,0763.

3anexHicts NC Big o6esary 4ii 3anexHicte NC Bia obcsry i iHhopmauii
i —— : . : r

1 e 1.02

Sy

0.98 | 4¥%0 ! 1r om o o o -
0.98f

096 1 #

g
096
094 1 ;

Q 094

NC

0.92
092

09 09!

0.88 ——— 1 0.88 -
—— Approximation [

Initial data

086 088
0 100 200 300 400 500 600 700

O6csir 3axueHoi inpopmauyi
a) 0)
Puc. 3. 3anexuicte NC Big o0'emy 3axumieHoi: a — meroxy [13], 6 — wmeton,
3aMporOHOBaHUN B po0OTI, 3 BUKOpUcTaHHSAM creraHoMmetony Kao i Koxa Ta ataku
CTUCHEHHsM 3 QF=75

Approximation | |
Initial data

0 5 10 15 20 25 30 35
O6csir 3axvweHoi iHhopmauii
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095 [P0
09

085

NC

08|

0.75

07

0.65

06

3anexHicTb NC Big o6cary 3axuweHoi iHchopmauii

B0 R ¢ ¥ 0

Approximation | -
Initial data

0.55 .
0 100

200 300 400 500
O6csir saxvueHoi iHbopmauii

600

700

0,85?

> O.BVi"
075/
0rf
065
06}

055" . . .
0 20 40 60

3anexHxicTb NC Big o6cary 3ax

i iHhopmauii’

Initial data

‘ —— Approximation

L L

80 100 120 140

160

O6car 3axuLeHoi iHpopmauii

a) 0)
Puc. 4. 3anexnicte NC Big 00'eMy 3axuieHoi iHdopmarii: a — merox [13], 6 — merTox,
3aMporOHOBAHUN B pOOOTI, 3 BUKOPUCTaHHAIM cTeranomeTony JKao i Koxa B ymoBax
HaKJIaJlaHHs MYJIbTUILTIKaTUBHOrO IyMy 3 aucnepciero 0,001

[Tpu yomy makcumanbHuil NC 3 yciel Bubipku cranoButh 0,0763. Takum ynHOM
epexTuBHICT, MeTony [13] B ymoBax BHKOpHUCTaHHsS crteraHomerona LSB Tta artaku
CTUCHEHHSM 3 KoedimieHToM sikocTi 85 cranoButh 79,8 %, a MeTOqy MpeACTaBIEHOTO B
i po6oTi — 100%, 1110 TOBOPUTH PO MiABHINCHHS e(heKTUBHOCTI MeTony Ha 20,2 %.

;Eia{lexuicm NC Bia o6cary 3axmweHoi iHchopmayii
O 65 T =

3anexHicTe NC Big o6csl
1 (- - 8 a ry

i iHchopmauii’

1 q—

0.9995 0.9995

0999 Do TP 0999 |

0.9985 0.9985

NC
NC

0998 0998

0.9975 4 ] 09975

0.997

Approximation
Initial data

0.9965
0 300

50 100 150 200 250
O6car saxuweHol indopmauii

a)

350

0.997

Approximation
Initial data

0.9965
0

1 2 3 4 5 6
O6csir 3axuuieHol iHhopmauii

6)

Puc. 5. 3anexnicts NC Big 00'eMy 3axuineHoi iHdopmarii: a — merox [13], 6 — meTox,
3aMporOHOBaHUN B po0OTIi, 3 BUKOpUCTaHHSAM cTeraHoMmetony JKao i Koxa ta ataku
CTUCHEHHSAM 3 QF=75, ne B AKOCTI KOHTEHHEPIB-NPETEeHAEHTIB Oynu BUKopucTaHi 113
3po0JieH1 Ha aMaTOPChKY MU(PPOBY Kamepy.

3 pe3ynbTaTiB, HaBEASCHUX Ha pUCYHKax 2-5 BHUIUIMBaE TiepeBara
3alpOMOHOBAHOI0 MOAM(DIKOBAHOIO METOAY B TOPIBHSAHHI 3 TPOTOTHIIOM, SKa
MIATBEPKYETHCS Pe3yIbTaTaMH, HaBEJACHUMH B Ta0JI. 1.

Taoauusa 1
Pe3ynbTaTi MOPIBHSUILHOIO aHAII3y 3alPOIOHOBAHOI0 METOy Ta MeTony [13]
CreranoMeTo.n 30ypenHs 3uauenHs NC, 1m0 MakcumansHe
BiIITOBIHa€ 3gayeHHs NC B
MakcuManbHOMY 00'emy 31 yMOBax
Merton [13] | Ham meton EKCIIEPUMEHTY
Meron LSB CTHCHEHHS 3 BTpaTaMH, 0.0864 0.0985 0.0985
(mpocropoBa QF=75
obnacTb laycciBchkwii IITyM ¢ 0,9007 0,9007 0,9241
BOY/IOBYBaHHS Maroo4ikyBaHH:M 0 i
AD [15] D=0.000001
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NpoaoB:KeHHA Ta6.1.1

Mynerumiikatuaui mym ¢ | 0.9993 0.9993 0.9993
D=0.000001

Meron 3 CTuCHEHHS 3 BTpaTaMH, 1 1 1

KOJIOBHM QOF=75

YIIpaBIiHHAM laycciBcpkmii Irym 3 0.4856 1 1

BOY/IOBYBaHHS MaToo4iKyBaHHsM 0 i

Al (mpoctopoBa | D=0.0005

o0mactb MyneTunnikatusaui mym ¢ | 0.4920 1 1

BOYIOBYBaHH: D=0.0005

JUD) [16]

Meton CTuCHeHHS 3 BTpaTaMH, 0.9944 1 1

Mo dikarii QOF=75

MaKCUMAIBHOTO | ["aycCiBCHKMH IIyM € 0.9944 0.9944 1

CHY MaToo4ikyBaHHAM 0 i

(BOynoByBaHHS D=0.0005

Al - o6acTs MyneruntikatuBauii mym ¢ | 0.9888 1 1

CUHTYJISIDHOTO D=0.0005

PO3KIaJaHHs)

[17]

Meron Koxa i CTucHeHHs 3 BTpaTaMy,

Kao (qacrotHa QF=75 0.8312 0,9864 1

o0mactp laycciBchbkuid 1yM ¢ 1

BOY/IOBYBaHHS Maroo4ikyBaHHsM 0 1

AN) [14] D=0.0005 0,794 !
MynbTHIDTIKATABHAN IITYM C | 1 1
D=0.0005

Sk BHJIHO, 3alpONIOHOBAHMI METOJ HE TUIbKW He Tipmmii 3a meron [13], ane i

MOKa3aB Kpallll pe3yJbTaTh B JEAKHX BUMNaAKaX. Tak, HAMpUKIAA, MPU BUKOPUCTAHHI
creranomerony LSB [15] B ymoBax ctrcHeHHs 3 BTpatamu 3 QF=75 3nauenns NC, mo
BiJIMOBiIae MakcuMaibHOMYy 00'emy 31, mpu Bukopucrani metoay [13] craHOBUTH
0.0864, a mpu BHKOpPMCTAaHHI 3ampornoHoBaHoro meroxy - 0.0985, mo cBiguuTh Mpo
nigBuiIeHHs: edekTuBHOCTI Ha 12,3%. HaiiGinbire migBuimieHHS €QEKTUBHOCTI OyIO
JOCSITHYTO TP BUKOPUCTaHHI METOJY 3 KOJOBHM YHpaBIiHHSIM BOynoByBaHHs JII
(mpoctopoBa o61acte BOynoByBaHHs JI) [16] B ymoBax HakjaaHHSAM I'ayCcCiBCBKOIO Ta
MYJBTHIUTIKATUBHOTO IIyMy, 1[0 cTraHoBuUTh 51,5% ta 50,8% BiamosiaHo. Skio
oliHIOBaTH e(eKTUBHICTh MeTony [13] Ta 3ampomOHOBAHOTO METOAY, BUXOAAYH 13
pe3ynbTaTiB €KCHEePUMEHTY B I[JIoMy, TO cepeaHs edekTtuBHicT Merony [13]
cTaHoBUTH 86,975%, a meTony, 110 OYyB NpeAcTaBiIeHUH y qaHiit poooTti — 99,67%.
BucHoBku. B po0oTi BUpIIIEHO Ba)KIMBY HAayKOBO-IIPAaKTUYHY 3ajady, L0 MOJISArae y
MIBUILIEHH] €(EeKTUBHOCTI CTEraHOCHUCTEMHU MUISXOM PO3poOKu Moaudikaiii MeToxy
BUOOPY KOHTEHHEPA 3 MOJJaHO1 CYKYITHOCTI, 3aponoHoBaHoro B [13].

B xonmi Moamikariii 3anpornoHoBaHe MOJINIICHHS KUIBKICHOI OLIHKK 00'eMy
3axumieHoi  Bim  30ypeHHs E  iHpopmamii, 10 MICTUTBCI y  IIEBHOMY
CTEraHOIOBIJJOMJIEHH], LUISIXOM OOIPYHTYBaHHS JOLIJIBHOCTI BBEIEHHS HOpPMYBaHHS
00’eMy BianoBinHO 10 Gopmyu (11).

[IpoBeneny oOmiHKY €(EeKTUBHOCTI, 30KpeMa IOpPIBHSIbHY, MOJIU(IKOBAHOTO
METOy.

OTpuMaHi pe3yJIbTaTH CBiYaTh MPO MiABUIIECHHS e(PEKTUBHOCTI METOIY BUOOPY
creraHorpadiuHOro KOHTEHHEpa B YMOBAaX aTakd MPOTH BOYIOBAHOTO MOBIIOMIICHHS, a
TOMY 1 CTIMIKOCT1 CTEraHOCHCTEMH B LIJIOMY, LIUISIXOM BUKOPHCTAHHS HE a0COJOTHOTO,
a BITHOCHOT'0 3Ha4YeHHs 00'eMy 3axurieHoi iHpopmarii Ha 12,695%.
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MODIFICATION OF THE CONTAINER SELECTION METHOD TO REDUCE
THE SENSITIVITY OF THE STEGANOMESSAGE TO DISTURBING
INFLUENCES

S. Sokalsky

National Odesa Polytechnic University
1, Shevchenko Ave, Odesa, 65044, Ukraine
email: sokalskiyserhiyl @gmail.com

Today, the issue of protecting information from unauthorized access is one of the key issues in the field of
information technology. As digital technologies continue to spread into all areas of human activity and
methods of protecting information from unwanted access are improving, the development of methods and
technologies for obtaining unauthorized access to confidential information for malicious purposes does
not stop either. Therefore, it is important to continue to improve information security systems, thereby
hindering intruders. An integral part of any modern information security system is a steganographic
system that provides a hidden data transmission channel that allows you to transmit information without
revealing the fact of its existence to an attacker. The task of choosing a steganographic container allows
you to solve some of the requirements for a steganographic system when building it. One of the most
important requirements is to ensure the steganographic system's resistance to attacks against the
embedded message, since such attacks do not require extensive knowledge of steganography and
steganalysis from the attacker and do not require special technical means, which makes this type of attack
simple and widespread. The aim of the work is to improve the efficiency of the steganosystem by
modifying the method of selecting a container from the given set, developed by the author earlier, which
will ensure the maximum possible, or at least close to the maximum, resistance of the steganomessage to
attack against the embedded message for the analyzed images. This goal was achieved by modifying the
quantitative assessment of the amount of protected information, namely, using the relative value of the
amount of protected information to the amount of all embedded information. The result of the work is the
development of a modification of the method for selecting a steganographic container, which is ready for
practical application. The effectiveness of the proposed method is higher than the prototype method, and
remains high regardless of which steganomethod or perturbation was used. The significance of the result
is to increase the overall resistance of the steganosystem to attacks against the embedded message by
using this method to select the steganocontainer.

Keywords: steganosystem, steganographic method, resistance of the steganosystem, steganographic
container, digital image, singular threes.
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Mertoro poOOTH € po3poOKa CUCTEMH aBTOMATHYHOTO KOPEryBaHHS IMEPEKIIaACHUX
KOMII'IOTEPOM TEKCTIB 31 CHEU(ITHOI0 TEPMiHOJIOTIE0, 10 IPUTaMaHHa HAYKOBHM
Ta TEXHIYHUM TEKCTaM B Taly3l aBTOMAaru3amii TEXHOJOTIYHHUX ITPOLECIB.
[puBenennii ananiz NpUYMH YOMY KOMIT IOTE€PHI IepeKIaaadi He MOXKYTb JOCSTTH
BHCOKOI SIKOCTI aHIJIO-YKPAiHCHKOTO IEpeKiIaay TeXHIYHMX TEKCTIB B 3a3HadeHii
raxysi. 3po6JeHO BHCHOBOK, IIO B MEXaxX IMiJXOMIY, SIKH BUKOPHUCTOBYIOTH Cy4acHi
KOMII'IOTEpHI NepeKJiasiadi, AKiCTh TaKUX IEpeKiIaliB MOKpamieHa OyTH He MOXKe.
[lpoBeneno  aHami3  AOCBiy  KOpEryBaHHS  IepekiaiB  IpodeciiHIMA
MepeKIaayaMy, HasBHUX METPUK OIIIHKU IPOIECY Ta Pe3YNIbTaTiB KOPEryBaHHS
KOMIT'IOTEPHUX TEepeKJIaliB, AOCTYIHHX NPOTPaMHUX pillleHb oI poOoTH 3
TEeKCTaMM, HAallMCaHHUMH YKPaiHCBKOI MOBOIO. 3pOOJEHO BHCHOBOK, IO IS
KOMII'IOTEPHOTO aHTJIO-YKPaiHCHKOTO IIepeKyagy €IMHHM IIPaKTUYHO 3HAYMMHM
TiXOIOM JIO OIIIHKK HOTO SIKOCTi € BUMIPIOBAHHS KiJTBKOCTI POOOTH, 110 HEOOXITHO
BUKOHATH MpOo(deciiiHOMY TepeKIagaueBi s TOro, IO0 TEKCT 3aJ0BOJILHSB
JiTepaTypHUM HOpMaM. AHaii3 HayKOBHX TEKCTiB, siki Oynu mepeknaneni DeepL
MMOKa3aB, M0 KIBKICTh TaKkoi POOOTH MOXe OyTH ICTOTHO 3MEHIIEHa, OCKIIBKA
TIOMIJIKH, SIKI POOWTH IeH TMepeKyiagad MaroTh CHCTEMATHYHHU XapakTtep. Takum
YMHOM, AHATI3YI0UM NOMWJIKH, SKi POOWTH KOMIT'IOTEPHHH NepeKiIanad, MOXKHa
chopMyBaTH yHiBepcaJbHI MpaBWia KOPEKIii I BCIX MEPEKJIaJeHNX IEBHUM
TIEPEeKIIa1aueM TEKCTIB raiy3i, SIKi MOXKyTh BAKOHYBATHCh ITPOTPAMHHM 3aCTOCYHKOM
aBTOoMaTHyHO. EQEeKTHBHICTh MiAX0qy MPOAEMOHCTPOBaHA Ha MPUKIAIl PO3pPOOKH
MIpaBWJI, IO BUXOZATH 3 aHAI3y pe3yibTaTiB IEpeKiIaay JBOX HAYKOBHX CTaTeH.
INokazano, mo 3amina npudIM3HO 5% CIIiB B KOMII'IOTEPHOMY HEepeKJIajli iCTOTHO
ITiTBUIITYE HOTO SKiCTh.

KaouoBi ciaoBa: KoperyBaHHS, KOMIT'IOTEPHHH, TepeKiIaj, aBTOMaTH3allisd,
TEXHOJIOTIYHUX, nporeciB, NLP, mporpama, python, Tepminosnoris, deepl.

Beryn. YkpaiHcbka TEpMIHOJIOTIS B rajiy3i aBTomaTm3allii Oyna chopmoBaHa Ha 0asi
pansiHCbKOI TEpPMIHOJIOrI], BHU3HAUEHHS $KOi 3BHYalHO (IKCyBajuCh B JAEpKaBHUX
CTaH/JapTax Ta iHMUWX JoKyMmeHTaXx. [licis 3aBepuieHHsT paJsSHCHKOTO Iepioay podora B
HaIpsSIMKY pO3pO0KH Cy4acHOi HOBITHBOI TEPMIHOJIOTI] B rajly31 aBTOMaTU3allii Maiixxe He
BeneThes. bimpmicte aitounx JICTY B ramysi aBToMmartu3aliii Oyjau BBEICHI Ha MOYATKY
HE3aJIGKHOCTI ¥ ()aKTUYHO iX BIAMIHHICTB BiJl paJiISHCHKUX IMOJISATANIA TUIBKH B TOMY, IO
BOHM OynM HamucaHi yKpaiHCbkor MoBor. Takum uymHoM B JICTY Maibke Bci
3adikcoBani B pagsHcbkuX 'OCT aHrIoMOBHI epekaan TEPMIHIB € 3aJUILMINCH Oe3
3MiH. [IpoGiemoro nux mepekiaiiB € Te, M0 B Cy4acHil aHIUIIMCHKiNl MOBI MpUBEAEH]
BiJINIOBITHUKH HE 3aCTOCOBYIOTHCS, a 3aCTOCOBYETHCS CBOS JIOCTATHBO CIEIH(pidHa
TepMiHozoris. KpiM Toro, ms TepMIiHONOTIsS, SIK 1 raiay3p y MUJIOMY, IOCTIHHO
PO3BHUBAETHCS 1 KO CIIEIIaiCTI CTHKAIOTHCS 3 HOBUMH TePMiHAMHU, TO 0€3 4iTKOT MOBHOI
TepMIHOJIOT1YHOI 0a3u 1€ MPU3BOJUTH A0 YTBOPEHHS AHIJIIHCHKOTO TEPMiHOIOTIYHOTO
“CypXHKY”, PO3BHUTOK SIKOTO aKTHBHO CITOCTEPIraeThesi B cepenoBuil ykpaincpkux IT-
CIeLiaJIiCTiB.

322



[HOOPMATUKA TA MATEMATHUYHI METOA B MOAEJIFOBAHHI = 2023 = Tom 13, Ne 3-4

Hampuknan, B [1] Bcsa TepMiHOMOTiT PO aBTOMAaTU30BaHI CUCTEMH MOJA€THCS B
ocHoBHOMy 3a JICTY 2226-93. I, xoua, ykpaiuchki TepMiHM BiIOBifar0Th eBOMIOLT
YKpaiHCBKOI MOBH 3 MEpioAy HE3aJISKHOCTI, B TOMY 4YHCHI 3a(iKCOBaHI B CTaHAApPTi
ocBiTH 3a 151 crmenianbHICTIO, IX MPUBEACH] aHTITINCHKI BIIMOBITHUKN 3HAYHOKO MipOIO
HE BUKOPHCTOBYIOTHCS B CYYaCHIM aHTJIIHCHKINA MOBI.

[TopiBHSHO HEBeNWKA KUIbKICTh HasIBHUX B IHTEPHETI TOYHUX IEPEKIAIIB MiX
TEKCTaMH 3a Taly3310 aBTOMAaTH3allii yKpaiHChKOIO Ta aHTJIIMChKOI0 MOBOIO NMPH3BOIUTH
70 TOTO, IO SIKICTh IepeKjaay TEKCTIB KOMI'IOTEpHHMHM IMepekiajadyaMu 3a L€
ranay33to € Hu3bKow. [IpuumH Tyt TpH. Ilepma nmpuymHa - BITHOCHO Majia KUIbKiCTh
HasBHUX IJIEHTUYHUX TEPEKIAJiB TEKCTIB 3a Taly33i0 (0COOJMBO II€ CTOCYETHCS
JiTepaTypu 3 Teopii KepyBaHHs). /Ilpyra mpuunMHa - HasBHICTb HAJIMIPHOi KUIBKOCTI
BaplaHTIB HalMCAaHHA TEPMIHY JJs1 NEBHOI'O MOHATTA  (HampuKJal, NepenaTouHa,
nepeqaTHa, nepeaaBagbHa (QyHKILIS), K1 3a()IKCOBaHI B JPyKOBaHI1M JIiTepaTypi Ta 3MiHa
HOPMATHBHOI'O TJYMaueHHs OaraTo3Ha4HUX TEPMIiHIB (HANpPUKIAI, YIpaBIiHHA 1
KepyBaHHs). B pe3ynbTaTi nepekiazadi BUKOPHCTOBYIOTH B TEKCTI IX BCl pasom,
PO3TIIAIAI0YM SIK CHHOHIMIYHI. TpeTs nmpuduHa - pi3HHUIS MK TPagHIliIMH CTBOPEHHS
TEPMIHIB B MOBaX, 1110 IPU3BOAUTH J10 TOTO, L0 KIJbKICTh CJIIB B @HIUIIHCbK1M MOB1 MEHILIA
3a ykpaiHcbKy. Hampukinaza, KiIrO4oBHM CIIOBOM [JIsI aBTOMaTHMYHOIO KEpyBaHHS €
niecnoBo to control, sikuil cymilnae aBa NOHATTS, SIKI YKPaiHChKOIO MOBOIO MalOTh PI3HUHN
CEHC, a came - “KOHTPOJIIOBATH Ta “peryiroBaTu’. Y3arajbHEHa CTATUCTHKA MO PSay
NepeKyaicHnX HaMU TEeKCTIB raiy3i aBTOMaTH3allii CBiAYWTh, II0 B CUMBOJAX TEKCTU
YKpaiHCBKOIO MOBOIO 3aiiMalOTh B JiBa pa3W OUIbIIMA 00cCAT, HDK X OpUTriHaIn
aHTJIICHKOIO.

[IpuBeneHi BUIE NMPUYMHHU, MIO MPHU3BOIATH O HESIKICHOTO KOMIT FOTEPHOTO
MepeKIaay, He MepecTaHyTh OyTH aKTyaJlbHUMH B HAHOMMKYHMI Yac, OCKIJIBKU iX
PO3B’SI30K ToJNsirae B (JOPMYBAaHHI ICTOTHOI KIUJIBKOCTI SKICHUX W TEPMiHOJIOTIYHO
MPOBIpEHUX TEPeKNIaiB, 3a SKUMH 3MOXYTh HABUUTHUCh KOPEKTHOMY IMEpeKIaay
koM rotepHi nepeknanay (KIT). Cyuacui KII, Taki sik Google Translate (GT) i Microsoft
Translate (MT), BuHMKIM 3 TOsSBH 1H(pOpPMAIINHOI Ta PO3PaXyHKOBOI MOMJIMBOCTI
eMITIpUYHO BUBECTH 3 HasABHUX B IHTEPHETI JDKepeN MpaBuia nepeknany. Hanani,
CTATUCTUYHHMN MI/IX1]l €BOJFOI[IOHYBAB JI0 HABUAHHS HEHPOMEPEK, sIKi HAMAraroThCsl PH
mi00p1 BiAMOBIIHUKIB BpaXyBaTH MEBHUN CEHCOBUI KOHTEKCT OJIOKY TEKCTY.

3BOPOTHOIO CTOPOHOIO BCIX TEXHOJIOTIH, 110 BUXOAATH 3 OOPOOKH eMITipUYHOTO
MacuBy JaHHUX, € BIJCYTHICTb TapaHTIii AKOCTI KIHIEBOrO pe3yjbTaTy. PesynbraT
KO’KHOT'O 3allUTy € HerepeadadyyBaHUM JUIsl PO3POOHUKIB CHCTEMHU W MOXKE 3MIHUTHCS
HiCJI HACTYITHOTO MepeHaBYaHHs. A PIllIeHHS 1100 3aCTOCYBAaHHS HOBHUX PE3YJIbTATiB
HABYaHHS NPUUMAEThCS HAa 0a31 CTATUCTUYHUX JOCIIHKEHb 3MiH MOBEAIHKU. Buxoasauun
3 IbOro, KOMIT'IOTEpHI MepeKyiafadyl He MOXYTb, 32 YMOB 30€peXEHHS IMOTOYHOIO
MIXoAy A0 iX moOYyJOBH, MOBHOIIIHHO 3aMIHUTH JIIOJUHY, OCOOJHBO B TEpEHI1
BY3bKOIPO(MUIbHUX MEPEKIAIB Ta NEPEKIaAIB FOPUIUYHHUX Ta (PIHAHCOBUX TOKYMEHTIB.

HesBaxaroun Ha 3a3HaveHi Henomiku, KII moOymoBaHi 3a BKazaHUM ITiIX0JIOM,
CTaJIM IIOJICHHUM IHCTPYMEHTOM Oaratbox Jnojaei. He maroum npodeciiinuii nepekian,
BOHM Jal0Th, 3BUYAWHO, EPEKIa] JOCTaTHIN [T PO3yMIHHS 3arajbHOrO CEHCY TEKCTY
JIFOJMHOIO, 1110 YaCTO € JJIs CIOXKUBaya 3aJ0BLJIbHUM PE3yJIbTaTOM.

[TosiBa MOXIMBOCTI JJ 3BUYAHHUX KOPHUCTYBAdiB IHTEpHETY IIBHUIKO Ta
OE3KOILITOBHO OTpPUMATH IepeKiag TeKCTy, a s Oi3Hecy INepekialaTé HeoOMEexXeHy
KUTBKICTh IOKYMEHTIB, PU3BEIa 0 MOSBU HOBOI Cepr JOCITIHKEHb B Tally31 epeKIaiB
- IOCTIKEHHS Tporecy koperyBanHsa komi totepHux nepeknaniB (KKII, PEMT, Post-
editing of machine translation output). HaliBa)x1uBimIoro MpakTHYHOI 337a4CH0 TaKHX
JOCHI/DKEHb € TOIIYK LUISIXiB CKOPOYEHHS 4acy Ha KoperyBaHHs 3reHepoBaHux KII
MepeKIaiB BUXOASIYU 31 CIOCTEPEKEHb 3a TiSIMH, II0 BUKOHYIOTH 31 3r€HEpOBaHUM
nepeksazioM mpodeciitHi nepekiagayi.
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B it poOoTi mpomoHyeThCs MiAXia 10 peamizaiii CHCTeMH aBTOMATHYHOIO
KOpEryBaHHsI TEKCTIB 31 CHeUU(IYHOIO TEpMIHOJIOTIE€I0 Traidy3l aBTOMATU3aLlii.
[Ipane3gaTHicTh MiAXOAY MPOLTIOCTPOBAHA 32 JIOIIOMOTOI0 PO3POOIEHOr0 MPOrPaMHOTO
3aCTOCYHKY, IIJ0 BUKOHY€ TOKEHI3all1f0 TEKCTOBHX OJIOKIB Ta 3aMiHY iX 3a MpaBUIaMH, SIKi
(hOpPMYIOTBCSI €MIIPUYHUM YHHOM B PE3yJIbTaTi CIIOCTEPEKEHHS 3a TMOMMJIKAMH, SKi
npunyckae npu nepeknani KT. Sk BUSBIA€TbCS, Il TOMHIKH MalOTh CHCTEMaTHYHHM
XapakTep, a, 0TKe,  MOXKYTh OyTH CHCTEMaTUYHO yCYHYTI.

Meta poboru. ChopMmyBaTH 3 3aCTOCYBAHHSIM CyYaCHUX TEXHOJIOTIH OOPOOKH TEKCTYy
HOBHMI MiAXiA 10 MOOYyIOBH CHCTEMH aBTOMATUYHOI'O KOPETYBAHHS KOMIT IOTEPHHUX
MepeKJIaiB TEKCTIB HAYKOBOI Ta TEXHIYHOi JTepaTypu B Tajly3i aBTOMAaTH3allii.
OcoOnMBICTIO MAXOAY € 3aCTOCYBaHHS JAOCTYMHHMX O€3KOIITOBHUX IMporpamHux NLP
TeXHOJIOT1H. [linTBEpANTH pe3yNbTaTUBHICTH CHOPMOBAHOTO MIAXOLY HUIIXOM PO3pOOKU
Ta JOCHPKEHHS poOOTH MPOrpaMHOr0 3aCTOCYHKY IpM BHMKOPHCTaHHI HOro mjis
KOpEeryBaHHsI IEPEKIIajiB HAYKOBUX CTaTeH.
3agaui podoru. IIpoanamizyBaTH [dOCBiZ KOpPEryBaHHs TIepeKialiB Oe3KOIITOBHO
JOCTYIHUX KOMII IOTEPHUX MepeKkiafadiB npoeciitHuMU nepekiiagadyaMu, BUKIAACHUN
B Cy4acHii HayKoBi jiTepaTypl. 3poOUTH BUCHOBOK IIPO T€, AKUH Iepekiagad JoUIIbHO
B3STH 32 OCHOBY JIJIsI IEPEKIIAIIB.
1)  IlpoananizyBaTu HasBHI METPUKHU OLIHKH IPOLECY TA Pe3yIbTaTIB KOPEryBaHHS
KOMIT FOTepHUX MEePEKIIaiiB, 3p00OMTH BUCHOBKH MPO AOLIIBHICTh X 3aCTOCYBAaHHS MIPH
PO3B’SI3Ky MOCTaBIEHOT 3aa4i.
2)  IlpoanamizyBaTu IOCTYIHI NpOrpamMHi pillIGHHS I MEPEeBIPKM Ta KOPEKIIii
TEKCTIB YKPaiHCHKOIO MOBOIO.
3) CodopmyBatu miaxig 10 MOOYJOBHM CHUCTEMH aBTOMATUYHOIO KOpEryBaHHS
KOMII'FOTEpHUX MEepPEeKIaliB TEXHIYHUX Ta HAYKOBUX TEKCTIB B rajy3i aBToMaTu3alii ta
3amporoHyBaT poOOYMil BapiaHT Oro mporpaMHoi peasizaliii.
4)  JlocnmiguTH MOTEHINial 3aCTOCYBAaHHS IMIIXOQY B PO3pPOOJIIEHOMY MPOTrpaMHOMY
3aCTOCYHKY IiJ] 9ac po3B’ 3Ky peaiCTUYHHX 3a/1a4 KOMI FOTEPHOTO ePeKJIaly TeKCTIB
HAyKOBHX CTaTel B rajry31 aBTOMaTH3allii.
AHaNi3 [0CBily TIpaMaTHYHOIO aHaJi3y Ta KOpPeryBaHHs KOMII'IOTePHHX
nepexJajgiB npogeciiHUMHU nepexJagav4aMu.

Icropist cygacHux KII mounnaerscs 3 2006 p., komu Google mpuitHsB pieHHsS
po3pobuiaTH cBii cremiansHU mepeknanad - Google Translate (GT). Ilepma Bepcis
nepekJiajiadya 3acTocyBajga CyTO CTaTUCTUYHMM MiAXIJ M pe3yibTaTH mepexyiany Oynu
TipIIUMU, HIXK Yy TOMMPEHUX TOJII MepeKianadiB, mo Oynau moOymaoBaHi 32 KIACHYHUM
OPUHLUIIOM - 3a mpaBuwiamMu. B 2010 p. micis KiJIbKOX POKIB poOOTH Haa MPOEKTOM,
PO3pOOHUKH IepeKIagada JOCATIIN PiBHS 3a/I0BIIbHOCTI MEpEKIaay, 0 CTaB HE TipIIuM
3a mepekiaj HmMX posnoBcrokeHnx ToAal KT, Jlocsarmm no3uTHBHOrO pe3ylibTaTy,
Google inTerpye cBiit mepekianad 3 Opayszepom Chrome ta Android.

B 2011 p. Oyno mpoBeneHo cuCTeMaTHUYHE AOCITIIHKEHHS MPOIECy MepeKiany 3
aHTmichkoi Ha Jnarchky 3 3actocyBaHHsM GT [2]. I'pynmoro 3 8 pgaTyaH pi3HUX
npodeciitHux 3110HOCTEl 010K aHTTIMChKOr0 TEKCTY OYyJIM MEpeKIaieHi K Bpy4UHY, TaKk
1 koperoBaHi micist 3acrocyBanHs GT. OmiHeHi cnemianicraMu pe3yabTaTH MOKa3aiu, 1110
Maibke pIBHOMMOBIpHE, M0 HaWKpammMm TepekiaaaoM Oyae abo pyunmii abo
CKOperoBaHuil mepekyaj. Yac pydyHOro mepekiaay Ta 4yac KOpEryBaHHS IepeKiaay
BUSIBUBCSI Mai’ke OJHAKOBUM. A SIKiCTh KiHIIEBOTO MEpeKyiaay He Oyia KOpeabOBaHO 3
gacoM Kopekiii. [le mosicHIoBasoch THM, IO MepeKsiagad MOXKe JaTH SIK TPUHHATHHX
MepeKJaj], Tak i 30BCIM HE MPUUHITHUN. 3BUYAITHO, SK TOKA3yIOTh Pe3yIbTaTH POOOTH
[3] HenpuiiHATHUI Tepekan mpodeciiiHi mepekiagadyi BUTHPAOTH MOBHICTIO i MHUIITYTh
HOBHWU 3 YUCTOTO apKyIlia.

[Mpunnunose nokpamienHs GT, a 3rogom i iHmuMx a"anoriyaux KII mpoiinnio
IICJIsI 3aMIHM CTATHYHOT TEXHOJIOT1T HaBYaHHsI Ha TEXHOJIOT110 HelipoMepexk. [Ipubimsno
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B 2016 pori GT Ta Microsoft Translator (MT) npoBoasiTe Taky 3aminy i B Hux B 2017p.
3’ABNS€TbCSL HOBHUHM KOHKYpeHT - DeepL (DL), skuil poOUTh akLEHT Ha TEXHOJOTIIO
rimbuHHoro HaB4yaHHs. B 2020 p. pozpo6nuku DL mpe3eHTyBanu 3BIT 110 MepeKiaiu,
3pobieni came DL BusHaioThes mnpodeciiHUMHU MepekiajadyaMu sIK Hahkpaill B
nepeBaXkKHIi KinbKocTi BUNAAKIB B mopiBHsHHI 3 GL, ML Ta mepeknagaueM Amazon.
JlonaBanHs B BepecHi 2022 p. yKpaiHCbKOI MOBH B IepeIik 10CTYyITHUM MOB DL pazom 3
OUTBII TIPUPONHOI Ta IU(EPEHIIHOBAHOK PE3YIbTATHBHOI JIEKCHKOK TMepeKiIamy
pobuTh, Ha Ham mnoruan, DL HalikpamuMm JJs aHTJIO-YKpaiHCBKOTO Iepekiany sk
TEXHIYHUX TEKCTiB, TaK i OLJIBII 3arajIbHUX.

B pobGoti [4] 3ampomonoBana kmacudikamiss momuiok KT: “mexcuuHi,
CHHTaKCH4Hi, Mopdooriuni, opdorpadiuni, MyHKTYaIii{Hi Ta iHIIi, BTOPUHHI, TOMUJIKH
MParMaTHYHOrO/KYJIBTYPHOTO XapakTepy, a TakoX Ti, IO HE MOXHa YiTKO
kiaacu(ikyBaTH 3a MONMEpeTHIMH KaTeropismu” i 3a wHiero Kiacudikamiero 3poOiIeHO
JOCHIJDKEHHST HIMEIbKO-yKpaiHChbKOro mepekiany. PesynpTaTu mepekiany Ka3kd Ta
nyOmiIUCTHYHOT CTAaTTI Jajeki BiJg igeany, Xoda MyOJIIMUCTHYHHA TEKCT OyB
nepekygageHuit qeno kpamie. KiabKicTh TOMUIIOK BUMIPIOETHCS 1€CATKAMH, IPH YOMY B
HUX € TaKi, 110 MOBHICTIO CIOTBOPIOIOTh CEHC MEepeKIaly.

B po6Gorti [5] posrisiHyTa 3amada aHTIIO-IHIOHE31MCHKOr0 MepeKiaay aHoTaIin
HayKoBUX cTaTeil 3 BukopucranHaM GT. ABTopu po3alIsAOTh HOMUIJIKY Mepekianay Ha 13
KaTeropii : rpaMaTHYHI MOMMJIKH, TEPMIHOJIOT1YHI TTOMHJIKH, TTPOIYCKH, CHHTAKCUYHI
IOMUJIKY, TTOMUJIKU TIepeKIaay, MTOMUIIKA OYKBaJIbHOCTI/BIPHOCT1, TOMHUJIKH BXKUBAHHS,
MyHKTYyaliiHI TTOMMJIKH, ITOMUJIKK JOJaBaHHs, JIBO3HAYHOCTI, TTOMIJIKH CIIOBO(OpPM,
NIOMMUJIKM HalMCaHHA 3 BeJIMKoi JiTepu Ta opdorpadiuni nomumiku. B poborti
nponeMoHcTpoBaHa He3gatHicTh GT 3pO3yMiTH KOHTEKCT BCHOTO TEKCTY 3a MEXaMH
pEYCHHS, 10 MPU3BOAUTH 10 TPYOHX NMOMHJIOK. AHAJOTIUHE TOCIIIKEHHS TalChKOTO-
AHTIIHCHKOr0 MepeKiaxy aHOTallii MPOBEASHO B Mi3HIMIKA poOoTi [6], B sKid aBTOpH
MPUXOJIATH 0 BUCHOBKY 10 mepeknan GT He BiAmoBinae cTaHIapraMu akaJeMidHOTO
nepeKyanry.

Pe3ynbTatu mokasoBoro rpymnoBoro ekcrnepuMenty 2019 p. momo gociiKeHHs
(deHomeHy mpodeciitHOT KoperyBaHHsS KOMIT FOTEPHOIO TEepeKiIaay 3 aHTIHChKOI Ha
MOJBCbKY MOBY IpHBENEHI B poOOTi [7]. ABTOpH MPOBENTH CTATUCTUYHO JOCTOBIPHHUI
€KCIEPUMEHT 3 I'PYIOI0 MariCTpaHTiB - npodeciiHuX nepekianadis. byna posriasHyra
3ajjaya MepeKaay pI3HUX TEKCTIB 3arajJbHUM OOCSTOM TPYIOMICTKOCTI NepekiIany
npubims3Ho B 40 XB 3 aHIJIICbKOI MOBM Ha MOJIbCbKY. PosrisaaBcs gk mepeknan 3
YHCTOT0 TEKCTY, TaK 1 KOPEKIIis MmepeKaay micis Toro, sk ioro srenepysaiu GT, MT Tta
DL. HoBuM pe3yabTaToOM I[LOT0 AOCTIAKEHHS, B IOPIBHSAHHI 3 €KCIIEPUMEHTOM 3 POOOTH
[2] 2011 p., crana 4iTKa CTaTHUCTHYHA 3aJIKHICTH €KOHOMII Yacy BiIHOCHO ITOBiCTIO
pyuHoro nepekiany Bia 3actocoByBaHoro KT : ekonomis yacy 3 DL cknana ~ 25%, MT
~12,GT ~ 6 %.

Hamu He 3HalifieH] pe3yibTaTH JOCIIIKEHDb MPOLIECY KOPEryBaHHS MEPEKJIaiB
TEXHIYHMX Ta HayKOBUX TekcTiB. IIpobnema Takux JOCHiIKEHb B TOMY, IO
“npodeciiiHuii mepekaagad”’ TYT HE MOXe OyTH pO3IVISHYTa SK JOCTaTHS TIPyIoBa
kareropis. Skmio nmpodeciitHuii BUKIaga4 HE BOJIOJI€ MIEBHOKO CIICIIIAIBHOK TEMOKO Ta
TEPMIHOJIOTI€10, TO 3B’ SI30K MK 4aCOM MEepeKIaay 3 “HyJisi” Ta 4acoM MepeKyIaay ITicCis
“nepekyiagaya”’ Oyae SIBHO CKJIAQJHIIIMM, K 1 pe3yibTaT Takoro koperysaHHs. Hamu
3HalJleHl poOOTH, B SKHUX MPOBOAMTHCS CTATUCTUYHHUI aHaMi3 PO3MOAUIEHHS PI3HUX
THUIIIB IOMUJIOK B KOMIT FOTEPHOMY IMEpeKIIaii, OJHAK TaKi pe3ylbTaTd HEe TyXke IIKaBi,
OCKIIbKH 1CTOTHO BIiJIPI3HSIOTHCS B 3aJCKHOCTI BiJ HAMpaBJICHHS IEPEBOAY Ta
CTUIIICTUKM TEKCTy. 3HayHO OUIBIIMA TPaKTHYHUKA I1HTEpeC Mae€ BHSBICHHS
CHCTEMaTHYHOCTI MOMMJIOK, SIKI POOJIATH KOMIT'IOTEpHI Mepekyagadi, Ipu MEBHOMY
HaNpSMKY MEPEBOY B TEBHUX YMOBaX, OJHAK TaKUX JOCITI/HKCHb HE 3HAHICHO.
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[TincymoByrouH, 3poOUMO BHCHOBOK 110 3acToCyBaHHs DL ayis po3risiHyToi B
CTaTTi 3aja4l € HaWOUIbII JOLUIBHUM, BHUXOASYM 3 3a(iKCOBAaHUX pE3YJIbTATIB
eKCIIEPUMEHTIB, SKI TOKa3ajad, IO HOro 3acToCyBaHHs 3abe3neuye HalOUIbIIe
IIPUCKOPEHHSI KoperyBaHHsI TekcTy. lle 3alesneuyerhcs 3a paxyHOK 3acCTOCYBaHHS
BJIACHOT apXiTEKTypud HEHPOHHOI MEpEeXi, IO 37aTHAa CAMOHABYATHCh HE TUIBKU 3a
paxyHOK 0OpOOKH 3arajbHOIOCTYITHHX TOYHHX MEPEKIaIIB MK PI3HUMU MOBaMH, ajie i
Ha OCHOBI TEKCTIB, III0 HE MarOTh NepekiaaiB. OcHOBHOMO BinMiHHOW prucoro DL Bix GT
ta MT € cripoba BUSIBIIEHHsSI Ta BIATBOPEHHS CTHJIICTHKU Tekcty. [lepekmamad moxe
BpaxOBYBAaTH HE TIJIbKU XaHPH, aje W, HAPHUKJIAMI, JiaJleKT MOBU. Tak, Ha BIAMIHY BiJl
GT, DL moxe Biapi3HUTH OpUTAHCHKINA Ta aMEpPUKAaHCHK1 aHTJIIMChKI MOBH, a TaKOX
€BPOIEHCHKY MOPTYTaJIbChbKY W OpasHiIbCbKY MOPTYrajbChKy. 3BOPOTHOIO CTOPOHOIO
TaKoi rnepeBaru € i Henoniku - DP Mae Hailimeniny B nmopiBHsHHI ¢ GT ta MT KinbkicTh
MiATPUMYBaHUX MOB Ta HAliMEHIIy IIBUAKICTH MEPEKIIany.
AHaJii3 npo6/ieMu OIIHKH SKOCTI KOMII'IOTEPHHUX NepeKJIaliB Ta pe3yabTaTiB Ix
KoperyBaHHsl. KiTbKiCTh TOTEHIIITHO MOXKJIMBUX MEPEKJIaAiB OJHOIO TEKCTYy Ha iHIIY
MOBY € JOCTaTHHO BENMKOK. MHOKMHA OJIHAKOBUX 32 CEHCOM IepeKyaliB TUM HE MEHII
He MOKe OyTH NpUiHATAa SK MOBHICTIO €KBIBaJieHTHA. [IeBHE BUKJIAJIeHHS MOXKe OyTH
OUIBIII 3pO3yMIJIMM, a 1HIIIE - OLIBII JTAKOHIYHUM, OJJHE - 3BY4aTH OUIBII Cy4acHO, 1HIIIE -
6ute odiniiino. KII He hopmyroTh nepekiia, Hamararouuch JOCSIITH MOI0HI LI, TOMY
3apa3 KPUTEPil sIKICHOrO KOMIT FOTEPHOTO MEePEKIaly JOUUIbHO c(hOPMYITIFOBATH JIUIIIC B
HEraTUBHIN IMOCTAHOBII - SK BIJCYTHICTh NMOMMJIOK TEpeKyiany (HampuKjaalg B MeEXax
knacu dikarii 3 13 myHkTiB podotu 18] ). [IpobiieMa BUBHaUYCHHS METPHK SIKOCTI IIEPEBOTY
CTUCKA€TbCA 3 TUM, M0 MOTPIOHO NPOBOAWUTU NOPIBHAHHSA 3 IEBHUM “‘BIpHUM”
nepekaagoM abo Opi€HTYBAaTHCh Ha CHCTEMH aBTOMATHYHOI NEPEBIPKM rpaMaTUKH Ta
ctiiro Tekery. [lepmmit miaxin € 1mikaBuUM IS JOCHIKEHHS MPOIeCy MepeKiaay Ta
KOperyBaHHS MepeKJIay Mpu Pi3HUX BXIAHUA yMoBax. TakuMU YMHOM, CIIOCTEPIrarouu
3a “TpynoBUTpaTaMu’ TEpeKaladyiB MH POOMMO TeBHI BHCHOBKHU. Jpyrwil miaxina
MOKa3ye HaM TeBHI HEKOPEKTHOCTI 1 JOCIIHKEHHS MMOJIsATa€e B OIIHII 1X cepiHo3HOCTI Ta
KUTBKOCT1 HEOOX1THUX 3aMiH JIJISI TOTO, 100 TOCATTH O€3MOMUIKOBUIN TIEPEKIIaI.

[TpuBeneMo HaAMOLIBII MOMMPEHI METPUKH OIIHIOBAHHS MEPEBEICHOTO TEKCTY
(rimoTe3u) BITHOCHO €TaJIOHY (PY4YHOro MepeKkiaay JoAnHo0). Hall61ab 1 nmomyasipHoo
merpukoro € BLEU, sxy 3anpornonyBana ¢ipma IBM. iges skoi monsrae B po3paxyHKy
TOYHOCTI CIIBIAJiHHS CJIiB UM JIAHIIFO’KKIB CJIIB 3 €TAJIOHOM 3 ypaxyBaHHIM ITpady 3a
Majly BeIMuuHy TekcTy. [IpobGaemoro 1i€i MeTpuku € Te, 10 30UIbIIEeHHS TOKa3HUKA He
000B’A3KOBO O3HAYa€ MOKpalIeHHs TeKCTy. Hampukian, B oAHOMY peueHHi JHIIe OHe
CIIOBO HE BipHE, ajie BOHO CIOTBOPIOE CEHC ychoro peueHHsa. Merpuka NIST - me
monudikamiss BLEU, sika 3Baxkye ciioBa 4 JIAHIFOKKH CJIIB 3a iH(poOpMaIiiHicTio. Mipa
1H(pOpMaLIITHOCTI CJI0Ba NPUNHMAETHCS OOEPHEHOIO 10 YACTOTHOCTI 3aCTOCYBAHHSI CIIOBA.
OOunBa BaplaHTU HE NIAXOAATH JJI OLIHKM IEepeKiaxy CIOBOTBOPYMMHU MOBaMH,
TaKUMH SIK YKpaiHChKa YW CJIOBalbKa. AHTIIIIIChKa MOBa MEPEBAXHO € aHAIITHYHOIO, 1€
O3HAYa€ BIACYTHICTh PI3HHUII MK HA3WBHUM Ta 3HAXiJHUM BiJIMIHKaMH, HasIBHICTh
KOPCTKUX TIOPS/AKIB CIIB TOH[O. YKpaiHCbKa MOBa MEPEBAKHO XapaKTEePHU3YEThCs
cuHTeTHYHO Mopdooriero. Ile 3abe3neuyerbcs yuciaeHHi (Gopmu Ta Mopdemu,
CIIOBOTBOPUI Cy(iKCH, 110 3MIHIOIOTh OCHOBH CJIiB, Ta MO (hiKaIlii CJIiB, [0 BUPAKAIOThH
pi3HI rpaMaTU4Hi KaTeropii (HampukJaz, pil, YUCIO, BIAMIHOK) IEPEBAKHO 32 OJIHIEIO
¢dopmanbHOIO 03HaKOI. TOMy JUIsl OLIHKK YKpaiHChKOi MOBH JIOLIIJIbHA JIUILIE METPUKA
METEOR. METEOR - ie mogudikariis BLEU, sika posrisgae sik eTanoH He QikcoBaHY
CTPYKTYPY, @ MHOXKHHY CTPYKTYP, SIKa MICTUTh BCl MOKJIBI CHHOHIMH Ta BiMiHKH CIIiB.
MOXJIUBO TaKOX MOJablIe YCKJIaJHEHHS METPUKHU IUIIXOM 3aCTOCYBAaHHS OJJHOYACHO
JEKIJTBKOX Mip TOYHOCTI: BIIYYHOCTI, IIOBHOTH Ta F-(akTopy.

Haii6inp11 mommpeHuMu MeTpUKaMu, 10 BUXoAATh 3 TpynoButpat € PETpT ta
TER. PETpT e - HOopmasi3oBaHMi 10 KITBKOCTI CHMBOJIIB Yac epekamy, a translation
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Error Rate (TER) - kinbKicTh HEOOX1THUX MPABOK OJIOKY TEKCTY JIFOIMHOIO JIJIsSI TOTO, 100
TEKCT CTaB BIANOBIAHUM. JlesKi TOCIITHUKY K IPU3HAK TPYAOBUTPAT TAKOXK PO3IJIsIaIn
TeCTH. [est TyT momsirae B COCTEPEKEHH] CKUIBKH CITiB Tpeba 3adikCyBaTH O4MMa, 10
II0OB’sI3aHO TEX 3 IEBHOIO MEHTaJIbHOIO pobdoToro. [Ipuknanu nporpam, iki MOXKYTb O0yTu
3aCTOCOBaHI JIsl TAaKUX Jociimkenb - e Translog-I1 [9] Ta PosEdiOn [10]

Buxonsum 31 ckimagHoCTi (OpMYyBaHHS BCiX MOXKIMBHX BIPHUX TEpeKiIaiiB B
yKpaiHChKiil MOBI, TOLIJIFHO 3aCTOCOBYBATH SIK KPUTEPIi SKOCTI MAITMHHOTO TTEPEBOY
TUIBKH KpUTEpIl BUTpauEHUX Ha KOPEryBaHHs TpyAoBUTpaT, Taki sk PETpT ta TER.
AHaJi3 JOCTYNHHX NPOrPaMHHMX pilleHb 1 NepeBipKH Ta KOpPeKUii TeKCTiB
YKpaiHCbKOI0 MOBOI0. B nepiny uepry BigMiTUMO Mepedik Jxepen awesome-ukrainian-
nlp, po3mimenuit Ha github KpiM mocunanp Ha KJIIOYOBI IHCTPYMEHTH, MOJIEN M
610mioTekH, mepesik MiCTUTh 30ipHUK rirabaifTiB 00poOIeHnit it HeoOPOOIEHNX TEKCTIB
YKpaiHCBKOIO MOBOO, MapajieIbHUX NepeKialiB, CIOBHUKIB Tomo. lLle came i
MaTepiand, siki € 6azoro Bcix NLP pimieHs ykpaiHCbKOK MOBOIO.

Cepen nmporpamMHuX pillieHb, 110 IEPEBipAIOTh opdorpadiro TEKCTIB YKPaiHCHKOIO
MOBOIO Ta MOKYTh 3aIIPONIOHYBATH KOPEKTHI BUIIPABIIEHHS, CITii 000B’I3KOBO BIAMITUTH
cucreMy LanguageTool. 1ls cucrema Oyna po3poOsiena B 2003 p. i goci HaOupae
nonyJsipHicts. Cucrema Mooy j0BaHa KJIACUMYHUM YMHOM 3 3aCTOCYBAaHHSM IIPaBUJI, 10
pobuTh i MOpIBHAHO HEBHOArNMBOIO 10 pecypciB. Cucrema OE3KOIITOBHA, TOMY B
NPUHLUII 1T MOXHA 1HCTaIIOBAaTH cO01 Ha cepBep, a TaKOX 3aCTOCOBYBATU JECKTOIHOT
nepeBipku opdorpadii B neckronuux Bepcisx Office. Cucrema nmepeBipku yKpaiHChKOT
MoBu Mae Oimpmie 1000 mpaBui, mpd 4YOMY CHCTEMa BpPaxXxOBYE BCI OCOOJIMBOCTI
npasonucy 2019 p. BaximBo migkpeciuTu, 1O CHUCTEMa CIIAKYE 3a UYHUCTOTOHO M
CYYacCHICTIO MOBM, TOMY CHCTEMa IpaBuWJ Nependadyae BUKIIOUEHHS T.3B. OapOapu3MmiB
(CypuKy Ta IHIIMX HEMPAaBUIbHUX CIIIB Ta CIOBOCIOJIYYE€Hb) i 3acTapiauX TEpMiHiB. B
poborti [11] Oyna koHIeNTyami30BaHa Ta OMpPOOyBaHA YOPHOBA BEpCisi CHUCTEMH, sKa
MO3ULIIOHYEThCS K MOTEHIIHHO anbTepHaTtuBHE 10 LanguageTool pimenss, 6azoro
skoro € texHojorii NLP. ITokazano, 10 cucTeMa MOXK€ HE TiJIbKM BHSBISATH, alie U
ABTOMATUYHO BUIPABIISATH IIEBHI TOMUJIIKH.

VY obunsox HanouIem nonynsipaux NLP-0i6mioTekax s CTPYKTYpPHOT'O aHali3y
TEKCTiB (TOKEHi3allii, jemaTu3anii Tomo ) - Spacy i NLTK - peamizoBana miaTpumMka
ykpaincpkoi MoBu. B 6ibmioTeni Spacy mst miaTpuMKa peanizoBaHa Ha BUCOKOMY DiBHI.
Tax, g cuctemu Spacy peryJiipHO OHOBJIIOIOThCA YKPaiHChbK1 0a3u 4OTUPbOX PO3MIpIB,
HalOUIbIIA 3 SKUX 3aiiMae oOcsar Ha cam HanucaHHs Oing 400 MbB. Ilpu 3acrocyBanHi
NLTK no3uTuBHHI pe3ysibTaT OTPUMATH MOXHA, ajie pO3POOHHK MOXE 3YCTPITHCH 3
psnoM mpoGiieM, 00YMOBIIEHUX HEAOCTAaTHHOIO MIATPUMKOIO YKPaiHChKOi MOBH, JEsIKi 3
SKHX TPOUTIOCTPOBaHi B pobori [12].

IcHyroul pimeHHs 11010 MopdoJorii TEKCTIB JJIsl YKpaiHChKOIO MOBH € 3apa3
JIOCTaTHbO HEJIOCKOHANMMH. ToMy Taki 3ajaul K IPOBIAMIHATH CIIOBOCIIONIYYEHHS, a
TUM Ta4€ 3aMIHUTHA OJIHE CJIOBOCHOJIYYEHHS Ha 1HIIE B TOMY X BIAMIHKY ¥ 4uCli HE
MaloTh TapaHTOBAHO MPAIOIOYOro METOAy po3B’s3ky. B pobGortax [11, 12] aBropm
BKa3ylTh Ha JOCTYMHICTH 0ibmiorekn pymorhpy. Omnak 6a3oro miei 0i0mioTeku €
pociiicbkka MoBa (yKpaiHChbKa PO3TJISIIAETHCS JIMIIE SK eKCIepUMEHTalbHa), PO3BUTOK
610110TEeKH MPUIMHEHO W L 610J1i0TeKa pO3B’sA3y€ CBOIO 33Jauy HE CHUPAIOYHUCh Ha
IpaBWa YKPaiHCHKOI'O MPaBOMUCY JAOCTAaTHHOIO MIpOIO (THM Iaye HE CIMPAETHCS U Ha
HopMmH mpaBonucy 2019 p.). AHanoriuli pe3yiapTaTh W Yy 1HIIOI MOAIOHOI, aie
KoMepIiiHo1 6i0mioTeku - morpher.

TakuM YWHOM, MiJICYMOBYIOYHM CKa3aHE MOXXEMO 3aKIIOUWTH, IO TOHI3aIlis
TEKCTIB YKPaiHCHKOI MOBOIO MOXKe OyTH MpPOBEICHA Ha BHCOKOMY piBHI i TepeBipka
npaBonucy Tex. [IpoOreMHHMM MicleM € BiIMIHIOBaHHA CJIiB #  0coOJIMBO
CIIOBOCIIONy4eHb. [IOBHICTIO BiZICYTHI TOTOBI DIllIEHHS, SIKi JO3BOJIAIOTH BCTAaHOBHUTH
MOBHY BIAMOBIAHICTh M)k CJIOBaMH B YKPaiHCbKOMY TEKCTI Ta CJIOBaMH B HOT0 mepekJiai
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aHTTINCHKOI0 MOBOIO (uM HaBmaku). He po3B’s3aHOI0 MPOOIEMOI0 € BUAUICHHS
aBTOPCHKUX IO3HAYEHb Ta BBEACHUX 3MIHHUX 3 HAYKOBHUX TEKCTIB OY/Ib-SIKOI0 MOBOIO. 3
OUTBII JOKJIATHUN OTJIIOM OCHOBHHMX MPOTPAaMHUX JIHTBICTHYHUX TEXHOJIOTIH, IO
MO’KYTb OyTH 3aCTOCOBaHI ITPU PO3POOIIl 3aCTOCYHKIB /15l 0OpOOKH TEKCTIB YKPaiHChKOIO
MOBOIO Ta PSAIOM IHIIMX €BPOMEHCHKUX MOB PEKOMEHIYEMO O3HAHOMHUTHCH B POOOTI
[11].

Po3poOka migxoay 10 moOya1oBM CMCTEMH AaBTOMATHYHOI KOpPeKIil KOMII'IOTePHHUX
nepexJajiB TeXHIYHMX Ta HAYKOBHMX TEKCTIB B rajy3i apromarusaiii. /[y Toro, o6
chopmyBaTH miaXin Oyiau MpoaHANi30BaHI pe3yiabTaTH OTPUMAHUX 3a JgormoMorow DL
aHTJIO-yKpaiHCbKUX MEpeKiIaiB psAy HAayKOBHX CTaTel, MPUCBAYEHUX PO3B’SA3aHHIO
3a/1ady aBTOMATHU3aIlll TEXHOJOTTYHUX MPOLECIB XIMIKO-TEXHOJOTTYHOr0 TUIY. AHai3
pe3ybTaTIB IMEPEKIIay MOKa3as, 1110 XapakTep MOMUJIOK B TAKMX TEKCTaX MA€ JOCTATHbO
CHUCTEMaTU4YHMN XxapakTep. TakuM 4YMHOM, 3HAIOUU KOHTEKCT TEKCTY, aHTTTIMCbKUI TEKCT
Ta 3TEHEPOBAHMN TMeEpeKsiaZ, MOXJIMBO IPOBOAMTH AaBTOMATHYHY KOpPEKIil0 3a
JIOTIOMOT'OI0  CTIeliajlbHO CKOHCTpYHOBaHOI cucteMu mpaBui. Kpurepiem B Takomy
niaxoai Oyae MiHIMYM HEBIpHUX 3aMiH. BBeleHHS 10aTKOBHX ITPAaBUII 3BUYANHO HE Ma€
ICTOTHO 3MIHIOBaTH IOBEIIHKY MepeKiagada, TOMY IepeBa)kHa KUIbKICTb MPaBHJI Ma€
OyTH TOYKOBOIO ¥ OOOB’A3KOBO CHUpATHCA Ha HasBHICTh MEBHUX KIIOYOBUX CIIB B
aHIJIICBKIN Bepcii 00po0IIOBAHOTO PEUEHHS.

[TocninoBHICT POOOTH KOPUCTYBa4a 3 CHCTEMOIO HACTYIIHA:

1) 3aBaHTaxkeHHs cTaTTi (3BU4aiiHo sik PDF daiiny)

2) BuniieHHs TEKCTOBOI YaCTHUHU 3 (ailily 3 ypaxyBaHHSIM OCOOJMBOCTI BEPCTKH
(aiiny (OCIiTOBHUM TEKCT, TBOKOJIOHHA, 3 HEPIBHOMIPHUMH TEKCTOBUMU OJIOKAMU.

3) ABTomaTnuHa (UIBTpaIlisi CHCTEMOI0 TEKCTOBOI YaCTHHU: 3aBHX PEKBI3UTIB,
MIJIUCIB PUCYHKIB, GOpMYJI, 110 3alMCaHl B OKPEMHX psiIKax TOILO.

4) Po30uBKa TeKCTy Ha HeBenuKi O01oku. KoxkeH psmok Tekcty (0J10K) Mae MiCTHTH
OJTHE UM KiJIbKA 3B’SI3aHUX peUeHb. SKIO0 B PSAKY MPUCYTHIH CUMBOJ IEPEHOCY, TO IIeH
psanoK Mae 00’€IHYBAaTHUCh 3 HAacTymHUM. KopucTyBadeBi MOBITOMIISETHCS SKI PSAKA
(aiiny Tpeba mepeBipuTH Ha HASBHICTH B HUX IIUIICHOTO OJIOKY TEKCTY.

5) Ilepexnan orpumanoro tekcty B DL. B pesynbrari Mae 6yTH oTpuMaHO [Ba
TEKCTOBHX (ailyiu 3 aHTNIHCbKHI Ta yKPaiHCHKUM TEKCTOM 3 TTOBHOIO BIATIOBIIHICTIO MIXK
psIIKaMU TEKCTOBHX (haifiiB.

6) 3amyck OCHOBHOi MpPOrpaMH AaBTOMATUYHOI KOpPEKIii TEKCTOBUX (ailniB I
BIJIKpUTTS 3BITY B Opay3epi. B 3BiTi BijoOpakatoTbcs 3aIpONOHOBaH1 3MIHH.

7) V Bumnanky BUSABIEHHS I 4ac MEPETIsay 3BiTy MEBHUX OJIOKIB, SIKi BUMAararoTh
KOpPEKIlii, MmpoaHami3yBaTH 3a (YHKI[IOHAIA CTOPIHKH 3BITY TOKEHH IPOOJIEMHOrO
TEKCTOBOTO OJIOKY W 3arajpHy MPUYMHY TIOMHJIKH, JOJAaTH B 0a3y MpaBUJI HEOOXIiTHI
3MIHM Ta BBECTH B IPOrpaMy HOMEpH 3MIHEHMX psAAKiB. OHOBUTH CTOPIHKY 31 3BITOM B
Opaysepi.

8) IloBTOproBartu m. 7. JOKW pe3yibTaT MEPEKIaay HE CTAHE 3aI0BLILHUM.

9) SAxuo oTpUMaHUIl TEKCT BUTIISAA€ 3aJOBUIBHUM, TO PEKOMEHIYETHCSI OCTATOYHO
MepeBipuTH ioro 3a gonomoror LanguageTool Ha npeaMeT HEBETUKUX TTOMHIIOK.

Sk MOBy mporpaMyBaHHS I peanmizaiii cucremu BuOepemo Python 3.11.
[Iporpama Oyne MaTh HECKJAAHMM TEKCTOBUIl 1HTepdelic, MeTo sKoro Oyne
BiAMpaItoBaHHg HOBUX npaBui. ba3oBoro NLP 6i6mioTekoro ais nmporpaMu BuOepemo
Spacy 3. baza nanux mpaBun Oyne 30epiratuch B nekiabkox CSV ¢aitnax. 3Bit Oyme
dbopmyBaTHCs B coemianbHii mammi gokymMeHTy sk HTML @aiin 3 3acTtocyBaHHSM
oi6mioTexn Beautiful Soup.

IIpukaaau popMyBaHHS KOPEKUIHUX MPABUJI TA AHAJI3 pe3yJbTaTiB, JOCATHYTHX
NporpamMol0 mpu ix 3acTtocyBaHHi. SIK MpHKIag pO3TISHEMO CTBOPEHHS MpPaBHII 3a
pesyibTaTamMu aHaji3y nepekianay aBox cratei [13,14]. [losnauenns: H® - veBipHuit
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¢parment nepeknany, IIC - moscuenus no ¢gparmenty, IIP - 3aranbHOo copmoBane
IIPaBWJIO 3aMIHH.

OcHOBHI IpaBUJIa, 1110 OyJIM 3aCTOCOBAHI Ha/laH1 B JOCTATHIHN Mipi ISl pO3YMiHHSA
po0IeMu TIEPEBOY Ta 3aIIPOIIOHOBAHOTO MIAXOMY.
H®: Closedloop block diagram — Bbiiok-cxema 3aMKHEHOT'0 ITUKITY.
I1C: CnoBo “loop” mae mepmuii ceHc «uuki». 3BuyaitHo KII BuOupae BipHE CIOBO
«KOHTYp», ajie B IIbOMY BUIIAJKYy BUSIBHIIOCH 3aMaJjlo CIiB.
[TP: 3aMiHa «3aMKHEHUI UKD Ha «3aMKHEHHUI KOHTYp», AKII0 € closed ?loop”.
H®: Steady-state error — noxubka B yCTaJI€HOMY PEKHMI.
I1C: IocTiiiHnii 6yKBanbHUN NEepeKIIaj] Py HassBHOCTI YKPaiHCHKOTO B1AMOBITHUKA.
I1P: 3amiHa «1mOXnOKa B YCTAJICHOMY PEXKHUMi» Ha «CTaTHYHA MOXMOKa» Ko € steady,
state, error
H®: smaller closed loop damping coefficient — Menmmii koediieHT aemidyBaHHs
3aMKHEHOT'0 KOHTYpY.
I1C: ITocrilinnii OykBabHUH MEepeKIIa] MPH HASBHOCTI YKpaiHChKOro BifmoBigauka. [lei
TEPMiH 3yCTpPIYa€ThCA B YKPATHCHKIM MOBi, ajlé B TEKCTaX, IO MPHUCBSYECHI aHaIi3y
CUTHAJIIB.
I1P: 3amina «xoedinieHT gemMpyBaHHsD Ha «KOEQILIEHT 3aTyXaHH» (BaplaHT 3racaHHs)
skio € damping, coefficient.
H®: Analyze the complexity of tuning a PI controller to control liquid level -
[IpoananizyBatu ckiaaHicTh HamamTyBaHHs [Il-perynsitopa s KOHTPOJIO piBHS
piavHM.
[1C: B anrmiiicekiit mia “control” po3ymitoTh SIK «KOHTPOJIbY, TaK 1 «PEryIlOBaHHs». B
YKpaiHChKIil MOBI MiJl KOHTPOJEM pPO3YMIEThCS CHUTHAMI3allis, TOMY ILed mepekian
ciotBoproe ceHc. DP inoxni nepekianae liquid level control sik koHTposb piBHS piAMHM, a
iHOAI — SIK perynoBaHHs. Xo4a B TeKcToBoMY Ostoni npucytHiil I1I-perynsrop, ais DP
I1€ HE CTAJI0 YOMYCh B I[bOMY BHIIQ/IKy YMOBOIO 3MiHM «KOHTPOJIb» Ha «PETyIIOBAHHSD .
I1P: 3amMiHa «KOHTPOIIIO PIBHS» HA «PETYIIOBAHHS PiBHS» AKINO € control, liquid uum level.
H®: The open loop system has a process transfer function gP(s) relating the controlled
variable H and the manipulated variable Fout. The transfer function glL(s) relates the
output variable H and the load disturbance Fin. — Po3imkHyTa cucrema Mae nepenatHy
¢ynkuito nmpouecy gP(s), mo mnoB's3ye kepoBany 3MiHHy H i xepoBany 3minHy Fout.
IlepenaBanpHa Qynkmis gl(s) moB's3ye BuXigHy 3MiHHY H 1 30ypeHHs HaBaHTaKEHHS
Fin.
I1C1: DL 3acTocoBye ogHOYacCHO Tpu (GOPMU, BBAXKAIOUHU X CHHOHIMIYHUMU: TIepeiaTHA,
nepeaaBaibHa Ta MepeaaTodyHa QyHKILiS.
IIP1: Tpeba 3amiHMTH BCi BapiaHTH Ha IIEBHUW OAWH BapiaHT, HANPUKIAJ Ha
«IepeaaTouHay.
I1C2: DL cnotBopuB ceHc, nepexyaBuu “controlled variable” 1 “manipulated variable”
SIK «KepoBaHa 3MiHHay». [loi0Ha mOMUIIKA Ma€ CHCTEMAaTUYHUHN XapakTep.
[1P2: BunpaBieHHs Mae ciMpaTucs Ha Te, 1o Imicis “variable” Hiae mo3HadeHHs. SIKIio
B TEKCTI 3yCTPIYAEThCS «KEpOBaHa 3MiHHA» 3 MO3HAYEHHSM, TO TpeOa HOro BUAUTUTH U
TepPEeBipUTH HASBHICTH O1JIs IMO3HAYCHHS B aHIJIMCBHKiN Bepcii “manipulated variable”.
Toni uro «kepoBaHy 3MiIHHY» 3aMIHIOEMO, HaPUKJIa, HAa KEPYIOUUI BIUIMB.
H®: with two tanks in series for P control (KC = 2) and PI control (KC =5 and TI =5
min) — y JIBOX MOCTIIOBHO 3'eIHaHUX pe3epByapax it P-perymosanns (KC = 2) 1 PI-
perymoBanus (KC =51 TI= 5 xB).
I1C: DL BukopucroBye B Tekctax sik «PID-perymstopy, Tak i «I1Id-perymstop». Tyt
06aunMo, 110 11e PO Bei popmu perynsropa: «P-perymoBannsy», «PI-perymtoBaHHs».
[1P: ITpu nasBHOCTI «P/PI/PID control» 3amiustu P/PI/PID Ha xupunudny abpeBiaTypy.
H®: Root locus plot — I'padik kopeHeBoro jJ0Kycy.
I1C: IocTiiiHnii OyKBaIbHUN NEepeKJIaj] Mpu HasIBHOCTI yKPaiHCHKOTO BiAMOBITHUKA.
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I1P: 3aMiHUTH «KOpPEHEBUH JIOKYC» Ha «KOPEHEBUIA roforpad» sSKIIo € root, locus

H®: so the response is not oscillatory — ToMy BIATYK HE € OCLHHMJIATOPHUM.

[1C: IocTiiiHnii 6ykBanbHUN NEepeKIIaj] IpU HasIBHOCTI YKPaiHCHKOrO BiAMOBITHUKA.

[1P: 3aMIHUTH «OCHIJIATOPHUI) HA «KOJMBAJIBLHUN SIKIIO € oscillatory, response.

H®: if the plant culture requires PI level control — sikiio kynbsTypa pociaud Bumarae I11-

PEryJsATOp PiBHSL.

I1C: Amnrumiiiceke cioBo “plant” — 1e “pocnuHa”, “TEXHOJIOTIYHUI 00’ €KT KepyBaHHS,

“TeXHOJIOTIYHA yCTaHOBKA™ 1 “3aBof’ . OfHAK MEPBUHHUIN CEHC B TEMATHIlI aBTOMAaTH3AIli]

3yCTpidyaTuch Oyje ayxe 3piaka.

[1P: 3amiHUTH “KyJIbTypa POCIHH» Ha «KYJIbTYpa BUPOOHULITBAY AKIIO € plant culture.

H®: Extractive distillation — EkcTpakTHBHA AUCTHIIALIS.

I1C: DL inoni cmoBo “distillation” mepeknamae sk «pekTUdikamis», a 1HOMI SK

CIACTHUISIISY.

[IpaBunbHU nepekIan — «peKTUdIKaIlisfg», OCKUIBKH MalXKe 3aBXKIM MAEThCSA Ha yBasi

amapar 3 GJermMoro.

[1P: 3aMiHUTH «IHCTHIIALIS» HA «pekTudikaris» skmo B distillation.

H®: Ternary Map (Mole Basis) — TepnapHa kapta (KpoTsuuii 6a3uc).

I1C1: OnHe 31 3HaY€Hb aHITIMCHKOrO ClI0Ba «mole» Mae 3HauEHHS «KpPIT».

I1P1: 3aMiHUTH «KpOTAYUi 0a3uC» Ha «MOJIbHI OJMHULI» SIKIIO € mole basis.

[1C2: bykBanbHMil Iepekaa 3 HEKOPEKTHUM 3aCTOCYBAHHSM CIIOBA «KapTay .

[1P2: 3aMiHUTH «TepHAapHA KapTa» Ha «TPUKYTHA Jiarpama KIIO € ternary map.

H®: to handle large disturbances — 11 00poOKHU BETUKHX 30yPEHb.

I1C: DL nns «large disturbances» BuOupae naneko He nmepmui ceHe aiecis. «JlomaTu -

e apyruii cenc nieciosa handle, onnak DL gyomych o0paB «0OpoOKM» 3aMIHUTH «1JIs

00pOOKHU BETMKUX 30ypeHb» Ha «IJI MOJO0JIAaHHS BEIMKUX 30ypeHb», SKII0 B OpUTiHAII

€ cioBo “disturbance”.

I1P: 3aMiHUTH «a7151 00pOOKH BETMKUX 30ypeHb» Ha «JIJIs TO0TaHHS BEJIUKUX 30ypEHbY,

akio € “disturbance”.

H®: is used to set the number of stages in each column and feed locations —

BUKOPHUCTOBYETHCS /JIi BCTAHOBJIEHHS KIJIBKOCTI CTajiil y KOXHIM KOJOHI Ta MicClb

nojayi.

I1C: B anrmilicbkiii MOBI «Tapinka» pekTH(]ikamiifHol KOJIOHM MOXKe OyTH mepeKkiazeHa

gk ‘“‘stage”, “tray” 1 HaBiTh “plate”. Omnak “stage” — HaWOUIBII YaCTOTHHI BapiaHT.

bykBansHMil nepekian Horo He BIpHUM.

ITP: 3aminuTH «cTamis» Ha «Tapinka» ko € distillation, column.

H®: A 1 min deadtime is included in the temperature loops -> Jlo TemmnepaTypHHX

KOHTYPIB BKJIIOUEHO Yac O4iKyBaHHS | XB.

[1C: YkpaiHChbKUM BiIOBIIHUKOM «MEPTBOI'O YACy» € Yac 3ali3HEHHS.

I1P: 3aMiHUTH «yac OYIKyBaHHSI» Ha «4ac 3ami3HeHH"» Ko € dead ?time.

H®: 1 atm case with economizer; decreases in feed flowrate — Bumagok 3

eKOHOMai3epoM Mpu TUCKY | aTM; 3MEHIICHHS MIBUAKOCTI TOTOKY KOPMY.

I1C1: bykBansuuii nepekiaf “flow rate” npu yKpaiHCbKOMY BiJIIOBITHUKY «BHUTPATay.

[TP1: 3amMiHUTH «IIBHIKICTH IOTOKY» Ha «BUTpaTy NOTOKY» sKIO B AT € flow ?rate.

IIC2: DL 6epe nepuie 3HaueHHsi imeHHuKa feed i oTpumye “kopM™, MO € 30BCIM 3a

KOHTEKCTOM.

I1P2: 3aMiHUTH «KOpPM» Ha «KHUBJIEHHs» Ko € feed.

H®: An underdamped second-order system has a characteristic equation —

HenonemndoBana cucremMa JIpyroro IMOPSAKY Ma€ XapaKTEPUCTHYHE DPIBHIHHSA.

I1C: bykBansuuii nepeknaz cnopa “underdamped” 3amicTh yKpaiHCHKOTO BiJIMTOBITHHKA.

[1P: 3aminutu «HenonemdoBana» Ha «koauBambHa» KO B AT € underdamped, system.
CdopmoBaHi mpaBuiIa A J0AaBaHHA B 0a3y HEOOXiTHO BIJHECTH 1O MEBHOL

KaTeropii Ta 3aHEeCTH B CIeLiaIbHOMY BUIJIA/I B BIIOBIIHUH /10 11i€l KaTeropii ¢aiin.
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B nepiury uepry BianpaboBYIOThCS HACTYIIHI TAPU TOKEHIB:
- amod (adjectival modifier) — mpukMeTHUK + IMEHHHK

- nmod (nominal modifier) — iMeHHUK + IMEHHUK
- conj (conjunction) — CIOJIY4€eH] CJIOBA.

- obj (object) — giecinoBo + 00’ €KT

- csubj (clausal subject) — nieciaoBo + cy0’ekT

Hami

BIJIMPaIlbOBYETHCS

3aMiHa  OKPEeMHUX

CIIIB

HA OKpeMi CJoBa.

HactynHuit kpok - 3aMiHa MOCHiJOBHOCTEHN 3 He(iKCOBAHOIO KUIBKICTIO CIiB (B
MOpSAKY TOYMHAIOYM 3
MTOCJTITOBHOCTEH, 110 BUMAarae mporpaMHoOro Koay (Ha MOTOYHOMY eTarli 1€ BUSBJICHHS
3MIHHUX JUIsl TOTO, MO0 CKOperyBaTH HeBipHHUH mepekyian “manipulated variable” sx
KEpOBaHOI 3MIHHOi. 3BITM HpOrpaMy s JBOX CTaTed WICasl JOCATHEHHS pIBHSA
3aJI0BUILHOTO MEpEKIIaay noka3aHl Ha puc. 1.1 2.

HaAO1IBIIIOT

KIJIBKOCTI).

OcranHill KpoK -

3aMiHa

To illustrate this feature let
us consider a single tank with
the process, load, transmitter
and valve transfer functions
discussed above with the block
diagram shown in Fig. 2. There
are two clos-edloop transfer
functions. The “servo”
transfer function relates the

llo6 npoincTpysaTn W
ocobnuBicTb, po3rnAHeMO OAMUH
pesepsyap 3 OnUCaHWMKU BuUle
nepegaTHUMKU GYHKUiAMKM mpouecy,
HaBaHTaXeHHA, gaTduka i knanawa,
6ﬂOK-CXEMy AKOro nokasaHo Ha puc.
2. IcHye pBi 3amkHeHi
nepefasanbHi ¢yHKUii.

Wob npoinwcTpyBaTW U0 ocobnueicTb,
posSrfiAHEeMO OAWH pesepsByap 3
OMUCaHUMK BUlLE
RepepaTouHUMK $yHKUiAaMM npouecy,
HaBaHTaXeHHsA, Aasaya i
KnanaHa, 61AOK-CXeMy AKOro MoKasaHo
Ha puc. 2. IcHye ABi 3amkHeHi
nepegatodHl ¢yHKUil.
MepegaTodHa $yHKUin

plot shown in Fig. 9 .

o response of the controlled Depenasaana ?yHKH%H . "cepsonpusogy"” nos'Asye peakuiw
s cepBonpuBony" nos'Asye peakuiw = . .
process variable to a change - : < KepoBaHol smiHHOI
" . KOHTponboBaHol 3MiHHOI npouecy Ha >
in the controller setpoint. - npouecy Ha 3M1HY 3aBAaHHA
. . . 3MiHYy ycCTaBku perynaTtopa.
Using Aspen Dynamics labeling, perynAaTopa. BuKopucToBYH4M
: : BMKOpPUCTOBYHWYM MapkyBaHHA Aspen .
the signals into the . mMapkysaHHA Aspen Dynamics,
Dynamlcs, curHanamv, Wo HaaxoAATb
controller are the process A . CMrHanamm, WO HaaxoaAaTb Ao
; . [0 KOHTpoJiepa, € curHan sMiHHo1 : .
variable signal (PV) from the . KOHTposiepa, € CWrHan 3MiHHOI
: N npouecy (PV) Bip paTduka Ta :
transmitter and, the setpoint npouecy (PV) Bip AaBada Ta
N CUrHan ycTtasku (SP).
signal (SP). cUrHan 3aBgaHHA (SP).
The controller output signal BuUxifgHWil curHan KoHTponepa (OP) BUXigHWi curHan KoHTponepa (OP)
80 (OP) goes to the valve in the HagxoAWTb Ha KjhanaH y BuxigHin HaaxoAWTk Ha KaanaH y BUXiAHin
exit line. ninii. ninii.
Using an integral time of tI = BuKopUCTaHHA 1HTerpaneHoro 4acy ?"KODMCTaHHH _ Hacy
. . - isopgpoMy tI = 2 xB jgae rpadik
81 2 min gives the root locus tI = 2 xB Aae rpadik KopeHesoro

NIoKycCY, MOKasaHWid Ha puc. 9.

KopeHeBoro roporpada,
nokasaHuit Ha puc. 9.

Puc. 1. @parment 3BiTy MporpaMu II0JI0 pe3yibTaTiB KOPEryBaHHS MEpeKiaay CTaTTi

[13]

51 #H#43.1. Basic control structure ###3.1. ba3oBa CTpyKTypa ynpaBAiHHA 3.1. ba3oBa CTpyKTypa _ CAK
for 10 atm case ONA BUANAAKY 10 aTtm ONA BUNagky 10 atm
The well-established control [lobpe Bigoma cTpykTypa ynpaBniHHa, llobpe Bigoma cTpykTypa _ CAK,
e e 3anponoHoeaHa Grassi (1992), € 3anponoHoBaHa Grassi (1992), € ocHoBow
is the bas?s ior' theydesi n. which | OCHOBOM ANA NpOEKTYBaHHA, AKa byna ana CuHTE3y, Aka byna
was used in the previous §O;k for BMKOpUCTaHa B nonepegHii poboti pna BUKOpPUCTaHa B nonepegHii poboTi ana
the high solventpﬂowrate case at 1 | BMMaAKky 3 BucoKoi wBMAKicTI moToky BUNALKY 3 BUCOKOW BUTpaTOn
atm F?g & shows the structure in pO34MHHMKA mpu 1 atM. Ha puc. © NoTOKY pO3YMHHWKaA mpu 1 atMm. Ha puc. 6
which the solvent is raticed to the | MOKa3aHo CTPyKTYPY, B AKLi noKa3aHo CTpyKTypy, B Akii

52 foed and both reflux ratios are cniBBigHoWeHHA po34YnMHHMKa 1 nojavi cniBBiAHOWEHHA PO3YWHHMKA 1 nojayi
controlled. Conventional PI KOHTPOMWETLCA, a Takox obuisa PETYAKETBCA, a TakKox
controller are used except for CMIBBLAHOUCHHA PemIOkCy . obuasa
Jevel loops. which are pronortional BukopucToBy€ETHCA 3BMUaHUMA MI- (pnermoBMX HMENa. BukopucTOBYETBLCA
with Ke 7p2, The basic gonirol PErynATop, 3a BMHATKOM KOHTypie 3BUYaHHMIA NI-perynATop, 3a BUHATKOM
structure cénsists of the followin piBHA, Akl € nponmopuiiiHumm 2 Kc = 2. KOHTYpiB pieHA, Aki € nponopuiitHumu 3
TooDs g basoea CTpykTypa YynpaeniHHA Kc = 2. ba3oBa cTpyKTypa CAK

ps- CKNAfaEeTbCA 3 HACTYMHUX KOHTYypis. CKNAfAETLCA 3 HACTYMHUX KOHTypis.

£ 1. Feed is flow controlled. This | 1. Mopaya perynweTbca 3a BuTpaTon. le | 1. Mopauya perynwetbca 3a BuTpatow. Le
is the throughput manipulator. maHinynAaTop nponyckHol 3paTHocTi. MaHinynATop nponyckHol 3paTHocTi.

3 Ay Solvent flow is ratioed to 2. MoTik po3uuHHMKA cniBBifHOCUTLCA 2 | 2. MMOTik po3uuHHMKA cniBBigHOCUTBCA 3
feed flow. noTokoM moAadi. noTokoMm nogadi.

- . 3. PiBHi B

3. Reflux drum levels are 3. PieHi B 3BOpOTHOMY bapabaHi _ -

55 . pnermoeoMy balll KoHTPONKKTLCA NOTOKaMM
controlled by distillate flows. KOHTPOMIITLCA MOTOKAMA AUCTUAATY.

OUCTUNATY .

56 Fig. 6. Base-case control structure | Puc. 6. Ba3oBa cTpykTypa ynpaBninHa 3 | Puc. 6. ba3oBa cTpykTypa _ CAK

using S/F, RR1 and RR2. BUKOpUCTaHHAM S/F, RR1 i RR2. 3 BMKOpUCTaHHAM S/F, RR1 1 RR2.

Puc. 2. @parmeHt 3BiTy MporpaMu LIOJ0 Pe3yibTaTiB KOPEryBaHHA MEpeKyaay CTaTTi

[14]
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VY3aranpHeH1 pe3ynbTaTH 1o nepexiany podotu [13] : 3 2337 cniB 97 ciiB Oyno

nonano 102 cnoBa BUAaJIeHO. Y3arajibHEHI pe3ysibTaTu Mo Iepekyany podotu [14]: 3
2300 cniB 138 cniB Oyno BuganeHo i 147 cniB gogano. Takum 4uMHOM, AJI KOpPEKLii
TEKCTY HeOOXiTHO 3MIHUTH TPUOJM3HO 5% BiJ HOTO CIIiB.

BucHoBku

1.

332

PesynbTatn aBTOMAaTUYHOTO TIEpEKJAy TEKCTIB HAYKOBHUX cTaTedl ramysi
aBTOMaTH3allli TEXHOJIOTIYHMX TPOIECIB 3 AaHTJIKACBKOI Ha YKpaiHChKY 3
BUKOpHUCTaHHM Deepl moka3yrTh, 110 B IIIOMY CIEialicTa € 3p03yMUIAM PO IO
Hi1e MOBa B OPUTIHATBHOMY TEKCTI.
TuM He MeHUI, Mepekya € AaJeKUM BIJ JITEpaTypHO HPUUHATHOrO. 3aMiCTb
NPUMHATUX B YKPaiHCHKiN TEPMIHOJOTII rainy3i ¥ 1mijgomMy noMuiku, siki poouts KT
€ JIETKO MIOMITHUMH (Ha KIITAJT “KyJbTypa POCIUH "’ 3aMICTh KyJIbTYpPH BUPOOHHUIITBA
9y “KOpPM KOJIOHH 3aMiCTh ‘“KHUBJICHHs KoJIoHH). OmHaK, 3ycTpiiach W Taka, sKa
MAaIUTIOXKUTh CMHCII, aJI€ € HEMTOMITHO, KOJIM SIK BX1/IHA, TaK 1 BUX1JIHA 3MiHHA 00’ €KTY
B CUCTEMI [TO3HAYEHb CTaJM ‘“‘KEPOBAaHUMHU 3MIHHUMH .
VY ninomy nomunky, ki poouts KT € sierko momiTHUMM (Ha KIITaIT “KyJIbTypa
poCIMH” 3aMiCTh KyJbTypU BUPOOHMIITBA UM “KOPM KOJOHU 3aMICTh ‘“KUBIICHHS
kosonu). O1HaK, 3yCTPLIIach il Taka, sKa MaruTioKUTh CMHCII, aJI€ € HEMOMITHO, KOJIH
SIK BX1/JIHa, TaK 1 BUXiJHa 3MiHHA 00’ €KTY B CHUCTEMI ITO3HAYCHb CTAJIM “KEPOBAaHUMU
3MIHHUMH .
[Tomunku Ta HeTOUHOCTI, sAKi nmpunyckae KT MarTh cMCTEeMaTHYHUN XapakTep.
3acTocyBaHHs 3aIIPOIIOHOBAHOT O MIXOAY /10 KOPETYBAaHHS TEKCTY JO3BOJISIE iICTOTHO
KOMIICHCYBAaTH (DaKTOp CHCTEMAaTHYHHX MOMHJIOK, TAKMM YHHOM Yac OYiKyBaHOTO
penaryBaHHs — TEKCTy, SKUH [pPOMIIOB  KOMII'IOTEPHMM  Iepekiazad Ta
3aMpoNOHOBAHUN KOPEKTOp Oy/e iCTOTHO MEHIIUM HiXK Yac peaaryBaHHS TEKCTY,
SIKWH MiJIaBCs TUIBKA KOMIT IOTEPHOMY TEepeKIIaiy.
CraTHCTUYHMII aHAaIIi3 TTOKA3Ye, 110 B PO3TISTHYTUX MepeKIaaxX T0CTaTHbO 3aMiHUTH
mtre 5% ciiB it Toro, o0 1CTOTHO MOKPAIIUTH JITEPATyPHUI PIBEHb TEKCTY.
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AUTOMATIC CORRECTION SYSTEM OF ENGLISH-UKRAINIAN
COMPUTER TRANSLATION FOR TECHNICAL TEXTS IN THE FIELD OF
AUTOMATION OF TECHNOLOGICAL PROCESSES

A.O. Stopakevych!, A.M. Tigarev!, O.R. Romanyuk!, O.A. Stopakevych?

!State University of Intellectual Technologies and Telecommunications
1, Kuznechna, Odesa, 65029, Ukraine
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1, Shevchenko Ave., Odesa, 65044, Ukraine
email: stopakevich@gmail.com

The purpose of the work is to develop a system of automatic correction of computer-translated texts with
specific terminology, which is inherent in scientific and technical texts in the field of automation of
technological processes. An analysis of the reasons why computer translators cannot achieve high-quality
English-Ukrainian translation of technical texts in the specified field is given. It was concluded that within
the limits of the approach used by modern computer translators, the quality of such translations cannot be
improved. An analysis of the experience of translation correction by professional translators, available
metrics for evaluating the process and results of correction of computer translations, and available software
solutions for working with texts written in the Ukrainian language was carried out. It was concluded that
for computer English-Ukrainian translation, the only practically significant approach to assessing its quality
is measuring the amount of work that must be performed by a professional translator in order for the text
to meet literary standards. The analysis of scientific texts that were translated by DeepL showed that the
amount of such work can be significantly reduced, since the errors made by this translator are systematic.
Thus, by analyzing the mistakes made by a computer translator, it is possible to form universal correction
rules for all texts translated by a certain translator of the industry, which can be performed automatically
by the software application. The effectiveness of the approach is demonstrated on the example of the
development of rules resulting from the analysis of the results of the translation of two scientific articles. It
is shown that replacing approximately 5% of words in computer translation significantly increases its
quality.

Keywords: correction, computer, translation, automation, technological, processes, NLP, program, python,
terminology, deepl.
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BUSABJIEHHA MACIITABYBAHHA 3 KOE®INIEHTOM, MEHIIIUM
OJ/IMHUIII, K ®AJTBCUPIKAILI IM®POBOI'O 3065PAKEHHS

B.B. 3opino, €.B. Tumodees, O.10. Jlebenepa

Hamionansauit yaiBepcuter «Omechka Mo TEXHIKa»
1 lleBuenka mp., Oneca, 65044, Ykpaina
email: v.v.zorilo@op.edu.ua

BusiBnienHio migpo0ok nuppoBux 300pakeHb Yy BIIKPUTHX JDKEpEIaX MPUCBSIYEHO
Oarato yBaru. lle moB’si3aHO i3 MOIIMPEHHSM MOOUIBHOI QOTO- 1 Bif€O-TEXHIKH, 3
JOCTYIHICTIO Ta OaraToyHKI[IOHAJIBHICTIO rpadiyHUX pPEIaKTOpiB, a TaKOX i3
3poctanHHsiM KiGepanouunHocti. KibepOesneka Ta/abo iHdopmaliiina 0Oe3rneka
MalTh 32 METy B TOMY YHUCII i 3a0e3NeueHHs] ILIICHOCTI IU(POBUX 300paKeHb.
[opymienHss 1imicHOCTI UU(POBUX 300pakeHb MOXXKHA BHUKOHATH OaraTbMa
METOJlaMU:  KJIOHYBaHHs, (OTOMOHTaX, MacuTadyBaHHs (30UIblIeHHS 200
3MEHILIEHHsI 00’€KTa) TOIO. BUsBIEHHIO MaclITaOyBaHHS HPUCBSIYCHO DS POOIT,
OJTHAK YacTO 3alpOIOHOBAaHI PIllIEHHS BHABISIOTHCS Mall0 €()EeKTHBHUMH IIPH
MaciTa0yBaHHI-3MEHIIIEHHI a00 MacimTa0yBaHHI 3 KOE(IliEHTOM, MEHIIUM
omuHUI. Mera pnaHoi poOOTH — BHSBJICHHA MacIITaOyBaHHS IH(POBOTO
300pakeHHS MUITXOM PO3pOOKH METOJa, 3aCHOBAHOTO HA aHAaJi31 BHCOKOYACTOTHHX
KOMITOHEHTIB JTUCKPETHOTO KOCHHYCHOTO IIepeTBOpeHHS. EkcrepuMeHTanbHO
BCTAaHOBJIGHO, IO TMPH 3MEHIICHHI YacTUHH 300paKeHHS BHCOKOYACTOTHI
KOe(Ii€eHTH IUCKPETHOTO KOCHHYCHOTO IEpEeTBOPEHHS 30UIbIIyloThCs. Bmamocs
BCTAHOBUTH TOPOTOBE 3HAYCHHS, IO JO3BOJMIO BiJIUIMTH 3MCHIICHI YacTHHH
QpoBoro 300paXkeHHs BiA OpuriHaIbHHX. Ha OCHOBI NpOBeAEHHX IOCIIIKEHb
PO3pO0JIEHO METON BHSBJICHHS MaclITaOyBaHHS, €EKTUBHICTh SKOTO B T€PMiHax
noMwiok 1 1 2 pony craHoButh 7% 1 14% BimnosigHo. Po3pobnenuit meron e
e(eKTUBHUM IIPH 3MEHIIEHHI 00 €KTIB HE MEHII HiXK BTPUYi, a TAKOX MPU BUCOKIN
KOHTPAaCTHOCTI 3MEHIIyBaHHX 00’ekTiB. [IpuW 3MeHIIEHHI YacTMHU 300paKeHHS
BIBiYUl KUIbKiCTh moMmiok 1 pomy 3pocrae no 30%. IlpenmeroM mojanbiiux
JIOCITi/PKEHb aBTOPIB € 3MEHIIEHHsI 00MEXeHb PO3POOJICHOTO METO/TY.

KimouoBi cioBa: MacmraOyBaHHs, IudpoBe 300paxkeHHs, BUsBICHHS (OTO
miApoOOK, TUCKPETHE KOCHHYCHE TIEPETBOPEHHS.

Beryn. [Hudposi 306pakeHHss yacTo mianamThes o0poodii, abo Qanbcudikarii, 1 mia
yac (anbcudikamii BUKOPHUCTOBYIOTHCSA pi3HI IHCTPYMEHTH, B TOMY 4YHCT 1
MacIITaOyBaHHS.

Hapasi Bke iCHYIOTh pi3H1 METOMIM ISl BUSBJICHHSI MacIITaOyBaHHS y U(PPOBUX
300pa)KE€HHSX, MPOTE BOHM MAalTh MeBHI oOMexeHHs [1-3]. Bimpmiicte Meroxi
BUSIBJIIIOTh MacIUTaOyBaHHS Yy BUIJISA1 3017bIIEHHS, B TOM dYac $K BHSBIICHHS
3MEHIIEHNX YaCTHH, SIK TPAaBWIIO, HE BIAETHCS pEANi3yBaTH ICHYIOUMMH METOIAMH,
TOMY BHSBJICHHS MAacIITa0yBaHHS M[USIXOM 3MEHIIEHHs, a0o MacmTaOyBaHHA 3
Koe(diIieHTOM, MEHIIIUM OJIMHHMIII, € AKTYaJIbHUM ITUTAHHSM.

MacmraOyBaHHs 300pakeHHsS — II€ TNpOIEeC 3MIHM po3MIipiB HHU(PPOBOro
300pakeHHs, SKUH MOXKE BKIIOYaTH B cebe sK 30UiblleHHs (MacluTaOyBaHHS 3
KoediiieHToM OinbiIe 1), Tak 1 3MeHIIeHHs (MaciTabyBaHHs 3 KoedilieHToM MeHie 1)
Horo ¢i3ugHUX po3MipiB (a0 KUTBKOCTI MKCEIiB), IO BILTUBAE HA HOTO BUJI 1 SIKICTh.

MacmtabyBaHHsT [TO3BOJISIE aJaNTyBaTH 300pa)KCHHs A0 PI3HUX MOTped i
PO3MIpIB €KpaHiB, aje TAKOkK MOKE€ BUKOPHUCTOBYBATHCH JJIs1 0OMaHy ab0 MaHIMyJIsIii 3
M (GpPOBUMH 300paKEHHSIMH TSI HETTPABIIILHOTO MPECTABIICHHS X BMICTY.
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MeTta poOoTH — BUSIBIEHHS MaciITabyBaHHS [U(POBOrO 300paKeHHS LUISIXOM
pO3pOOKM METOAa, 3aCHOBAHOI'O HA aHami3i BUCOKOYACTOTHUX KOMIIOHEHTIB
JUCKPETHOT O KOCUHYCHOT'O TIEPETBOPEHHS.

J171st TOCSITHEHHS TTOCTABJICHOI METH HEOOXITHO BUPIIIMTHA HACTYITHI 3a0ayi:

1. Jlocnmiautu mpoOieMaTUKy iaeHTH(IKalil MOpPYIIeHb HUIICHOCTI HMU(PPOBUX
300paKEHb.

2. OuiHnTH, K MacmTaOyBaHHsS BIUIMBAE HAa XapaKTEPUCTHKH Ta aTPUOYTH
MaTpulli I (HPOBOro 300paskeHHS.

3. Po3pobuTH Ta mporpaMHO peasizyBaTd METOJ BHUSBJICHHS MacIITaOyBaHHS 3
Koe(dilieHTOM, MEHIITUM OJIMHHMIII.

4. OuiHuTy ePEeKTUBHICTD 1 BU3HAYUTH OOMEKEHHS pO3pOOIEHOr0 METOAY.
Marepiaaun Ta Meroan. 300pa)k€HHS SK CHUTHAl CKJIAJAa€TbCsl 3 4YacTOT PIZHOTO
nianazony. GoHOBUM 00sacTaM 300pa)k€HHS BiJMOBIIAIOTH T'OJOBHUM YMHOM HU3BKI
4acTOTH, KOHTYpaM PI3HOTO CTYIMEHS KOHTPACTHOCTI BiAMOBIZAIOTh TOJIOBHUM YHHOM
CepeHi 1 BUCOKI YaCTOTH.

JIoriyuHoO MPUIYCTHTH, IO MPU 3MEHLIEHHI YacTUHU LU(POBOro 300parkeHHS
30UTIMTHCS PI3HULISI MK 3HAUEHHSIMH MIKCEJIB 3MEHITyBaHOi obsacTi. Ko 1e Tak,
TO MarOTh 30UTbIIMTHCH BHUCOKouacTOTHI Koedimientn [JIKII B BiamoBimHuX O610Kax
MaTpUII.

O0YKMCIUMO JHCKPETHE KOCHMHYCHE TEpEeTBOpPEHHs Ay 8X8-0J0KiB 0OpaHoi
o0macTti maTpuili 300paxeHHs (puc.l).

1 2 3 4 5 B 7 3
1 576.7500 -221.4398 146.02383 -90.0126 40,7500 -15.1420 49972 -0.1347
2 -102.5911 1624174 -100.6773 448774 -6.5681 -12.7274 13,3604 -5.9939
3 -3.13M 8.2400 -32.6044 47.6033 -44.1237 346834 -15.7730 1.2795
4 21149 -28.1613 245271 -19.0795 10,8731 11785 -13.7846 14,8166
5 13.2500 -10.0954 12,5629 -13.1720 18,7500 -25.8920 25,1033 -15.0524
6 -0.1971 27710 1.0964 -1.3708 1.7388 -3.1728 2.9017 -1.3372
7 -1.6796 -7.2074 6.2270 5.1210 -5.2654 -3.8878 3.1044 44537
3 -3.0477 .4358 -4.184%9 49033 -0.2069 -4.7102 0.1280 4,8349

Puc. 1. Matpuns koedimientiB JIKIT

[IpoananizyeMo  30ypeHHS  BHCOKOYAaCTOTHHUX  KOE(DILIE€HTIB.  YCbOIo
BHUcokouyacToTHUX KoegiuieHTiB JKII B 6101 8%8 Oyzae neB’sitb. BoHM 3HaxonaThes y
paBoMy HWKHbOMY KyTi Matpuni JIKII .

3HaiigemMo cepenHe apudMeTUYHE 3HAUCHHS IS BIAMOBIIHMX KOEQIIEHTIB MO
BCIM OJyiokaM, M0 aHami3yloThCsA. OTpUMaeEMO BEKTOp 3 JEB’ATH 3HAueHb IS
aHai30BaHOi 00JacTi.

He icnye 3Hauymioi pi3HMLI, SIKy KOJIPHY KOMIIOHEHTY aHaJli3yBaTH B JaHOMY
BUIAJIKY, OCKIJIbKU Ui KoxkHOI Matpuli R, G, B pe3ynprati He OynyTh IPUHLUIIOBO
BIIPI3HATHCS.

Chopmyemo 6a3y 3 200 300pakeHb 1 MPOBEICHHS CKCIIEPUMEHTY, SIKi OyIio
B3iTO0 Ha caiti Open Images Dataset, mo € OgHUM 3 3araJIbLHONPHUHHATHX JJIS
MIPOBEJICHHS €KCIIEPUMEHTIB 3 300pakeHHsIMH [4].

300pakeHHs BIAPI3HSIOTHCS 32 PO3MIpOM, NP IIbOMY BCl BOHU 30€peKeHl y
¢dopmarti 3 Brpatamu (JPEG) Ta marote koediuieHT skocTi (Approx. quality factor) e
Mmenie 70%. IlpoBeneHHss MacmTaOyBaHHS-3MEHILIEHHS BHUKOHAHO 3a JOMOMOIOIO
nporpamu Adobe Photoshop 2022 nacTymHIM criocoOoMm.

1. Tlig yac 3aBanTaxxerHs 13 BcTaHOBHUTH omiiro mpodiiro KoibopiB «bes 3Min»
JUIs1 30€peKEeHHS OPUTIHAIBbHUX KOIbOPOBHUX HAJIALITYBaHb.

2. 3a pgomomoror iHCTpyMeHTa «BumineHHs 00'€KTiB» BHUIUIUTH MOTPIOHUI
00'eKT Ha 300pakeHH] JIJIs OJAJIBIIOT0 3MEHILEeHHS (puc. 2).
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3. CtBopuTH KOMit0 00'€KTa HA HOBOMY IlIapi, BAKOPUCTOBYIOYH MPaBy KJIABIIIY
muii 1 oniiro «CKOMiIoBaTH HAa HOBUH map» (puc. 3).

Deselect

Select Inverse
Feather...

Select and Mask...

Save Selection...
Make Work Path...

= ¥ Layer Via Copy k
Layer Via Cut

New Layer...

Free Transform
Transform Selection

Fill..
Stroke...
Content-Aware Fill..

Last Filter
Fade...

Render 3D Layer

Puc. 2. [Ipuknan BumgineHHs: 00JacTi 1JIs Puc. 3. KomiroBanus o6panoi
MaciTaOyBaHHS 00J1acTi Ha HOBHH IIap

4. TIoBTOPHO BUALIMTHU BXKE CKOIMIMOBAHUI 00'€KT HA OCHOBHOMY 300paKEHHI.

5. BuxkoHatu 3aiuBKy 00paHOi 00JacTi, KOpUCTyrouMch omnuiero «Buxonatu
3aUBKY» y KOHTEKCTHOMY MEHI0. HamamTyBaHHS 3aJMBKM BKJIIOYAIOTh B ceOe 3MicT
(BpaxoByrOYH 3MICT) Ta PEKUM HaKJIaAaHHsS (HOpMaiabHUI) (puc. 4).

Puc. 4. 3amuBka obnacti 3 BpaxyBanHsaM Puc. 5. MacmtaOyBanHs o0nacTi 3a
3MICTY JIONIOMOT010 TpaHchopmarii

OO6patu map 3 Korieo 00'ekTa Ta BAKOHATH MacIITa0yBaHHS 3a JOIIOMOT OO
Tpancdopmarii. Po3amip 06'exta 3menuryemo 10 30%. O6panuii rpadiuauii penakTop
J03BOJISIE BUOpATH cnoci0 iHTepnoiii (0ikyOiuHa, OimiHIIHA TOIO), SIK TOKa3aHO Ha
puc. 5. OgHak npu NpoBeIEHHI 00UHCIIOBAIBLHOIO EKCIIEPUMEHTY BCTAHOBJIEHO, 110
BH/JI IHTEPMOJIAIIi HE BIUIMBAE CYTTEBO HA PE3YJILTATH.

6. 36epertu oTpuMaHe 300paxkeHHs y popmati 6€3 BTpat

[TynkTr 4-5 € KPUTUIHUMH, OCKUTBKH JJIs 3a0€3MMeueHHs CTIMKOCTI Bi3yaJlbHOTO
CIpUHHATTS MacmTaboBaHOro 00'€kTa Ha ()OHI OPUTIHAILHOTO 300paKEHHSI HEOOX1THO
3pOoOMTH BHIUIEHY o00nacTe mnoAiOHO 10 (OHY Ha MOYATKOBOMY 300pasKeHHI.
[HCTpyMEHT «3alMBKa» JoloMarae moCsArTH Iboro edekty. I[lapamerpu 3aamBKU
MOXYyTh OyTHM HaJalITOBaHI Bpy4yHy. B naHilfi poOOTI mNpoBeaeHO 3alMBKy 3
ypaxyBaHHSAM 3MicTy. Takok He0OX1/IHO 3BEPHYTH yBary Ha IyHKT 6, 00 00'eKTH y BCiX
300paXkeHHX 3MeHIIyoThcs came 10 30% (y 3.3 pasm). Ilpukmnan 300pakeHHs 10 Ta
micist 00poOKM MOXHA Mmo0auuTH Ha puc.6 Ta puc.7. Ha puc. 7 BUAHO 3MEHIICHHS
nepuIoi 3;1iBa Mo3aiku B 3 pas3u BiJHOCHO OpHTiHaily. SIKIIO HE MaTH OpUTiHANy, TO
MPAKTUIHO HEMOXKJIMBO Bi3yaJbHO BUSBUTH (haibCUiKaIliio.
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Pe3yabTaTn Ta o6roBopenns. [IpoananizyBaBmmu 200 300paxeHs 3 MacTabyBaHHIM
3 Koe(illleHTOM, MEHIIUM OJWHULI, Ta 03 HBOro, MOXKHAa MOOAYUTH, MIO
BucokouyactoTHi KoedinieHtn JKII B Onokax 30UIbIIYIOTBCS MO MOAYJHO. TUIMOBI
pe3ysibTaTH MoXKHa mobauut Ha puc. 8, 9, 10. CuHIM KOJbOPOM MO3HAUYE€HUN rpadik
CEpeAHHOr0 3HAYCHHS BHCOKOYACTOTHUX KOE(Illi€HTIB OPUTIHATBLHOTO 300pa)KeHHS, a
4CPBOHUM — 3MCHIICHOI 00/1aCTi 300paKCHHSL.

IS

O
Qs

»

Puc. 6. Opurinanbpae 300pakeHHs Puc. 7. 300pakeHHs 3 Bil €eMHUM
MacmTaOyBaHHSM

ExcniepuMeHTanbHO BCTAHOBJIEHO, IO JJi OUIBIIOCTI 300pa)i€Hb BUALICHA
obnacte 0 MaclITa0yBaHHS Majga BHCOKOYACTOTHI KOE(ILIEHTH MO MOIYJII MEHIIE
IBOX, Mmicias MaciutaOyBaHHS — Oinbine JBoX. Ha OCHOBI OTpUMaHMX pe3yJbTaTiB
PO3poOIEHO METOA BHUSABJIEHHS MacmTaOyBaHHS 3 KOe(illieHTOM, MEHIIUM OIMHHIII,
3aCHOBAaHMI Ha aHaii3i BUCOKoyacTOTHUX KoedimienTiB JIKIT. OcHOBHI KPOKH AaHOTO
METOJly HAaCTYIIHI.

Hexait F — mxn-matpuns uumdpoBoro 3o00paxenHs. Kpok 1. Buminmutu B
MaTpulli F obnacte, mio3pioBaHy Ha HasBHICTh MacimtadyBaHHs. Kpok 2. O6pizatu,
Ipu HEOOXITHOCTI, BUALICHY 00JacTh A0 po3MipiB kpaTtHuX 8. Kpok 3. J{ns BuaineHoi
0051acTi BUKOHATH PO30UTTS CTAaHIAPTHUM YWHOM Ha O10ku 8%8. Kpok 4. [l KoxKHOro
omoky mobymysatu JIKII. Kpok 5. Buminutu muist KoxkHOTo OJOKY cepell KoedillieHTiB
JKII timbku BucokowyacToTHi. Kpok 6. 3HaliTH cepefHi 3HAYCHHS AJII KOXKHOTO 3
NeB’siTH  BUCOkodacTOTHUX KoedimieHTiB JKII B Onokax, 1m0 3HAXOASAThCA Ha
BiamoBimHUX wMicisx. Kpok 7. 3HalTH HaAWOUIBIIE MO MOIYJIIO 3HAYCHHS Ccepel
OTpPUMaHMX Ha MOINEepeaHbOMY Kpolli ycepenneHux koedimieHTiB JKII — dpma. Kpok 8.
[TopiBHATH HaWOIBIIE 3HAYEHHS 3 BCTAHOBJICHHWM ITOPOTOBUM 3HAYEHHSM «2»: AKWO
dmax>2 — 007aCTH MICTUTH Bil’€MHE MacITaOyBaHHS, iHAKUIe — HE MICTHTb.

[Ipu BCcTaHOBJIEHHI JAHOTO MOPOrOBOrO 3HAYEHHS KiJIbKICTh MOMHUIIOK 1 pomy
cknagana 7%, npyroro pony 14%.

Takox OyJ10 IPOBEIEHO AOCIIKEHHS 31 3MEHIIEHHAM BABivi. [Ipu moporosomy
3HAYEHHI 2 KUTBKICTh MOMUIIOK 1 poay 3poctae 1o 30%. O1xe, MmeTon € epeKTUBHIIIIM
npu MaciTaOyBaHH1 3 koedinieHToM «0.3» 1 meH1e. Takox 0ysio BUSBIEHO, 10 METOJ
Kpallle Ipauioe 3 00’€KTaMu BUCOKOI KOHTPAaCTHOCTI, HXK Hu3bkoi. Hampukiazn, Ha
puc.l11 mMoxkHa moGauuTH 2 Meny3u: JIBOpYY — Meay3a 3 HM3bKOIO KOHTPACTHICTIO,
npaBopyd — 3 Oiibll BHCOKOI. [Ipu 3MeHIIEHHI JliBOI MEAy3H, CEepelHi 3Ha4eHHs
BucokodacToTHUX KoedinieHTiB JIKII He OyayTh CyTT€BO 3011bIIYyBATUCS YEPE3 HUZBKY
KOHTPACTHICTh, KOJM TpU 3MEHILIEHHI MpaBoi Menysu (puc.12), moxkHa mnobaduuTu
TEHJEHIlIF0 30LIBIICHHST CEepeaHIX 3HaueHb BHUCOKOYAacTOTHUX Koedimientis JKII

(puc.13).
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3rauerHna roedilenTie

VG DCP
= = =vcDbeP1

Sraverns woedilierTia

2

o
T

VC DR
= = =VGDCP1

IHaexch koediienTia

Puc. 8. Anaini3 306paxkenHs Nel

Puc. 9. Ananiz 306pakeHHst Ne2

a — MOPIBHUIBHKH T'padik ycepenHeHuX koedimieHTiB Bucokux yactoT AKII no (cunii
Komip) Ta michas (4epBOHMU Konip) MacmraOyBaHHS; O — opuriHanbHe [13; B —
¢danbcudikonane 113
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3HaueHHs KoediLIEHTIB
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Puc. 12. 3o00pakeHHs 31 3MEHILEHOO
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Inpexch woedidjenTis

Puc. 10. Anani3 300paxenns Ne3: a — Puc. 13.  IlopiBHsuibHUET  rpadik
MOPIBHSAJIBHUN  Tpadik  ycepeaHeHUuX CepeIHbOro  3HAYEeHHS  Koe(DilieHTiB
koedimientiB Bucokux vactor JAKII mo Bucokux 4dactoT JAKII mnms 3006paxkenns 3
(cuniii komip) Ta micnd (YEPBOHHIA Meay3aMH 10 Ta micis daabcudikarii
KOJIip) MaciTaOyBaHHS; 0 —

opurinansHe 1[3; B — danbcudikoBane

113

[IpoBeneHi eKCHEPUMEHTH MO3BOJMIM BUSBUTH OOMEXKEHHS pO3po0JIeHOro
Metony. Jlani oOMexeHHs € TPEeIMETOM MONATBIINX JOCTIKEHb aBTOPIB CTAaTTI.
BucnoBku. [IpoBeneHo aHami3 crateil, NPUCBSUEHUX BUSBJICHHIO MacIITaOyBaHHS SIK
danpcudikamii mudpoBoro 3o00pakeHHs. BcTaHOBIEHO,
Koe]ilieHTOM, MEHIIIUM OJIMHMIII, TIPUCBSIYEHO MAJIO YBary.

[TpoBeneHo aHami3 BIUIMBY MacIITa0yBaHHS 3 KOS(IIIEHTOM, MEHIIIUM OZMHHIII,
Ha BucokodacToTHi koedimientn JIKIT 8x8-0mokiB MaTpuii mudpoBoro 300pa>keHHs.
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PesynpTatm  gOCHiMKeHHS TOKa3ald, [0 UUIAXOM aHalidy BHCOKOYACTOTHUX
Koe(imieHTiB 00paHoi 30HU HU(PPOBOro 300pa)KEHHS MOXXKHA €(PEKTUBHO BIIPI3ZHUTHU
MO (D1KOBaH1 YACTUHU 300pakK€HHsI B1Jl OPUTIHAIBHUX.

3a migcyMKaMu OJIep)KaHUX pe3ysbTaTiB OyB CTBOPEHHIH METOJl BUSBJICHHS
MacmTaOyBaHHS 3 KOEQIlIEHTOM, MEHIIMM OJMHUIl, 3aCHOBAaHWKW Ha aHami3l
BHCOKOYacTOTHUX KoMItoHeHTiB JIKII 610kiB MaTpuili iU poBOro 300 pask CHHSI.

EdextuBHicTh po3poblieHOr0 MeToAy B TepMiHax moMuiok | 1 2 pomy
craHoBUTH 7% 1 14% B1OMIOBIIHO.
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DEVELOPMENT OF THE DIGITAL IMAGE SCALING DETECTION
METHOD

V.V. Zorilo, E.V. Timofeiev, O.Y. Lebedieva

National Odesa Polytechnic University
1 Shevchenko Ave., Odesa, 65044, Ukraine
email: v.v.zorilo@op.edu.ua

Detection of digital image forgeries in open sources has garnered significant attention. This is attributed
to the proliferation of mobile photo and video technology, the accessibility and multifunctionality of
graphic editors, as well as the rise in cybercrime. Cybersecurity and/or information security aim, among
other things, to ensure the integrity of digital images. Violations of the integrity of digital images can be
carried out through various methods such as cloning, photo manipulation, scaling (enlarging or reducing
objects), etc. Scaling detection has been the subject of several works, but often the proposed solutions
prove to be ineffective for scaling down or scaling with a coefficient less than one. The goal of this work
is to detect scaling of digital images by developing a method based on the analysis of high-frequency
components of discrete cosine transformation. Experimental findings indicate that when a portion of the
image is reduced, the high-frequency coefficients of the discrete cosine transformation increase. A
threshold value was successfully established, allowing the separation of scaled portions of the digital
image from the original ones. Based on the conducted research, a scaling detection method was
developed, with an error rate of 7% and 14% for types 1 and 2 errors, respectively. The developed method
proves effective for scaling objects by at least threefold and high-contrast scaled objects. However, when
reducing a portion of the image by half, the error rate for type 1 errors increases to 30%. Further research
by the authors aims to reduce the limitations of the developed method.

Keywords: scaling, digital imaging, photo detection, discrete cosine transformation.
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BAPIAHT CUCTEMHU BU3HAYEHHA TEXHIYHOI'O CTAHY IU®PPOBUX
OB’EKTIB

B.O. Xopouiko, B.B. Ky3askos, }0.B. bonotrok

BiiicbkoBHii IHCTUTYTH TelEKOMYHIKalii Ta iHpopmaTu3aii imeHi ['epoiB Kpyt
45/1, Kusazi Ocrposbkux, Kuis, 01011, Ykpaina
e-mails: professor va@ukr.net; nevse@ukr.net; yuliia.bolotiuk@viti.edu.ua

[Inpoxe 3amy4eHHs U(PPOBUX TPUCTPOIB (CHCTEM) B JIIOJCHKIH AISITBHOCTI BICYBA€
aKTyaJIbHE MHUTaHHS 3a0e3Me4YeHHs HaliHHOCTI (YHKIIOHYBaHHS IOAIOHNX CHCTEM.
B cBoro wepry, 3abe3nevcHHS HAIIHHOCTI HE MOXIHNBO 0c3 eEKTHBHOI CHCTEMU
KOHTPOJIIO Ta JAIarHOCTYBaHHS TEXHIYHOTO CTaHy OOpaHOro o0’€KTy KOHTpOJIO. 3
iHmoro OOKy, BHpOOHMK IMdpoBoro oONagHAHHA HE 3alliKaBICHUH Y
0e3BiIMOBHOMY OaratopiyHoMy (YHKI[IOHYBaHHI BHMIOTOBJIIEHMX HHM 3pa3KiB,
OCKUJIbKH 1€ CIIOBUIBHIOE BUPOOHMYMI IMKJ Ta BIANOBITHO 3MEHIIYE MPUOYTKH.
3amaua KOHTPONIO 3a TEXHIYHUM CTaHOM OyOb SKOro IHM(POBOrO HPHCTPOIO
MOKJIAIAEThCS LIJKOM Ha KOpPHCTyBaua 3a3HA4YeHUX 3aco0iB. Bimomo, mpo y
MIPOTUCTOSIHHI OKPEMHUX 3ac00iB KOHTPOJIO Ta YHI()IKOBAHUX CHCTEM KOHTPOJIIO
HU(pPOBOTO YCTATKYBaHHS IEepPEeMararoTh YHiQiKOBaHI CHCTEMH KOHTPOJIO Ha 0asi
0E3KOHTAKTHHX METOJIB peecTparlii giarHocTu4dHOl iHpopMmarliii. CTpyKTypa Takux
CICTEM TaKOoXX BiJjoMa, I[I€é KOMIT'IOTepHa BHMIpIOBaJlbHA CHCTeMa  3i
CIeHiaTi30BaHUM POTPAMHUM 3a0e3MeUeHHsAM 300py Ta OOpOOKH MiarHOCTHYHOI
iHpopMaIlil, a TAKOK IHTEIEKTYaJbHOI CUCTEMH MiATPUMKH HPUAHSATTS DIlICHHS.
3ampornoHOBaHI aBTOpaMH PilIeHHs 0a3yI0ThcsA Ha O€3KOHTAaKTHOMY IHAYKIIHHOMY
METOJi JiarHOCTYBaHHS Ta YHI(IKOBaHOMY [iarHOCTUYHOMY TapaMmeTpi SKAn
BimoOpaxye (i3UKO-XiMigHI IPOIECH CTapiHHSA HAIIBIPOBITHIUKOBUX CTPYKTYP
nupoBUX  PamiOCIIEKTPOHHUX KOMIIOHEHTIB. Po3rmsmaeTbcs  3acTOCyBaHHS
MaTeMaTHYHUX METOMIB Ui TOOYAOBH CHCTEMH TEXHIYHOTO J[1arHOCTyBaHHS
nugpoBux 00’exTiB. [IpencraBineHo y3araabHEHY METOIMKY KOHTPOIIO IU(PPOBOTO
o0J1aIHaHHS IUISIXOM TOOYJ0BH MEPEBIPHUX TECTOBHX IOCIHIIOBHOCTEH. B ocHOBY
METOJIMKH TOKJIQJIEHO CY4acHI METOJIM OTpPUMaHHs Ta OOpOOKM iarHOCTHYHOT
iHpopMaIlil, anropuT™MH MOOYAOBH JIarHOCTUYHUX TecTiB. OTpuMaHi pe3ynbTaTu
JIAI0Th MOXITUBICTh aBTOMATH3YBaTH IPOLIEC BU3HAUEHHS (DAKTHYHOTO TEXHIYHOTO
CTaHy Cy4acHOro 1(ppoBoro odmagHaHHS.

Kito4uoBi cj10Ba: 1iarHOCTHYHMI TapaMeTp, MOJENb, TECT, AITOPUTM.

Beryn. Jlo ckimamy cydacHUX CHCTeM OOpoOKM Ta Tmepemadi iHdopmariii, OKpiMm
U (POBUX E€IEMEHTIB BXOAATH 1 aHAJIOTOBI (0COOJIMBO B CKJIAJi OJOKIB IMEPETBOPEHHS
Ui mepenadi mo ¢Gi3uYHUM KaHajdam). B okpemux cuctemax, mIpOBEISHHS KOHTPOJIIO
MOKJIaIa€ThCsl HA BOYIOBaH1 cCUCTeMH, (YHKIIOHAJ AKUX Jyxe ooMmexeHo. [IpoBenenns
SIKICHOTO J1IarHOCTYBaHHSI MOXUJIMBO JIMIIE 13 3aJIy4E€HHSAM CIIeLIaJIbHUX MPOrpaMHO-
amapaTtHux 3aco0iB [1, 2].

[leBHy cCkiIaaHiCTh B NPAaKTUYHIA peanizamii  yHipiKOBaHOI aBTOHOMHOT
aBTOMAaTU30BaHOI CHCTeMHU KOHTpomo (miarHoctyBaHHs) (AACJ]) BuUKIMKae mporiec
crBopeHHs aiarHocTuyHuX nacrnoptiB PEO (6a3u erajoHHUX 3pa3kiB Jiar HOCTUYHOTO
napaMmeTpy, sKiii BHUMIpSHO MiJ Kac HpoBedeHHS IMepeBipku).CTBOPEHHS TaKoro
Macnopry BHUMarae abo TICHOI cCHiBIpami 3 BHPOOHUKOM pPaJlioelIeKTPOHHOTO
obomagnanHs (PEO) abo pgockoHamoro po3yMiHHS CTPYKTypd Ta aJIrOPUTMIB
(GYHKIIOHYBaHHS 00’€KTy KOHTPOIIO 3 MOXIJIMBOCTIO TIPOBEICHHS UHCEIbHHX,
CTATUCTUYHO OOTPYHTOBAHUX BUIIPOOYBaHb.

OTtxe, nepeBipka MUPPOBUX CUCTEM HEOOXiTHA s 3a0e3meueHHs] HaliiHOCTI Ta
0e3BIIMOBHOCTI (YHKIIIOHYBaHHS OO0’ €KTY KOHTpoMO. BimoMo nekinbka MeETOMiB
nepeBipky HUGPOBUX CHUCTEM:
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- (hyHKIIIOHATbHE TECTYBAaHHS: BKIIOYAE 3allyCK CUCTEMHU 3 PI3HUMHU BXITHUMHU
JAaHUMHU Ta IEPEBIPKY, YU BUAA€ BOHA OUIKYBaH1 pe3yJIbTaTH;

- TECTYBaHHS KOPJOHHMX 3HA4yeHb: IEepeBipKa peakilii CHUCTEMH Ha MEXOBI
3HAYCHHS BXITHUX JaHUX;

- TECTYBaHHS Ha BUIIAJKOBUX JIaHUX: BUKOPHCTAHHS BUIIAJKOBUX JaHUX JJIS
MepPEeBIPKU CHCTEMHU Ha HerepeadadyBaHi CUTYaIlii;

- TECTYBaHHS 3TiAHO 31 crenudikaiisMu: MOPIBHIHHS pPe3yJbTATIB CHCTEMH 3
TUMHU, SIK1 BKa3aH1 B TEXHIYHUX CEU PiKaIlisx;

- TECTYBaHHS Ha BUKJIIOYHI CUTYaIlii: CTBOPCHHS YMOB, SIKi BUKJIMKAIOTh TOMMJIKH
a00 HEKOPEKTHY POOOTY CUCTEMH.

OpuH 3 BapiaHTIB NEPEBIPKU HU(POBUX CUCTEM 1€ NEpeBIpKa Ha OE3NEPEPBHICTD.
IepeBipka Ha Oe3mepepBHICTD, sIKa MICTUTH B COOI:

- TECTYBaHHS BIMOB: CUMYJIALIS PI3HUX TUIIIB BIIMOB (IIpOrpaMHi, anmapaTHi) Ta
nepeBipKy, YU MOXKE CUCTeMa KOPEKTHA BiTHOBUTHCS,

- OyOJIIOBaHHS: BUKOPHCTAaHHS JyONbOBaHMX ab0 3alBUX KOMIIOHEHTIB IS
3a0e3nedeHHs poOOTH CUCTEMH HaBITh MicCis BIAIMOBU OJHOTO 3 KOMIIOHEHTIB;

- 3amo00iraHHsl B1JIMOBAM: BUKOPHCTAHHS METOMIB JJIsi TOMEPEIKEHHS BI1IMOB,
TaKUX SK KOHTPOJb CIIPABKHBOTO Yacy, MOHITOPUHT CTaHy armapaTHOrO 3a0e3MedeHHs
TOLLLO;

- pe3epBHE KOMIIOBAHHS: CTBOPEHHS PE3EPBHUX KOMIM JaHUX JUIsl BiTHOBJICHHS B
pasi BTpatu;

- MOHITOPUHT: BCTAHOBJICHHSI CUCTEM MOHITOPHUHTY JUIS BiJICTEKCHHS POOIeM Ta
aHOMaJTIH y pealbHOMY Yaci;

- 3aIUIAaHOBaHE OOCIYrOBYBaHHS: pEryJsipHE TEXHIYHE OOCIyroByBaHHS Ta
OHOBJICHHSI CUCTEMH JIs1 3a1100IraHHs BiIMOBaM depe3 3HOC.

VY cucremax KpUTHYHOI 1H(GPACTPYKTYpPH I1HOMI 3aCTOCOBYIOTHCS KOMIUJICKCHI
MIIXOAW JIO MEPEBIPKH, SAKI MOETHYIOTHh KiJIbKa METOJIB IS 3a0e3MeUeHHsT HaBUIIOL
HagiiiHocTi. Ili Meromu MokHa KOMOIHYBAaTH Ta HANANITOBYBaTH 3aJ€XKHO BiJ
KOHKpeTHUX MoTpel 1 xapakTepuctuk OK.

CynepewnBiCTh BUMOT TPU CKJIQJaHHI TECTOBUX IMOCIIIOBHOCTEH TSI KOHTPOJTIO
Ta J1arHOCTHKU Oe3nepepBHOCTI U PpoBux cucteM (LIC) mposBIseTHCS Y HACTYITHOMY:

- He0OX1/1HO 3a0€3MeUUTH CUHTE3 TECTIB 3a MPAKTUYHO MPUNHHATHUIH yac;

- 00paHi METOIM CHHTE3y TECTiB MOBUHHI 3a0e3meuyBaTu moBHY nepeBipky LIC.

Kpim Toro, anroputmu Ta nporpamMu CUHTE3y TECTIB IIOBHHHI OYTH HAOYHUMHU Ta
JOCTYITHUMH JUISL OTJISY, & TECTOBI TOCIIJOBHOCTI HEOOX1THO TIPEACTABIATH Y dopMi,
3py4Hiil Ay HaJaro/KeHHs mporpam i iX TepeBipKM B peajJbHUX yMOBax
eKCILTyaTallii TEXHIYHUX 3aC00iB.

MO>KTUBICTh MIBUJIKOTO BUPIMICHHS 3a3HAYEHUX MPOTHUPIY Pa3oM 13 PO3BUTKOM
u(poBOI TEXHIKH, HA JKajlb, HE MOKPANIYEThCS, a HABIAKH, 3HIKYEThCS. TaKuil cTaH
MOSICHIOEThCST  Hacammepen TtuMm, mo LC, ski mipsraloTe KOHTPOJIIO, 3HAYHO
YCKJIATHSIOTHCS SIK CTPYKTYpHO Tak 1 (yHKIioHansHO. Lle yckimanHeHHs 00yMOBJIEHO
3pOCTaHHSAM CTYIICHIO IHTErparfisi MIKpOCXeM, 1 KUIBKOCTI MIKpPOCXEM BEJIMKOi Ta
CepeIHbOI IHTerparii.

PoGota mpucBsiueHa MOUIYKYy KOMIPOMICY BUpIIIEHHI 3aBJaHHS 3 KOHTPOJIO Ta
niarHoctuku LC. 3 po6iT [3,4,5] BitoMo, 10 TOCTATHIMU YMOBaMH KOHTPOJIbOBAHOCTI
MEpEXK 3B'I3KY € NOCTYMHICTh (YHKI[IOHAJIBHUX EJIEMEHTIB Yepe3 MEepPBUHHI BXOIU Ta
MOKJIMBICTh TPAaHCIOPTYBAaHHS HeCHpaBHOCTI A0 mepBUHHUX BuxoxdiB LIC. V 3B'13ky 3
UM, TIepe]] MOYaTKOM CHHTE3Y TECTOBHX IOBiOMIIEHb, IOLIIBHO MpOaHATi3yBaTH
crpykrypy LIC ans BU3HAYEHHS CTYMEHIO HOro KOHTPOJIBOBAHOCTI Ta JIarHOCTHKH 13
3aJ1aHOI0 TTUOUHOIO.

Mera crarti Ta mocraHoBka 3agadvi. CTpiIMKHN PO3BHTOK MIKpPOCIEKTPOHIKH Ta
iHbopMaIITHUX TEXHOJIOT1H MoTpedye BiJl KOHCTPYKTOPIB 1 BHUPOOHHKIB Cy4acHUX
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ABTOHOMHHMX aBTOMAaTH30BaHMX CHUCTEM TeXHi4HOro piarmoctyBanus (AA CT/)
pPO3pOOKM HOBUX METOJIB OTPUMAaHHS Ta OOPOOKHM JIarHOCTMYHOI 1H(opMalii 1is
BH3HAYEHHS TEXHIYHOrO CTaHy Ta JIOKaji3almii HEeCHpaBHOTO Pai0eIeKTPOHHOTO
KOMIIOHEHTa aHaJIOroBUX 1 U(ppoBUX OJIOKIB [6]. ABTOHOMHA aBTOMaTU30BaHa CUCTEMA
TEXHIYHOI'O0 J[IarHOCTYBaHHS OJIOKIB panio enekrpoHHoro obnagHanHs (PEO) e
CKJIaJIOBOIO YaCTHHOK CHCTEMHU TEXHIYHOrO JIarHOCTYBaHHS 1 MPEACTABIISE CYKYITHICTh
3ac00iB, 00’€KTa J1arHOCTYBaHHs Ta BUKOHABIIIB, SKi HEOOXiAHI JJIsI TPOBEICHHS
J1arHOCTYBaHHS 3a MMpaBUJIAMH, BCTAHOBJICHUMH TEXHIYHOKO JOKyMeHTalliero. CucreMu
TEXHIYHOT'O J1aTHOCTYBAaHHS TOBHHHI DPO3pOOJSATHCS Ha cCTajiil MpPOEKTYBaHHS,
3a0e3nedyyBaTucs Ha CTajli BUPOOHMIITBA 1 MIATPUMYBATHUCA Ha CTajli eKCIUTyaTamii
00’extiB PEO. OmHak 1i BUMOTH JaliekKo HE 3aBXIWM BUKOHYIOTHCS. AHali3 iCHYIOUHX
CHCTEM TEXHIYHOI'0 IIarHOCTYBAaHHS IOKa3aB, L0 1€ OOYMOBJIEHO PSIIOM CYTTEBHX
HemoNikiB, skl BiactuBl icHytounM AA CTJI. Tomy aBTOHOMHI aBTOMAaTHM30BaHI
CHUCTEMH TEXHIYHOro miarHoctyBaHHs OsiokiB PEO, mo mnoOymoBaHi Ha OCHOBI
ICHYIOUMX METOMAIB ¥ METOIUK, € MajJoePEeKTUBHUMH, Ta HE BIJIMIOBIIAIOTh Cy4YaCHUM
BHUMOTaM.

ToMy mpu excrulyaranii iCHyIOUHX Ta CTBOPEHI HOBUX IEPCHEKTUBHUX 00’ €KTIB
PEO noctaTHBO 4iTKO BUBHAYMIIMCh HACTYITHI IPOTUPIYYS:

MDK peajJbHUMM TEXHIYHUMH MOXJIMBOCTAMH 00°ekTiB PEO Ta HM3bKUM piBHEM
ix peamizanii uepe3 Hu3bkuil piseab AA CT/I;

MDK piBHEM BHUMOT, siki mpen sBisitoThes 10 AA CTJ[ 1 HEMOXIMBOCTI iX
32JIOBOJIBHUTH ICHYFOUMM METOJIOJIOTIYHUM amapaToM OTPUMaHHs, OOpoOKH Ta
yIpaBIiHHS J1arHOCTHYHOIO 1H(OpPMALI€IO;

Mixk oOMexeHoro IiHow AA CTJl Ta BUCOKMMH BHMOIaMM JO I TEXHIYHHX
XapaKTePUCTHUK.

TakuM YMHOM, OCHOBHE TMPOTHUPIYYA ICHYIOUOI CHUCTEMH TEXHIYHOTO
niarHoctyBaHHsl OnokiB PEO BH3HAuYa€ThCsl MPHHIMIIOBOK MOXKJIMBICTIO MOOYIOBU
BHCOKOE(DEKTHBHUX aBTOHOMHUX ABTOMAaTHU30BaHUX CHCTEM TEXHIYHOTO
JIaTHOCTYBAaHHS Ha OCHOBI BUKOPHCTaHHS TEPEIOBUX JIOCATHEHb B 00JacTi
iH(bOpMaIiITHUX TEXHOJOTiH MpH OTpUMaHHI Ta 00poOIi AiarHOCTUYHOI iHdopMarlii. A
TAKOX  HEIOCTaTHHOKW  C(QEKTUBHICTIO aBTOMAaTH30BAHMX CHCTEM TEXHIYHOTO
niarHocTyBaHHS B icHytouux o0’ektax PEO, mo He 3a0esmeuye Jiokaizarito
HECIPaBHOCTI 3 TOUHICTIO J10 paaioenekTpoHHoro kommnonenrta (PEK).

e mpoTtupiyusi 0OYMOBJIEHO HaBEAECHUMHU HEIOJIKAMU ICHYIOUOi CHCTEMU
TEXHIYHOT'O JIIarHOCTYBaHHS, fKa He 3a0e3meuye JoKani3alilo HeCIPaBHOCT1 3 TOYHICTIO
70 paZioeNeKTPOHHOrO KOMIIOHEHTa. SIK HAcHioK, I1e MPHU3BENO A0 CTBOPEHHA U
(yHKIIOHYBaHHs Ha Cy4YacHOMY eTami ekcruryatamii o0’ektiB PEO ckmagHoi, He
€KOHOMIYHOi, 0araTOKOHTYPHOI CHUCTEMH TEXHIYHOT'0 OOCIYyrOBYBaHHS 1 PEMOHTY, IO
00yMOBJIIO€ BTpaTy 4Yacy Ha KOHTPOJIb TEXHIYHOTO CTaHy M JIOKaTi3alil0 MOXKIUBHUX
HecnpaBHOcTel B 6s10kax PEO.

sl yCyHEHHsT JaHOrO MPOTHPiUYs HEOOXiIHO BUKOPHUCTOBYBATH iH(OpMaIlliliHi
TEXHOJIOTii TpH TOOyAOBI W BIPOBADKEHHI aBTOHOMHHMX aBTOMAaTH30BAaHHUX CHCTEM
TEXHIYHOI'O0 JIarHOCTYBAaHHS pPaJiOCIEKTPOHHUX OJIOKIB HAa OCHOBI OTpPHMaHHS Ta
00pOoOKY 11arHOCTUYHOI 1H(OopMaIii.

3a3HaueHe JiaJIeKTUYHE MPOTUPIYUs BU3HAYMIIO aKTyalbHY HayKOBY HpoOieMy,
oo ToJiArae B po3poOsieHHI 1HGOPMAIMHUX TEXHOJOTiH 1 moOymaoBH i
BIIPOBA/KCHHS aBTOHOMHHUX aBTOMAaTH30BAaHUX CHCTEM TEXHIYHOI'O JiarHOCTYBaHHS
6mokiB PEO Ha ocHOBi oTpuMaHHs Ta 00poOku miarHocTuyHOi iH(opmarii. [IpoBeneHi
HAyKOB1 JIOCHIDKEHHsT B 00JIacTi 3acTOCyBaHHS iH(GOPMAaLiHUX TEXHOJOTIH Mpu
JIarHOCTYBAaHHI aHAJOrOBUX 1 IU(POBUX pPaliOCIEKTPOHHUX OJIOKIB J103BOJIMIIU
po3poOUTH  HOBI ~ METOAM  OTpUMaHHSA  (AMHAMIYHUN,  €HepProAMHAMIUHUH,
eJIeKTPOMAarHiTHUH, 1HAYKIIMHUI Ta METOJX BIACHOIO BHUIPOMIHIOBAHHS) Ta 0OpOOKHU
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niarHocTHyHOI iHGopMmarii [6, 7]. B craTTi BUpIilIyeThCS HAYKOBE 3aBIAaHHS PO3POOKU
y3arajbHEHOI METOIWKH IarHOCTYBaHHS aBTOHOMHOIO aBTOMAaTH30BAHOIO CHCTEMOIO
TeXHIYHOr 0 AlarHoctyBaHHs 6110kiB PEO, 1m0 noGynoBaHa Ha OCHOBI JJaHUX METO/1B.
OcHoBHa yacTHHA. 3arajibHa cxeMa Ipolecy MIATOTOBKM Ta 3/1HCHEHHS KOHTPOJIbHO-
JMIarHOCTUYHUX Omepalliii HaBeJeHa Ha PUCYHKY 1.

II(POBLIT 00°€KT KOHTPOIIO TPHCTPL JIarHOCTYBAHHS
I
[ 1 f : W
2 3 4 5 6
—O0—— 00— O0——>

Puc.1. Ertanu mnpouecy NiATOTOBKA Ta 3AIMCHEHHS KOHTPOJIBHO-I1arHOCTHYHHUX
oreparin

Ha pucynky | undpamu mo3HaueHo HaCTYIHI €Tanu:

1. onuc enektpuunoi cxemu LC;

2. aHamji3 crymneHr KoHTpoaboBaHocTi L[C, Bugaya mepeniky eJeMEHTIB, SKi He
MIJAI0THCS KOHTPOITIO HA JIPYK;

3. noompamtoBanuss cxemu L[C 13 wmeroro 3abe3nmedeHHs ii  MOBHOL
KOHTPOJIbOBAHOCTI;

4. CHHTE3 TECTOBHX Ha0OPIB;

5. KOHTPOJIbHA NIepEeBipKa, TEHEPYBAHHS TECTOBHMX MOCIITIOBHOCTEH;

6. JlarHOCTUYHA TIEpeBipKa, 00poOKa pe3yJIbTaTiB KOHTPOIIO.

Po3riisHeMo CyTHICTb 3alpOINOHOBaHOI OCIIJOBHOCTI (puc.1).

Etan 1. lna BBenenns indopmarii B EOM, cxemy 00’€KTy KOHTPOJIIO HEOOXITHO
orucaTd. [IJis1 OMUCYy BUKOPHCTOBYEMO HACTYITHI MTO3HAYCHHS:

- MHOXUHA A € (ay,a;,as, ..., @y ), BKIIIOYa€e B cede QyHKIIOHAIBHI €JIeMEHTH, SKi
3aMHUCYIOTHCS Y BOCBMH PO3PSIIHOMY KO1 B TOBIIBHOMY MOPSIIKY;

- MHOXHHA  TEPBUHHUX  BXOJIB X € (x1,%2,X3, e, Xy) 1 BHUXOHIB

Y € (Y, y2: Y2 s Yy);

- KOa¥ TiepenaBambHUX (DyHKIIIH Mepexo/iB g; BXOMIB A, BIAMOBIAHUM eJIeMEHTaM
ajo(A);.

Hdyru, sxi 3'ennyrotrs enemMeHTH A, X,Y MK co0010, MO3HAYAIOTHCS 3a3BUYAM
HOMEPOM TOT'0 €JIEMEHTa, 3 SIKOTO BOHH BHXOJATH, TOMY CHeEIiajbHOI MHOXXUHU JUIA X
MIOJIaHHS HE MOTpiOHAa.

[Ipu omucy eNeKTpUYHOI CXEeMH 33 HOMEpoM (YHKI[IOHATHLHOTO eJIeMEHTa
BKA3yIOTbCS BCi JYI'M, SKi BXOAATH O HHOI'O, TOOTO HABOAMTHCH CYKYNHicTb ayr U i
Oe3nmiu QyHKIiOHATBHUX eneMenTiB A. Enementn omucy enekrpuunoi cxemu 4,X,Y,U
XapaKTEepHI JIJIsl TOJJaHHS OPIEHTOBAHOTO rpada, TOMY PO3TIAIAETHCS K rpad.

@OyHKLIi MepexoiB (BUXO/IB) J03BOJIAIOTh aHANI3yBaTU CXEMY SIK CTPYKTYpPHMI
aBTOMaT JUIA BHU3HAYCHHS (DIKCOBAaHMX 3HAYEHb IICPBUHHMX BXOMIB, BHUXOMIB 1
(YHKIIOHAJIBLHUX €JIEMEHTIB, Ta JJIs TOOY0BU TECTOBHX MOCIIIOBHOCTEH.

Eran 2. Ananiz xoutpoaenpunatHocti I[C nepenbauae anamiz rpada [8]. IIpu
oMy Bci mapamerpu A 1IC, yMOBHO po30MBalOThCS Ha MIATPYNHU 3 BEpUIMHAMH, SKI
BI/IMOBIIaI0OTh TIEPBUHHUM BHXOJaM. [[pHHSBIIM 32 JOCTaTHICTH KOHTPOJHLOBAHOCTI
BIIMOBIIHICTE MiA TpadiB AepeBOMOAIOHINA CTPYKTypH, HEOOXiAHO MoOymyBaTH BCi
ICHy¥OUl T'UIKK 3 KOpiHHAM B Y; BepmmHi. HasBHiCTh rmMOOKNX 3BOPOTHUX 3B's13KiB (33)
Ta Oarato BuMipHicTh nUIAXiB (BBIL) cBiqUMTH PO HEKOPEKTHICTH CXEMH B CEHCI
nepeBipku. [H(opMaIlis Mpo HEKOPEKTHI T1JIKK BUKOPUCTOBYEThCS IS TOOTIPAIFOBAHHS
EJIIEKTPUUHOI cXeMH [9].
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Etan 3. 3xiiicHioeThCs noomnpaioBanns enekTpuyHoi cxemu LIC abo Bu3HaueHHS
JOJIATKOBUX KOHTPOJILHUX TOUOK Oe3nmocepenubo B L[C (skmo 1me momyctuMo 3a
yMOBaMU BUPOOHMIITBA Ta €KCIIITyaTallii).

Etan 4. BignoBigHo no o6panoi cxemu koHTpoito LIC cuHTE3 TecTiB MOBHHEH
3MIMCHIOETBCS 3 ypaxyBaHHSM MOXKJIMBOCTEH KOHTPOJIbHO-IIarHOCTHYHHUX 3aCO0iB.
[ToOynoBa TecTiB 3MIMCHIOETHCS MU KOXKHOTO AepeBa okpemo. [Ipu nmboMy o/1Ha 3 T1I0K
BUOWPAETHCS SK OCHOBHUU MapmpyT [Uisi mepeBipku. O3HAKW, SIKUMU BUOUPAIOTH
OCHOBHUI MapuIpyT, MOKYTbh OyTH pI3HUMHU:

- TJIKA 3 HaWOUIBIIIOK0 KIJIBKICTIO €JIEMEHTIB MaM’ SITi:

- BUKJIFOYHO KOMOiHaIliifHa rijKa i T.1.

Jlna obpanoi riiku 0ynyeTbes TecTOBUI HaOlp (IOCIIIOBHICTE), SIKUH 3a0e31euye
KOHTPOJIb OCHOBHOr0O MapuipyTy. CTaH MEpBUHHOIO BXOJYy, €JIEMEHTIB T'UIOK Ta BCIET
TUIKM BU3HAYAETHCS BIAMOBIIHO 10 (yHKIIM mepexoniB (BUXOAIB) €JIEMEHTIB, SKi
HaJleXaThb KOHTPOJIbOBAaHOMY Hampsmy. [loOynoBaHui TakuM YMHOM TeCTOBUH Habip
(abo TecToBa MOCIIAOBHICTH JJIs TUIOK 3 €JIeMEHTaMHU mam'siTi) 3a0e3medye mepeBipKy
TEXHIYHOT'O0 CTaHy JiMme onHiel rinku. s moOyaoBu TECTOBOI MOCTITOBHOCTI IS
JiepeBa JIOLUIBHO BUKOPUCTOBYBaTH AlarHocTWyHuil mnpuctpiit ([AIl) y Burmsaai
KOMIT IOTEpHO1 BUMIpIOBaIbHOI cucteMu. ['eHepyBanHs TecToBOi mociigoBHOCTI (TII)
MOJSiTaTUME B BHU3HAUYEHHI YMOB IIOPYLIEHHS MEpEBIpKU MO OyAb-sAKid riami 3
MOJANBIIO0 MEePENepeBIpKOI0 OCHOBHOTO MapIIpyTy 3a paHilie moOyJa0BaHUM TECTOM,
SIKMI MOJKHA HAa3BaTH MOYATKOBUM.

Etan 5. 3a pesympTaTamy TEpeBIpKM OCHOBHOT'O MapUIpPyTy MOXHa 3pOOHUTH
BHCHOBOK IIPO CHPAaBHICTh MOB'SI3aHUX 13 HUM TIIOK. SKIIO 3a MOpPYIIEHHS YMOB
KOHTPOJBbOBAHOCTI OCHOBHUIM MapuipyT BU3HAHO SIK HECHPAaBHUH, TO MOXHa 3pOOHTH
BHCHOBOK PO HECIIPABHOCTI CIOJIYYEHHUX 3 HUM T1UIOK.

Takuit minxigx g0 nmoOymoBu mepeBipuux TII Ta g0 peanizamii KOHTPOJIBHHX
MEpeBIpOK Ja€ CyTTEBI TMepeBaru TMOPIBHAHO 3 ICHYIOUMMH MeTonamu. Pi3zko
3HWKYETbCS MAIIMHHUN Yac CHHTE3y TECTOBHX IOCITIIOBHOCTEH, MiIBUIIYEThCA iX
KOMIaKTHICTh. B pe3ynpTaTi 3HMKYETbCS BUMOTH 10 00csry onepatuBHoi mam'sti JI1,
MiBUIIYETHCS HAAIHHICT, pOOOTH 30BHINIHIX MPUCTPOiB. [IpuiHATTA pileHHs, Mo 10
3aCTOCYBaHHS Pe3yJIbTaTIB MEPEBIpKU, MOKIUBO B aBTOMAaTH30BAaHOMY 0e€3MOCcepeaHbO
Ha 00'eKTI.

Etan 6. Jlng BHU3HAuUEHHS MICI HECHPABHOCTI BUKOPHCTOBYETHCA I1H(pOpMALis,
OTpUMaHa MicJIs 3A1MCHEHHs KOHTPOJIbHUX IepeBipok. [licis nmepeBipku BCIiX JIAHIIOTIB
JepeBa, €JIEMEHTH, fAKi HalleXaTb TUIKaM 13 HEraTUBHUM pe3YyJlIbTaTOM KOHTPOIIIO,
BBQKAIOTHCS MAO3pUTMMHU. J[7si TOro mio0 YTOYHHTH Miclle HECHPaBHOCTI, MiCHs
nepesipku Bcix gepes 1IC 3ilicHIOeTbcs JOriyHa omepaiis nepetuHy AfnA. B
pe3yibTaTi omeparlii NepeTHHy KUIbKICTh MiJ03PIOBAaHUX €JIEMEHTIB Oy/e 3HMKEHO 0
TpyNH €IeMEHTIB a00 OIHOTO eJIeMeHTa.

BukopucTaHHg cydacHOro I1HAYKIIHHOTO METOAY A1arHOCTYBaHHS, aJIFOPUTMIB
BUJIJIEHHS Ta 00pOOKH I1arHOCTUYHOI 1H(pOopMaLlli, TPUHHSTTS pilIeHHS IPO TeXHIYHUN
crad (TC) OK 1 micus nokanii3aiii HECIpaBHOIO KOMIIOHEHTY Ja€ 3MOI'y po3poOuTH
(yHKIIOHAJIBHY CXEMY aBTOHOMHOI CHCTEMH TEXHIYHOTO JIIarHOCTYBaHHs (puc. 2).

Jlo ii ckiamy BXOJSITh:

o610k sxuBseHHs (bXX), 1o npusHaueHuii 17151 KUBJICHHS

OJIOK BUAUIEHHS J11arHOCTUYHOI 1H(opMallii Ta 11 mepeTBOpeHHS;

6nok ynpasininus (bY);

650k iHTepdeiicy, ais nin’eqnanas OK ta BuGopy HeoOXiAHOTO BXOY;

onok iHTepdelicy s oOMiHy iH(opMaliero MiX JaTYMKaMU J1arHOCTUYHOI
iHpopmarii, OJIOKOM BHIUIEHHS IarHOCTUYHOI iHQOpMalii, KOMyTaTOpoM Ta
CUTHAJIbHUM IPOIIECOPOM;
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onok inukarii (BI), mius peectparii Ta iHAMKAaIii pe3ynbpTraTiB «kKOHTpoito TC» 1
«JI0KaJIi3a1ii» HeCIPaBHOIO Pai0eIEKTPOHHOI0 KOMIIOHEHTA.

OOcsr omepaTuBHOI maM'ATi Ma€ 3a0€3MEUUTH PO3MIIIEHHS HE MEHIIE OJHOTO
nepeBipHoro tecroBoro Habopy. Jlo ckmany cucremu giarHoctyBaHHs ([II1) moBunen
BXOJUTH JIYMJILHUKHA TECTOBUX HaOOPiB, 110 monatotbes Ha LIC.

s dopmyBaHHs (momayi) MEpPeBIpHUX MOCIIJOBHOCTEH, a TaKOX 30EpeKEHHS
eranoHHuX peakuii OK Ha meBHY mepeBipHY MOCHTIIOBHICTh, CHCTEMA 1arHOCT yBaHHS
MOBMHHA MICTUTH 3MIHHUM 3amaM’sTOBYIOUMM mpuCTpiil. I[HImIMM BapianToM €
BUKOPDUCTAHHS MITYYHOrO IHTENEKTY [JIi CTBOpPEHHsS (TeHepyBaHHS) TECTOBHX
MOBIIOMJICHb, 3 MOJIMBICTh KOMYTalllii Ha BIAMOBIAHI BXOAHM 00’ €KTY KOHTPOJIIO.
Anroputmu pobotu Il 1onineHO TaKOX 3aKIalaTH B 3MIHHOMY IPUCTPOI IaM’ ST, 110
Jla€ MOXUJIMBICTb aJanNTyBaHHA CHUCTEMH KOHTPOJIO MiJ PI3HOMAHITTA LU(POBUX
00’€KTIB KOHTPOJIIO.
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Puc. 2. CtpykTypa cucTeMu KOHTPOJIIO

BucHoBkH. 3anporoHOBaHUN METOJ MPOBEIEHHS TEXHIYHOI'O KOHTPOJIO JI03BOJISIE
chopMyBaTH CTPYKTYpHY CXEMYy CHCTEMH aBTOMAaTH30BAHOTO KOHTPOJIO TEXHIYHOTO
cTaHy IU(PPOBHX CHUCTEM 3 BHKOPHCTAHHSIM CIEliallbHO CPOPMOBAHUX IEPEBiPHUX
TECTOBUX ITOCIIJOBHOCTEN.

[ToeqHanHs MaTeMaTUYHMX QJITOPUTMIB 3  CHHTE3y TECTiB  3aco0amu
O0YMCITIOBANILHOT TEXHIKM 3 MOMJIMBOCTSAMU 3aC00iB IarHOCTYBaHHS y BHIJISII
O0YHMCITIOBAILHO-BUMIPIOBAJIBHOTO  KOMIUIEKCY, CIPOIIYE TPOIECH KOHTPOIIO Ta
J1arHOCTYBaHHS NU(POBUX CUCTEM Ta MOKpaNlye e(peKTUBHICTh CUCTEMHU KOHTPOIIO.

347



B.O. Xopouiko, B.B. Ky3askos, }0.B. bonoTtiok

Cunmncok Jjireparypu
Xopomko B., Ky3zaBkoB B., fAnkoBcekuii O., bonotiok }0. Bumorum no 3aco0iB
JIarHOCTYBAaHHS OOYMCIIIOBAJIBHUX cHCTeM. besnexa ingopmayii. Kuis. 2022, Ne3
(28). C. 127-132.
[Mkynina I1.A. OcHOBHI HaNPSIMKH PO3BHTKY aBTOMATH30BaHUX CHUCTEM TEXHIYHOTO
JIarHOCTYBaHHS 00’€KTIB PaJiiOCIEKTPOHIKH. BicHuk XmeabHuybkoeo HayioHaIbHO20
yuisepcumemy. Texuiuni nayku.2012. Ne 6. C.192-194.
Hxynina I[1.A. Meroauka mNpoBeAeHHS TIarHOCTYBaHHS aHAJOrOBUX IPUCTPOIB
JUHAMIYHUM METONIOM. 30ipHUK Haykosux npayv Bitlicbkosoco incmumymy
Kuiscvoroco nayionanvnoeo ynieepcumemy imeni Tapaca [llesuenka. K. 2012. No 38.
C.106-110.
Bummniscekuit  B., XKepnes M., Kpenenuep b., KyszaBkoB B., Pemsiok €.
be3koHTaKTHMH I1HAYKUIMHUA METOA [JIarHOCTYBAHHSI DPaJl0€JIEKTPOHHUX OJIOKIB.
36ipnux nayxosux npayo BIKHY im. Tapaca [llesuenxa.2013. Bun.43. C.17-23.
Wxen I'. Moaunur I'., Mernp I'. JlmarHocTrka OTKa30B HMU(PPOBUX BBIYHCIHTEIBHBIX
cucteM. M.: Mup, 2002. 232c¢.
laiinyp T'., Ky3aBkoB B., Pensiok €., Cepux C. be3koOHTaKTHUH 1HAYKLUIHHUA METOA
BU3HAUEHHS TEXHIYHOrO0 CTaHy IU(poBOro OJioKa: poO3paxyHOK MOTYXHOCTI
BUIIPOMIHIOBaHHS MPoOBifHUKA. 36"a30k. 2016. Nel. C. 32-39
Ky3aBkoB B., Xopomko B., SakoBchkuii O. TexHiuHa JiarHOCTHKA CKJIaJHHX
TEeXHIYHHUX 00’ €KTiB. 3axucm ingopmayii. 2022. Bum.24. Ne3. C.115-120.
Paiiropoackuii A.M. Monenu ciy4vaitaeix rpagos. M.: MITHMO, 2017. 144c.
Bbpetinosckiit H.H., IBanuenko E.B., Xopomxko A.B. JliarHocTHKa CHUCTEMU 3aXUCTy
iH(popMmariitHoro npocropy. 3axucm ingopmayii. Cneyianvuuii eunyck. 2014. C. 59-

67.

OPTION OF THE SYSTEM FOR DETERMINING THE TECHNICAL
CONDITION OF DIGITAL OBJECTS

V.0. Khoroshko, V.V. Kuzavkov, Y.V. Bolotiuk

Military Institute of Telecommunications and Informatization Technologies named after
Heroes of Kruty; 45/1, Kniaziv Ostrozkyh St, Kyiv, 01011, Ukraine
e-mails: professor va@ukr.net; nevse@ukr.net; yuliia.bolotiuk@viti.edu.ua

The widespread involvement of digital devices (systems) in human activity raises the urgent question of
ensuring the reliability of the functioning of such systems. In turn, ensuring reliability is not possible
without an effective control system and diagnostics of the technical condition of the selected object of
control. On the other hand, the manufacturer of digital equipment is not interested in many years of
trouble-free operation of the samples manufactured by him, because this slows down the production cycle
and, accordingly, reduces profits. The task of monitoring the technical condition of any digital device
rests entirely with the user of the specified means. It is known that in the confrontation between separate
control means and unified control systems of digital equipment, unified control systems based on non-
contact methods of recording diagnostic information win. The structure of such systems is also known, it
is a computer measuring system with specialized software for collecting and processing diagnostic
information, as well as an intelligent decision support system. The solutions proposed by the authors are
based on a non-contact induction method of diagnosis and a unified diagnostic parameter that reflects the
physical and chemical aging processes of semiconductor structures of digital radio electronic components.
The application of mathematical methods for building a system of technical diagnostics of digital objects
is considered. A generalized method of digital equipment control by constructing verifiable test sequences
is presented. The methodology is based on modern methods of obtaining and processing diagnostic
information, algorithms for constructing diagnostic tests. The obtained results make it possible to
automate the process of determining the actual technical condition of modern digital equipment.
Keywords: diagnostic parameter, model, test, algorithm.
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PO3POBKA 3AXUIIEHOI CUCTEMM JIJIS1 OBMIHY TOKYMEHTAMM Y
HABYAJIBHOMY ITPOLECI

[.M. Yypakos, H.I. Kymnipenko, B.B. 3opino

Hamionanenuii yHiBepcuTeT «O1echKa MO TEXHIKay
1 IlleBuenka np., Oneca, 65044, Ykpaina
e-mail: infsec2011@gmail.com

TonoBHUM aKLEHTOM JOCIHIJKEHHS € 1oTpeba B cydacHii Ta e()eKTHUBHIH cuctemi
0oOMiHy IIOKyMEHTaMH MDK BHUKJIQJayaMH Ta CTyIEHTaMH. 3MiHH B OCBITHbOMY
OTOYEHHI, CTPYKTypi Ta (hopmaTi HaBYaJIBHOTO IIPOLECY B Pe3YIbTaTi MOIIMPEHHS
TexXHOJoTi# 1 30kpeMa ymoB maHzemii COVID-19 BuMmararoTb HOBITHIX piIlICHB.
EdexTuBHICTh HaBYaIFHOTO MIPOLIECY Ta HOTro KEPOBaHICTh 3HAYHOIO MipOIO 3aJIeKaTh
BiJl IIBHUAKOCTi, HaIIHOCTI Ta 3pYYHOCTI OOMiHYy iH(OpPMAII€I0 MiX yJaCHHKAMHU
OCBITHBOTO TIpOIeCy. B OCBITHIX 3aKiamax MIOMHS IUPKYITIOIOTH BEIHMUYE3Hi 00CsITH
iHpopMarii Bim MepecHiIKd TabopaToOpHUX pPOOIT JO KOHTPOIBHO-IIACYMKOBHX
3apnaHb. be3 cydacHHX IU(PPOBUX TEXHOJOTIH, Ieil mpouec MOoXKe OYTH HE TiITBKU
MOBITBHUM, ajie 1 CYyNpOBO/DKYBAaTHUCh BTpaTaMM, MOMHJIKAMHU 1 3aTPUMKaMHU, TOMY
HEOOXiHICTh CHCTEMH OOMIHY JOKyMEHTAMH € aKTyaJIbHOIO Ha chorozHi. Kpim Toro,
BEJIMKOIO MPOOJIEMOIO ISl BIPOBAPKEHHS TAKMX CHCTEM € MHUTaHHS iH(OpMaIiiHOi
Oe3rexy, ajpke 00OMiH JOKyMEHTaMH BKIIIOYae 00poOKy Ta nepenady KoHdineHIinHoT
iHpopManii, sika MOBMHHA OyTH 3aXWIlEHa BiJi HECAHKIIOHOBAHOTO JOCTYIY Ta
3JI0BMHCHOTO BHKOPHCTAaHHsS. Y 3B'SI3Ky 3 IIMMH BHKJIMKAaMH, OyJI0 30CEpeKEHO
3yCHJUIL Ha PO3pOOI CHCTEeMH OOMiHY IOKYMEHTaMH, sSIKa BHKOPHUCTOBYE CydYacHi
anropuTMu muppyBaHHs A OesnevHoi nepemadi manmX. lle mocmiokeHHS Ta
po3poOka HaOyITK He TUTHKU aKaJIeMi9HO1, a i IPaKTUIHOT 3HAYNMOCTI, OCKIJIbKH BOHH
3aII0BHIOIOTh NPOTAINHY Mi’K BUMOTaMH JI0 Cy4aCHOTO €JICKTPOHHOIO HaBYaHHS i
peaNbHUMH MOMJIMBOCTAMH OCBITHIX YCTaHOB B OOMiHI Ta 3axucTi iH(opmarii.
PesynbraroM  IpOBENEHOrO  JOCHIIKEHHS CTaja po3poOKa CHCTEMH, sKa
BUKOPUCTOBYE cyuyacHi IU(POBI TeXHOJOrii, Taki sk JABO(AKTOpHA aBTOpHU3allif,
mnpoTtokon mmppysanHs AES Tta amroputm xeuryBanHs PBKDF2. Pospobnena
cucreMa OOMIHY JIOKyMEHTaMH — ILi¢ TPaKTUYHUHA BHECOK B Trally3b OCBITHIX
TEXHOJIOTIH, KW BiJKpUBAa€ HOBI TOPU30HTH JUIsl aBTOMaTH3alil, e(eKkTHBHOCTI Ta
Oesniexu B cepi 0OMiHY JOKYMEHTaMHU B OCBITI.

Kuarouosi cioBa: nBodakropHa apropusaris, API-xmoui, PBKDF2, Oesmeka nanux,
yIpaBITiHHS 023010 TaHUX, 0OMIH TOKYMEHTaMH, €JIeKTPOHHE HaBUAHHS.

Bceryn. Mu sxuBeMO B €MOXy €JIEKTPOHHUX TEXHOJIOTIHM Ta miobanmi3aliii, kKojau 1udposi
IHCTPYMEHTH CTalOTh HEPO3JITPHOI YacCTHHOK SK TpodeciiHol MisIbHOCTI, TaK i
MOBCSAKACHHOTO XUTTA [1]. CydacHe OCBITHE CEpEIOBHIINE TEXK HE 3aJMIIAETHCS 3a
MeXaMH 1bOro TpeHAy. HaBuanbHi 3akjaid B yCbOMY CBITI AaKTUBHO I1HTETpYyIOTh
TEXHOJIOT1i B HaBYAJIbHHUM IpPOIEC, HaMaraloyuch 3poOUTH Horo Oiabil €(peKTUBHUM i
JOCTYITHUM.

OpuuM 3 HaWBaXXJIMBIIIUX HAMpPSMKIB IU(PPOBOTO BIPOBAKEHHS B OCBITI €
po3pobka cucreM oOMiHy AokymeHTamu [2]. Lle € HeoOX1THOI0 CKIaJ0BOIO YCIIIITHOTO
HABYAJILHOTO TPOIIECY, aJpKe Tiepeiada JOKyMEHTaIlii MiX CTyACHTaMH, BUKJIaAa4aMu Ta
a/IMIHICTPALIEIO CTA€E MIBUIKOIO Ta €PEKTUBHOIO. AJie 3 pOCTOM KiJIbKOCTI EPCOHAIbHUX
Ta KOH(IICHUIWNHUX JaHUX, AKI MepecuiIaroThbecsl uyepe3 Hu(poBI KaHaM, BUHUKAE
npobiema 3abe3nedeHHs iHpopMalliiiHoT 6e3neKu.

He MoxHa irHOopyBaTH pH3UKH, IMOB'S3aHI 3 MOTEHLIWHMMHU KibepaTakamMu 4u
HECAHKI[IOHOBAHUM J0CTyNoM J0 iH(dopmamii. ToMy BakIMBO pO3yMiTH, IO IH(poBa
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TpaHchopmarliss OCBITH BUMarae He TiUIbKA BIPOBAKEHHS HOBITHIX TE€XHOJIOTIH, aje i
PO3pOOKHU ehEKTUBHUX MEXaHI3MIB iX 3aXHUCTY.

OOMIH JOKyMEHTaMH B OCBITHIM cdepi CTaB OCHOBOIO 0ararbOX IOCIHIIKEHbB.

Hanpuknan, 6araro takux iHcTpyMmeHTiB sik Google Classroom, Moodle Ta Remind Bxe
VCHIIIHO BHUKOPHCTOBYIOThCS B HaBuaibHHX 3akianax. Google Classroom, omun 3
HAMMONYNSPHIIINX 1HCTPYMEHTIB, I03BOJIAE€ BHUKJIagadaM W Y4YHSIM HAJACHUJIATH Ta
OTPUMYBATHU 3aBJAHHS, MPOBOAUTH TECTU Ta MIBUIAKO OOMIHIOBATUCS MOBIIOMIICHHSIMHU
[3]. Moodle, BimkpuTa cuctemMa KepyBaHHS KypcaMH, IPOIOHY€E OUIbII HAJAIITOBYBAHY
CHUCTEMY 3 BEJIMKOIO KUIBKICTIO MOIYIIIB Ta TUIATiHIB, BKIIOYAOUN Oe3mocepeHii 0OMiH
daimamu [4]. Remind, cepBic A HajCUIAHHS TOBIIOMIIEHB, I03BOJISIE BUKIIAAa4aM U
YYHSIM MHUTTEBO OOMiHIOBaTHCS iH(oOpMarliero 6e3 pOo3KPUTTS OCOOMCTHX KOHTAKTHHX
naaux [5]. Opnak, Xo4a Il CHCTEMH BXE pO3IIUPIOIOTH MOXJIMBOCTI OOMIiHY
JIOKYMEHTaMH B OCBIiTi, BOHM MOXXYTh OyTH TIEpeBaHTaXCHI 3aiBUM (YHKIIIOHAJIOM 1
YacTo € MIaTHUMU. B Toif e yac GibII MpoCTi MporpamMu He BUPILIYIOTH B OBHIN Mipi
nuTaHHs iHQopmaliiiHoi Oe3neku. B maniit poOOTi 3ampornoHoBaHa cUcTeMa OOMIHY
JIOKyMEHTaMH, sika 3a0e31euye 3axXucT iHpopMallii, o B Hild IUPKYITIOE.
Merta crarTi Ta NocTaHOBKA 3aBlaHb. B cyyacHoMy cBiTi iHpOpMaIliHHUX TEXHOIOT1i
1 mudpoBoi robdamizanii, 001aCTh OCBITH CTHKAETHCS 3 HOBUMH BHKJIMKaMH, 30KpeMa, 13
HEOOXiTHICTIO Oe3Me4yHoro oOMiHy JOKyMEHTaMu B mpoleci HapuaHHs. Lle moTpelye
PETENHHOTO BUBYCHHS Ta aHANTI3Y, SKOMY MU IPUCBIIYEMO HAIIy POOOTY.

Metoro pobOoTu € aHami3 Ta BUOIp HaWOLIBII e()EKTUBHUX 3acO0IB IS
3a0e3neueHHs Oe3MeKn JaHWuX B MpoIeci 0OMiHY JTOKYMEHTaMH, a TaKOXK PO3poOKa Ta
BIIPOBA)KEHHSI 00paHUX 3ac00iB B CICTEMY OOMIHY JOKYMEHTaMH.

JIJist TOCSITHEHHST TOCTABIICHOT METH HEOOX1THO PO3B’I3aTH HACTYITHI 3a0aui:

1) IIpoananizyBaru 3acoOu i 3a0e3nedeHHs Oe3MeKu JaHHX.

2) OuiHUTH MOKITMBOCTI PI3HUX CUCTEM KE€PYBaHHS PEISIMIMHUMEU 0a3aMu TaHUX.

3) BuOparu cnoci6 peanizariii cucTeMu aBTOpH3allii.

4) BripoBagutu 0OpaHi MiAXOmM B PpO3pOOTIOBAaHY CHCTEMY Uil OOMiHY
JIOKYMEHTaMH.

OcoOnuBuil akmeHT B Hamii poOoTi Oyne 3poOJeHO Ha MHUTaHHS 3aXUCTY
NEPCOHAJIBHUX JAHUX YYACHHMKIB OCBITHBOTO IPOLECY, OCKUIBKM 1€ KPUTUYHO ISt
JOTPUMAaHHS MPUHIUIIB KOH(D1IEHIIIHHOCTI Ta 3aXUCTY MpaB JOINHU.

OcHoBHa yacTHHA. 3a0e3neyeHHs O€3MeKH JAaHUX — 1€ OAMH 3 KJIIOYOBUX €JIEMEHTIB
po3pobku mporpamHOro 3a0esmneueHHs. lle Bkimtowae B cebe mmdpyBaHHS TaHUX,
3a0e3neueHHs! HITICHOCTI JaHUX, Ta CHCTEMH ayTeHTU(IKaIil Ta aBTOpU3aLlii.

Cepen AOCTYNMHMX BapiaHTIB HACTYIHI BHUPI3HSIOTHCS CBOIMM IIepeBaraM Ta
HEIOMIKaMHU:

1. lIudpyBanus naHux:

1.1. AES (Advanced Encryption Standard): Crannapr mudpyBaHHS,
BHUKOPHCTOBYETHCA YpsilaMy, OaHKaMH Ta 1HIIMMU OpraHizalisiMi, SKUM HOTpiOHa
BUCOKa CTYIIHb 3aXMCTy JaHuX. [IpoTe, BiH € CKIIaJJHUM Y BUKOPHCTaHHI 1 HOTpedye
MEBHUX HABHYOK IS OE3TMIEYHOTO 3aCTOCYBAHHSI.

1.2. RSA (Rivest - Shamir - Adleman): Lle mMpoKO BUKOPHCTOBYETHCS
BapiaHT aCUMETPUYHOTO MU(PyBaHHS, IO J03BOJIsIE Oe3rmeuyHe OOMiH JTaHWMH.
Moro HemoikoM € Te, 110 BiH moBiabHimmii 3a AES.

2. XeuryBaHHs JTaHUX:

2.1. PBKDF2 (Password-Based Key Derivation Function 2) no3Bonse
CTBOPUTH KpunrorpagiyHo 6e3neyHuil Xeu BiJ BXigHoro naposis. Hegomnikom € Te,
Mo HOoro MOXHa «3JaMaTh» 3 JIOCTaTHbO MOTYXHHUM OOYMCIIOBAIIEHUM
obOmagHarHIM[ 6].

2.2. berypt: Ile me oaHa momynsipHa (YHKIiSL XEIIyBaHHS Ui 3aXUCTY
napoJiiB. BoHa BBakaeTbcst 0€3MeUHIIIOr0, aje € moBuibHimo 3a PBKDF2.
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3. AyrteHtudikaris:

3.1. JIBodakropHa ayrentudikamis: lle moTyxHmii croci® 3abe3neunTH
0e31eKy 0O0IKOBOTO 3aIKCy, BUMAararouu J0AaTKOBOTO KPOKY I ATBEPHKCHHS ITiCIIs
BBE/ICHHS Napojsi. AJie BiH TaKOX MOXKE 30UIBIIMTH CKJIQAHICTH BUKOPHCTAHHS
CUCTEMH JIsI KIHI[EBOTO KOPUCTYBaua.

3.2. besneunnii oOMiH Kimrodamu (Hampukian npotokon Jiddi-Xemnmmana).
Ile no3Bojsie ABOM CTOpOHAM O€3MeYyHO OOMIHIOBATHCS KJIIOYaMH 0 HaAlHHOMY
kaHairy. Heomik — 11e ckJ1aiHiCTh peanisaiii.

Bubip KOHKpETHHX METO/IIB 3aBXKIU Ha/lae 6araTto MpoCTOpPY JJisi OOTOBOPEHHS, ajie
JUIA LbOTO TPOEKTY BHpIIIEHO Oyno ckopuctaruch mudpyBanasm naHux AES,
xenryBanHsM PBKDF2 ta nBodakTopHoio aBTeHTH(DiKaIlI€TO.

AES BBaxaeTbcs ONHUM 3 HAHOLIBII HAAIWHUX aJITOPUTMIB MIU(PYBaHHS,
BUKOPHUCTOBYIOUH Ojl0uHE MMGPYBAHHS 3 KJIIOYEM JIOBXKUHOIO Bia 128 g0 256 Oit mis
HaIiHOTO 3axucTy manux [7]. He3Baxarouu Ha Te, IO 11 MOXKE OyTH CKIIQTHIIIE IS
peanizaiii, Bukopructanas AES 3a0e3neuye BUCOKUI piBEHb 3aXUCTY JIaHUX.

PBKDF2, y cBowo wuepry, € CcTaHgapToM [UIs XeIIyBaHHS WapoiiB i
BUKOPHCTOBYETHCS JTy’Ke IIMPOKO. FIoro 0CHOBHA IlepeBara IoJsrae B BUKOPHCTAaHHi coli
JUTSL 3aXKMCTy BiJ IIBUAKUX arak Ha xemr mapouiB. lle o3Hayae, mo HaBiTh SKIIO
3IOBMHCHHK OTPUMAE X€IIIi MapojIiB, HOMY BCE OJJHO JOBEJCThCSI BUTPATUTH 3HAYHUIT Yac
1 pecypcH JUis 3710My KO)KHOTO OKPEMOTO TapoJIsl.

JIBodakTopHa aBTeHTHIKAIlIS, X04Ya 1 MOXKE 3/1aTUCS CKJIAJTHOIO ISl KOPUCTYBaYiB,
3a0e3mneuye MOAaTKOBUHN IIap 3aXUCTY, 3MEHIIYIOYH [IAHC HECAHKI[IOHOBAHOTO JAOCTYITY
JI0 CUCTEMH HaBITh Y BUIIQ/IKYy BUTOKY a00 BUKPAJACHHSI TapoJIsl.

Takum yuHOM, KOMOIHAIisl OOpaHUX HAMHU TPHOX METOIB CTBOPIOE ieabHUMA
OaslaHC MK HaJIHHICTIO Ta 3PYYHICTIO KOPUCTYBAaHHS caMe Ui 3a/1a4 JaHOTO MPOEKTY.

Y KOHTEKCTI 00paHOl HAaMHU TEMH, JIOIUIBHO PO3TISHYTH 1HCTPYMEHT, KM Oyrie
rapaHTyBaTd Oe3leKy AaHHuX — CHCTEMYy KEepyBaHHS pelsuiiHuMu Oa3aMu JaHUX
(RDBMS).

Cucrema kepyBaHHS pemsuiiHuMu 06azamu nanux (RDBMS) — ne mporpamue
3a0e3MeueHHs, 110 J03BOJIsIE CTBOPIOBATH, OHOBJIIOBATH Ta KEPYBATH PEIISIIIHHOI0 0a3010
naHux. Ha croroanimHiit 1eHp € Benuka Kinbkicte RDBMS, cepen HalimomynsipHIIuX:
MySQL, PostgreSQL, SQLite, Microsoft SQL Server.

Baxnuso oopatu RDBMS, sxa Hali6inblIe TiAXOAUTh Ui IPOEKTY, BPaXOBYIOUH
TaKi YNHHUKH, K PO3MIp IPOEKTY, OUIKyBaHE HABAHTAXKEHHS Ha 0a3y 1aHUX, BUMOTH JI0
npodeciiiHuX HaBMYOK pO3POOHUKIB, BapTicTh, Ta Oararo iHmux [8]. B Tabm. 1
MPUBEJICHO MOPIBHSIbHY TAOIUIIO IESAKUX 3 HAWOUIbII nonynsapHux pemsmiitanx CKBJI
[9], 1m0 BUKOPHUCTOBYIOTHCSI CbOTOJHI, 3 OKPECJIEHHSM IXHIX OCHOBHHX IlepeBar Ta
HEOJIKIB.

Tabmuusa 1
[TopiBHsIIbHA XapaKTEPUCTUKA CUCTEM KEPYBaHHS PeNsSLINHUMU Oa3aMu TaHUX

RDBMS [IepeBaru Henoniku

VYHiBepCaIbHICTb, € mneBHI OOMEXEeHHS Yy
MySQL HIBHUJIKICTb, ' BHCOKa (YHKIIOHATIBHOCTI.

MIPOAYKTUBHICTh i

CTIMKICTb.

['HyuKiCTb, Benuka | CkimagHimmn B

PostgreSQL KUTBKICTh ~ MOXJIMBOCTEH, | HaJalITyBaHHI,  BUMarae
BIIKPUTHI KOJI. OlIbIIIe peCypCiB MaIIHHHU.
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NMPOAOBKEeHHA Tadamui 1

Hesenukuii po3mip, | OOMexeHa MICTKICTh, HE
SQLite POCTa B BUKOPUCTaHHI, HE Hi,Z[XO,Z[IfITB JUIE  BEIIMKHUX
BHUMarae OKPEMOTO | TIPOEKTIB.
cepBepa.
Ticua inrterpamis 3 .NET, | [lnarHa, MOJKE OoyTH
Microsoft SQL Server BiIMiHHA MiATPUMKA, | 3aHAATO TPOMI3IKOI IS
HaIIJHICTb. MaJIuX MPOEKTIB.

[Ticnst neTaabHOrO BUBUCHHS HABEACHUX CUCTEM KEPYBaHHS peSLiHHUMH Oa3zamMu
JIaHux Oyio BHpimeHo ckopuctatuch MySQL s 11boro mpoexTy.

MySQL € yHiBepcaJbHUM PIIICHHSM, BIJOMUM CBO€IO IIBUIKICTIO, HAIIMHICTIO Ta
cTiliKicTio. Ii BUKOPHCTOBYIOTB I€CATKU THCAY Be6-CaiTiB IO BCLOMY CBIiTY, BKIIOYAIOUH
TaKWX BEIMKHUX TpaBiiB sk Facebook, Twitter i YouTube.

He3Baxaroun Ha TIEeBHI OOMEXEHHS y (YHKI[IOHAIBHOCTI, IO MOXYTh OyTH
3HaieHi B inmmx RDBMS, MySQL nHagae yci HeoOXiaHI MOKIUBOCTI 115l €()EKTUBHOTO
KEepyBaHHS JaHUMH B paMKax LIbOTO MpoekTy. BoHa mae 3po3yminuii inTepderic i gerko
IHTETPYETHCS 3 IHIIUMH TEXHOJIOTISIMH, III0 BUKOPUCTOBYIOTHCSI Ha TIPOEKTI.

Bubip MySQL 1 s mporo mpoexkTy Takok OOYMOBIICHHUH PO3INIAIOM TaKUX
YHUHHUKIB SIK PO3MIp Ta CKJIAIHICTh MPOEKTY, INIAHOBaHE HABAHTAXXECHHS Ha 0a3y JaHUX.
Opnnak, oprasizamiss Oe3meyHoro 30epiraHHs JJaHUX - II€ JIMIIe OJWH AacCIHEeKT
0araTorpaHHOro IMPOIECY CTBOPCHHS HAMIWHOTO 1 CKJIagHOTO Tpoekty. OKpiM mbOro,
€(DEeKTUBHICTh CUCTEMH B 3HAYHIM MIpi 3aJICKUTH BiJ IMPaBUILHO BHOpaHOI CHCTEMHU
aBTOpH3AaIlii.

Cucrema aBTOpH3aIlii € KJIIOUOBOIO CKJIAJIOBOIO O€3MeKH Oyab-sIKOi CydacHOL
cuctemu abo onaTky. BoHa mepi 3a Bce TOBHHHA 320€31IE€YNTH BIIGBHEHICTB, IO TUTHKU
BiJIMOBIIHI KOPUCTYBa4i MalOTh JOCTYI JI0 BIAMOBITHUX pecypciB. Pi3Hi cuctemMu MaroTh
Pi3HI BUMOTH JI0 aBTOPH3allii, TOMY BaKJIMBO O0paTH MPAaBHILHUA METO/I, 110 HalKparie
BIJINTOB1/1a€ TOTpeOaM.

IcHYIOTB Taki OCHOBHI METOJM peati3allii CUCTEMH aBTOpPHU3Allii:

* JWT (JSON Web Tokens): ueii metos niependadae BUKOPUCTAHHS TOKEHIB ISt
aBTopu3alii kopuctyBadiB. besneka JWT npoBipseThcs 3a JOIOMOTOI0 MiANUCY TOKEHA.
['onoBHOO MepeBarolo € Te, 1o cepBep He MoTpedye 30epiratu cecito KopucTyBada, To0To
e 6e3 cranoBa apropu3aitis [ 10].

* Cecii: neil Meton mependadyae CTBOPEHHS YHIKaJbHOTO 11eHTU(IKaTopa cecli,
KM 30epira€TbCsi Ha cepBepl 1 BUKOPUCTOBYETHCS JJsi MEPEBIPKH MPUBLIETB
kopuctyBaua. Lleit miaxin BuMarae OuIbIIe pecypciB, aje Hajae OUTbITUN KOHTPOJIh HAJ
aHUMU cecii.

* OAuth: me craHmapt, 1O 03BOJSE KOPUCTyBadaM HaJlaBaTU 3aCTOCYHKaM
0oOMEeXKeHHMH JTOCTYI 0 CBOIX pecypciB Ha iHIIMX caiTax. Lle cknmanHimmid, ane OuabII
THYYKHI METOJ aBTOPHU3AILil, SIKUI IMNPOKO BUKOPUCTOBYETHCS ISl PO3IIOIIIIEHUX CUCTEM
[11].

* OTP (One-Time Password): et meTon nepeadadac BHKOPUCTAHHS OJHOPA30BOTO
napoJsi, SKHi TeHepyeThCs aNrOpUTMOM 1 Mae KopoTkuil TepmiH aii. OTP naniiinui,
OCKIJIbKM JTMHAMIYHI MapoJii Bakue BUKPACTH, a TaKOX HE MOXKHAa BHKOPHCTOBYBAaTU
MIOBTOPHO.

Peanizaris cucremu apropu3allii Ha OCHOBI oiHOpa3oBux napouis (OTP) ans uporo
MpoeKTy Oyna oOpaHa 3 KUTBKOX MTPUYHUH.

[To-mepmie, OTP namae Bucokuil piBeHb O€3MeKH B MOPIBHSAHHI 31 CTAJIUMU
naponsiMi. KoxkHHi 1maposib BUKOPUCTOBYETHCS TUIBKM OJMH pa3, TOMY HaBiTh SKIIO
3JIOBMHUCHHK TIEPEXOIMUTh Iapoiib, BiH HE 3MOXE IOBTOPHO BHUKOpHcTatu Horo. lle
Ba)XXJIMBO B KOHTEKCTI TNI00ATLHOTO 3pOCTaHHSI KiOEP3TOYMHHOCTI.
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[To-npyre, Bukopuctanas OTP monmosHtoe iHII 3axoau O6e3meku, 1o Oy BHOpaHi
s 1poro npoekty. Kom6inanis OTP 1 nodaxkropHoi ayTeHTH(IKAIT CTBOPIOE CHIIbHUI
3aXMCT Bl HECAaHKI[IOHOBAHOTO JJOCTYILY.

[To-Tpete, OimpuricTe mronedt Bxe 3Hailomi 3 koHmentoM OTP wuwepes ix
BUKOPUCTaHHs B OaHKIBCBKOMY CEKTOpi 1 1HIMX cdepax, J¢ BHUMAraeTbcs BHCOKA
6e3neka. Orxe, Bukopuctanas OTP He cTBOpuTh Oap'epiB Al BUKOPUCTAHHS CHCTEMH
KIHLIEBUMH KOPUCTYBa4aMHu.

Ocb 4oMy, BHMIPIOIOUM TI€peBard i HEIOJIKM PI3HUX CHCTEM aBTOpH3alii, MU
Bupimuiy, mo OTP Hapa3si Halikpale MmiaIxoAuTh IS IIbOTO MPOEKTY. AJie HE MOXKHA
3a0yBary, 10 e(heKTHBHA CHCTeMa aBTOpU3AIlil MOBUHHA TaKOX TepeadadaTi JoAaTKOBI
PiBHI 3aXHCTY, SIK, HAIPUKJIAI, TBO(AKTOPHA aBTOPHU3AILLis.

Crenmndika 2FA nossirae B Tomy, 0 JJIs1 YCIIITHOI aBTOPHU3allii MOTPiOHO HAAATH
HE TUIBKH IIOCh, 11O BaM BioMO (HAmpHUKIAJ, Mapojib), aje 1 I0Ch, 10 BH MAaE€Te
(mampukian, MoOUTbHUHN TenedoH). Lle 3HaYHO MigBUIYE OE3MEKy CUCTEMH, TOMY IO
MOTCHIIHHUHN 3JJOBMUCHUK Ma€ HE TIJIbKH BHUUCIUTH MapOJib, ajie 1 (i3UIHO OTpUMATH
NpUCTPiid KopucTyBada [12].

Jns uporo mpoekty Oyno oOpaHo koMOiHoBanuii minxim no 2FA, sxuit
BUKOpHCTOBYE ogHOpa3oBi napoii (OTP) ta mporpamy Google Authenticator.

[Tpunuun po6otu Google Authenticator Ta onHopaszoBoro mapods [13]:

1. T'enepamiss Kiroua. Konmu kopucTyBad peecTpye OOJIKOBHIA 3amuc  Ha
HiATPUMYBAaHOMY BeO-CEpBICi, TeHEpyeThCA YHIKANbHHUM cekpeTHuil kmrod. Lled kiou
30epiraeTbcsi Ha cepBepi BeO-CIy Ou, a TaKOXK MEPEAAETHCS HA MPUCTPiid KOPHUCTyBaya,
yacTto y Bunsiai QR-kony.

2. Cxanysanus QR-kony. st mouarkoBoro HanamtyBaHHs Google Authenticator,
KOpHCTyBauy HeoOXiaHO ckaHyBaTu QR-kox cBoero MoOLIbHOIO Kameporo. Lleit QR-kox
MICTHTh TAEMHUH KITIOY.

3. TI'enepyBanns OTP. 3a nonomororo cekperHoro kitoua, Google Authenticator
renepye mectusHaunuii kogq OTP. Ileit xom 3miHtoerbes kokHi 30 cekynn. Google
Authenticator BukopucroBye crangapTauii anroputm HMAC-SHA1 ans reneparnii OTP.

4. Beenennsa OTP. Konu koprcTyBay HamaraeThcst yBIMTH B CB1i 0OJI1KOBMIA 3a1Tuc,
BiH BBOgUTH OTP, mokazanuit B Google Authenticator, pazom i3 CBO€I0 TOIITOI Ta
apoJeM.

5. Ilepeipka OTP: ITicns Toro, sik kopuctyBad BBoguTh OTP, cepsep, 3 sikoro Oyio
OTPUMAHO KJII0Y, BUKOPUCTOBYE TOM ke anroputM, 1o i Google Authenticator Ha 6a3i
KJIF0Ya Ta HOTOYHOTO Yacy, 11100 nepeBiputu Bxianuit OTP.

6. ABrentudikauis Ilpu ycnimHomy BBeneHHi OTP: OTP npuiimaerses 1
KOPHCTYBau aBTOPU3YETHCS B CEPBIC.

Tum camum, BuxkopucranHs Google Authenticator Ta ogHOpa30BUX NapoOIIIB IS
JOCATHEHHs JBO(AKTOpHOI aBTOpM3alii B cucTemi 3ale3nedye MOCHICHHH piBEHb
3axXUCTy. 3a TaKkol CXEMH, HaBITh SIKIIO 3JIOBMUCHHK BIACTbCS OTPHMATH OCHOBHHMA
napojib KOPUCTyBaya, BiH BCE OJTHO HE 3MOXKe 3JIHCHUTH HECAHKI[IOHOBaHMUU BXiJ, HE
Marouu JOCTYIy 10 KOHKPETHOTO MpHUCTporo, Ha skuil Hamiciano OTP. Ane BaxiuBo
3rajiati, 10 Ui 3a0e3NeueHHs! 3arajibHOi Oe3NMeKH CHUCTeMH, HEOOXiJHO TaKoX
aKIICHTYBaTH yBary Ha Oe3Ielll IHIIUX eJIEMEHTIB, TaKuX sK, Hanpukiaa, API kmrodi.

OtpumanHs Ta BukopucTaHHs API-kito4iB € HEOOX1THOK CKIIAJ0BOIO OUTBIIOCTI
BeO-cucreM. OfHaK, HeNpaBUIbHE 30epiranHs uu nepeada API kimrodiB Moske mpu3BecTH
710 cepilo3HUX MpobieM 3 0e3NeKor0, TAKUX K HECAHKI[IOHOBAaHUN JTOCTYI A0 CUCTEMHU
4yH BUTIK AaHUX. Tomy 3a0e3nedyeHHs 6e3nexku APl kitodiB € KpUTHUHO BasKJIMBUM.

OpuanM 13 crioco6iB 6e3neunoro 30epirands API kirouiB € ix mudpyBanHs nepen
30epiraHHsM 3a JIOMIOMOTOI0 HaJIHUX MH(PYyBaIbHUX alropuTMiB. B naHoMy mpoekri
JUIS 1IbOTO BUKOpUCTOBYEeThCs anroput™ AES (Advanced Encryption Standard) [14].
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AES — me cumeTpudHHi anroput™m Oj04HOTO mMU(pPYBaHHS, 10 BUKOPHUCTOBYE
OJTHAKOBI1 KJIIOYl Uisl mK(pyBaHHA Ta NemndpyBaHHs JaHUX. ba3oBa KOHIEMIs IHOTO
aJTOPUTMY TIOJIATAE B 3aMiHI, MEPECTAHOBII Ta IMEpPeTBOPEeHHI iH(dOopMarii 3 METOr
3a0e3neyeHHs KoHGiAeHIIHHOCTI [15].

Jlnst 36epirannst API kirodiB BUKOPUCTOBYETHCS TaKUI TIPOIIEC:

o [enepamis API xmroua. CepBep renepye yHikanbHuii APl Kirod mjist KOXKHOTO
KOpHCTyBauda abo cecii.

e Illudpysanns API kmroua. API kirod mudpyeTbest 3a JOMIOMOTOO aJTOPUTMY
AES 3a nonomororo BUOpaHOTro Kiroua MU pyBaHHs.

e 30epiranns mudpoBanoro API-kmoua. [ludposanuit API-xmrou 36epiraeTscs
B 3aXMIIEHOMY MICIIi, TAKOMY SIK 0a3a JaHuX abo cepeloBHIIIE.

o JlemmudpyBanns API xmroua npu BuxkopuctanHi. Komum API xmou motpiOHO
BUKOPHCTATH, BiH JEMU(PYETHCS 3a JOMOMOTOI0 TOTO X MIM(PYBAIBHOTO KIIIOYa, 10 U
npu ¢ pyBaHHi.

3a gonomoroto 1poro miaxonry, API kiroui 30epiratoTecsi Ha cepBepi B O€3MEYHOMY
BUIVISAL 1 MOXKYTh OyTH O6€3MeUHO MepeiaHi uepe3 KOMYyHIKalliiHi KaHau, 3a0e3MeUyoun
KOH(1ACHIIHHICT 1 IUTICHICTH JaHUX.

Xoua AES € moTy)KHUM anropuTMoM K (pyBaHHS, BAKOPHUCTOBYBAHUM Y OaraTrbox
CYy4aCHUX CHUCTEMax, iICHYIOTh 1HIII aIrOPUTMHU IK(PYBAHHSA, SKI TAaKOXXK MOXYTh OyTH
3aCTOCOBaHI B 3aJICKHOCTI Bij] CICIIU(IYHUX BUMOT 10 OC3TIEKH.

B xoxHOMY BUMQIKY TTPH BUOOP1 aIrOpuTMy UG PYBAHHS BXKJIIMBO BPAXyBaTH PST
napaMmeTpiB, TaKUX K TUN MU(PYBaHHS (CUMETPUYHUN a00 aCUMETPUYHMUIA), pO3MIp
KITF04a Ta po3Mip OJ0Ky. Po3Mip Kiroda € BaXKJIMBUM acIICKTOM, SIKAW BHU3HAYa€ PiBCHb
Oe3nexu mudpyBaHHs - OUTBIINIA PO3MIpP KIIF0Ya 30UIBIIYE KUTBKICTh MOMJIMBUX KITIOUiB
1 MiHIMI3y€ PU3UK 37I0MY HIISXOM «IIPSIMOTO MOIITYKY.

Sk npuknazn, B Tabnuii 2 HaBEACHO Pl adrOpUTMIB MHU(PYBaHHS Ta 1X KIHOUOBI
XapaKTePUCTUKH:

Taoauns 2
[TopiBHSIHHSI OCHOBHHMX aJITOPUTMIB MIU(PPYBAHHS

Anroput™ Tun Po3mip kirouya Po3mip 610Ky
AES CumerpuuHuit éizT& 192 a60 256 128 o1t
DES CumerpuuHuit 56 oIt 64 01t
Triple DES CumerpuuHuit 112 abo 168 6iT 64 01t
RSA Acuverpuammii | 1024 a6o 2048 Gir | SMIHHAA 1O
O50Kam
ElGamal Acuverpuammii | 1024 a6o 2048 Gir | SMIHHAA 1O
O50Kam
Blowfish Cumerpuunuii 32-448 Oit 64 6iT

BuxopucroByroun 3a3Ha4yeHl BHINE TEXHOJOTIl, OyJl0 po3poOJIeHO MporpaMmy Ha
wiatgopmi Windows Forms creniansHo Juis moTped Bukiagadi. Ll mporpama
CIpsIMOBaHa Ha 3HAYHE MOJIMIIEHHS Mpoliecy 0OMiHY TOKyMEHTAaMHU MK BUKJIaJa4yaMU
Ta CTYAEHTaMH, IPOMOHYIOUH UTHN pAJ PYHKIIOHATBHUX MOXKJIUBOCTEH.

[leHTpanpHUMU eleMEHTaMH MPOrpaMH € CUCTEMH peecTparlii Ta ayTeHTH(IKaii
KOpPHCTYBauiB. AJITOPUTM 3alIM(PPOBAHOI CHCTEMH peecTpallii 00poliisie BCI0 HEOOXiAHY
iH(dopMarito Ta 30epirae ii B 6a3i qannx MySQL, BUKOpUCTOBYIOUH JJIsl IILOTO CTAHAAPT
AES. Tumuacom, 1BodakTopHa cucreMa ayreHTH}ikamii, o rpyHTyersest Ha One-Time
Password (OTP) Tta Google Authenticator, 3abe3redye BHUCOKHHA pPIBEHb OE3MEKU
KOpPHCTYBauiB' JaHUX.

[IporpaMHuii MpoOAYKT, AKHIl Oyl10 po3pobieHO, € cydacHOO Ta €(EeKTHBHOIO
CHCTEMOIO IS YIIPaBIIiHHS CTYIEHTCHKOIO 0a3010 JaHUX Ta CIIJIKYBAaHHS 31 CTyAEHTaMH.
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Y mporpami peasizoBaHi JOTIH Ta PEECTpaIis s 3a0e3MeUeHHs 3pyYHOCTI Ta Oe3MeKn
KopucTyBadiB. [Ipu 11boMy, mporpama rnpeacTaBisie TP KIIFOUOBI PYHKI[IOHAH.

JonaBaHHs cTyaeHTIiB B 6a3y AaHuX. B 1anomy po3zini nporpaMu KOpucTyBadeBi
HA/Ia€ThCS MOXKIIUBICTh BHOCUTH 1H(OpPMAIIIO PO CTYIEHTIB, a TAKOXK MPUB'A3YBaTH iX
JI0 BIATIOBITHUX TPy 1 ipeamMeTiB. Lle 3abe3neuye nerkicTh yrnpaBiiHHs Ta 3py4He MOLIyK
iHdopMarlii mpo KoKHOrO cryaeHTa. Dopmy 3 peanizamierd AaHOTO (yHKI[IOHATY
300pa)k€HO Ha PUCYHKY 1.

BinnpaBka eJIleKTPOHHHX JIMCTiB CTyleHTaM. B 1poMy po3niiai mporpamu
KOPHCTYBa4eBi HAJAETHCS MOXIIMBICTh aBTOMAaTUYHO BiANPABIATH JHCTH CTYICHTaM 3
NPUKpiTUIEHUMH (DaiiilaMu, a TAKOXK BIATIPABIIATH 3aBIAaHHs Y BUMIAAKOBOMY mopsiaky. Le
MOJIETIIY€E TIPOLEC B3a€MO/IIT 31 CTyIeHTaMu 1 3a0e3meuye ix oneparuBHe iHGOPMYBaHHS.
®dopmy 3 peanizalliero JaHOTo QyHKIIOHATY 300pakeHO HAa PUCYHKY 2.

= Mpeamer
‘test subject V| Creoputi npeamer
Ipyna
[test group ~ | Creoputi rpyny

nie a| MNowra

Yypakoe Isan Mukonaioeuy vanya.churakov01@gmail.

Yypakoe Isan Mukonaiioeu42 test@test.ua

3aeanTaxutn hain IMnopTyeaTk cTyaeHTIE

Puc. 1. ®opma iMIIopTy CTYIEHTIB

BubBepiTte npeamer

‘t:st subject ~ ‘

BubBepiTe rpyny

[test group ~]

[ ] Yypakos Iean Mukonariosmy

Uypakoe lean Mukonaiicenu2

@ Bci cryaentn

Hanuwite Temy

Naé 1

MepesipTe daiianu Ana signpasku
Biner 1.docx Remove
Biner 2.docx Remove

Biner 3.docx Remove

Imnopr daiinie

& Bianpaeswtu eMnagkoso

Bianpaentu Aancrn

Puc. 2. ®opma BiAnpaBKy JIUCTIB
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Ilepernsin BianmpaBjaeHWX 3aBAaHb. Y I1IbOMY PO3IUII TMporpaMa Hajaae
MOXJIUBICTh TEpErisAaaTh, KoMy Oynu BiIIpaBieHi sKi 3aBJaHHS Ta SKI CTYIEHTH BXKe
31amu cBOi poOoTH. Lle 103BOJNSIE KOHTPOJIOBATH IPOIEC BUKOHAHHS 3aBlIaHb Ta
3abe3meuye 3BOpOTHUH 3B's130Kk. Dopmy 3 peanizaiiiero JaHOro (PyHKI[IOHATY 300pakeHO
Ha PUCYHKY 3.

Tak mpu oOMeXeHHX pecypcax, aje 3 BpaxXyBaHHSIM Cy4aCHHUX TEXHOJOTIH MU
3MOIJIH PO3POOUTH €EKTUBHUHN Ta HAAIMHUIN TIPOTYKT.

Mpeamer

test subject v

NaBoparopwa | Nlabopatopwa | [laboparopua | Nlaboparopa | laboparopwa | Naboparopha
pobora 1 pofora13pan | poGoral potieta 13san | poboral pobota 2 3024

Biner 1.docx Biner 1.doc, Bi... Biner 1.docx, Bi... | https://drive.q...

Uypaxoe lean ...

Puc. 3. ®opma gomku crarycis

BucHoBku. B poboti mpoBeaeHa po3poOka CHCTEMH JIsS 3aXHINEHOTO OOMIHY
JOKYMEHTaMH MK BUKJIaJJadyeM Ta CTYIAEHTaMH.

JIJ1st mOoCSITHEHHST TTOCTABIICHOT METH OYJI0 PO3B’sI3aHO HACTYITHI 3a/1a41:

1. BukoHaHO aHami3 Cy4yacHUX pilIeHb s aBTOMaru3alii JAOKYMEHTOOOIry B
HaBYAJIILHOMY TIporeci. BusBineHo, mo icHydi ImporpaMHi pPIilICHHS 3a3BHYai
NepeHaBaHTaXeH1 3aiiBUM (DYHKITIOHAJIOM, a OUTBII MPOCTI MPOrpaMu HE 3aBXK/IU Y
MOBHIN Mipi 3a0€3MeUyI0Th 3aXUCT KOH(IACHIIIHUX TaHNX KOPUCTYBadiB.

2. BukoHaHO aHaJi3 Cy4YacHUX TEXHOJIOTIH, $IKI 3aCTOCOBYIOTbCS Il PO3POOKHU
3aXMILEHOTO MpOorpaMHOro 3abesneueHHs. s po3polmoBaHoi cuctemMu oOpaHO
OararodakropHy ayreHTudikamito 3a gonomororo Google Authenticator s
MIJBUIEHHS CTYMNEHS 3aXUCTy CHUCTEMH, IO peaji3ye J0JaTKOBUN pIBEHBb
nepeBipku aBTeHTH(]ikauii kopucTyBaya. byno mpoaHanai3oBaHO Ta 3aCTOCOBAHO
anroput™ mudpyBaHHs AES nns 30epiranns API-kimodiB 3 MeTor0 6e3meuHOro
30epiraHHs IUX KIIOYOBUX  1JEHTU(DIKATOPIB, 10 MIHIMI3YIOTb PH3HUK
Herepen0ayeHoro BUTOKY KOH(IACHIIWHUX JaHuX. BrpoBamkeHo anroputm
PBKDF2 nis xenryBaHHsI IapoJliB.

3. Po3pobnena cucrema Mae HaCTYITHI MOXJIMBOCTI:

- peecTparlisi KOpUCTYBauiB;

- IMIOPT Ta pefaryBaHHs JaHUX CTYJIEHTIB Ta IPyIl;

- BlJAINpaBKa €JIEKTPOHHUX JIUCTIB CTYIEHTaM;

- BiampaBka (aiiaiB B pi3HUX (opmaTax. MiATPUMKA BIANPABKU B 3BHUANHOMY i
BUIIaJIKOBOMY DPEKHMMax; MOXJIMBICTb 30€piraHHsl JOKYMEHTIB BHKJa/adiB B
XMapHOMY CXOBHIII];

- MOXJIMBICTb 3aBaHTAKEHHS CTYJIEHTAMU pe3yibTaTiB poOiT y BUINIAAL (aiiiiB B
BUJIUJIEHY TIANKy B XMapHOMY CXOBHIII;

- TeperIsi BiANpaBieHb Ta CTaTyCiB BUKOHAHHSI 3aBJlaHb Ha JOIIII CTaTYCIB.

SIK miICYMOK, MOXEMO 3a3HauuTH, IO 3alpONOHOBaHA CHUCTEMa aBTOMAaTU3ye
PYTHHHUI 1poliec 0OMiHY TJOKyMEHTaMHU MK BUKJIaJJayaMU Ta CTY/IEHTaMH 1 TUM CaMUM
JIO3BOJIIE 3€KOHOMMUTH 4Yac Ta MIiHIMI3yBaTM MMOBIPHICTh MOMMHJIKH, MpPH ILbOMY
3a0e3nevyeThcsl 3axXUCT KOH(ineHUIHHOT 1H(opMamii kopucTyBayiB. Po3pobieHwuii
IpOTrpaMHUN MPOAYKT Mae 3pyYHMH Ta IHTYITMBHO 3po3yMunmii inTepdeiic. B sxocTi
€JIEMEHTIB CHCTEeMH OyJI0 BHKOPHUCTAHO CyYacHE BiJIKpUTE MpOorpaMHe 3a0e3redeHHSI.
JlaHa cucTema € THYYKOIO Ta JIETKO MacHITa0yeThCs, 110 J03BOJISE MUIIXOM HEBEIUKHUX
3MIH QIalTyBaTH ii 10 1HIIUX cep.
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DEVELOPMENT OF A SECURE SYSTEM FOR DOCUMENT EXCHANGE IN
THE EDUCATIONAL PROCESS

I. Churakov, N. Kushnirenko, V. Zorilo

National Odesa Polytechnic University
1, Shevchenko Ave., Odesa, 65044, Ukraine
e-mail: infsec2011@gmail.com

The main focus of the study is the need for a modern and efficient system of document exchange between
teachers and students. Changes in the educational environment, structure and format of the educational
process as a result of the spread of technology and, in particular, the COVID-19 pandemic require the latest
solutions. The effectiveness of the educational process and its manageability largely depend on the speed,
reliability and convenience of information exchange between participants in the educational process.
Educational institutions exchange huge amounts of information on a daily basis, from moving homework
to final exams. Without modern digital technologies, this process can be not only slow, but also
accompanied by losses, errors and delays, so the need for a document exchange system is relevant today.
In addition, information security is a major anchor for the implementation of such systems, as document
exchange involves the processing and transmission of sensitive information that must be protected from
unauthorized access and misuse. In response to these challenges, efforts have been focused on developing
a document exchange system that uses modern encryption algorithms for secure data transmission. This
research and development has acquired not only academic but also practical significance, as it fills the gap
between the requirements for modern e-learning and the real capabilities of educational institutions in the
exchange and protection of information. The result of the conducted research was the development of a
system that uses modern digital technologies, such as two-factor authentication, the AES encryption
protocol, and the PBKDF2 hashing algorithm. The developed document exchange system is a practical
contribution to the field of educational technologies, which opens new horizons for automation, efficiency
and security in the field of document exchange in education.

Keywords: two-factor authentication, API keys, PBKDF2, data security, database management, document
exchange, e-learning.
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